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Was ich heute vorhabe Fabasoft

= \Was konnte uns MEDINA zum EUCS zeigen?
= Wie greifen wir diese Erkenntnisse in EMERALD auf?

= Wie denken wir, kann EMERALD zukUnftige Audits — vor allem
Im Rahmen des EUCS - unterstltzen?

= \Worauf konzentrieren wir uns dabeil?

= |ch mochte einen ,Call to Action” starten




Einleitung Fabasoft

= Zertifizierungen in der Cloud: Cloud-Dienste nutzen
Zertifizierungen, um Vertrauen in ithre Leistungen zu schaffen.

* Herausforderungen: Die wachsende Komplexitat erschwert
den Zertifizierungsprozess sowohl fur Cloud-Dienste als auch
far Auditor:innen.




Uberlegungen zum EUCS Fabasoft

What does a cybersecurity certification scheme

include?
S | xxm

\ 4
Vulnerability Handling Security requirements

Non-conformity & Non- Conformity Assessment
Compliance Methodology




MEDINA (2020 — 2023) Fabasoft

https://medina-project.eu
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Cevtification Mutomated | I,ifcc\fc\& Continuous
metvics and exidence management of compliance
specification management cevtificates
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= MEDINA betonte die Bedeutung von Unterstltzung und Agilitat bei
der Uberwachung und Bewertung von Cybersecurity-Audits.

= Automatisierung spielt eine grof3e Rolle und ist mit geeigneten Tools
durchaus maoglich.


https://medina-project.eu/

Sichtweise der EU Kommission Fabasoft

Customer in the first place

TRANSPARENCY AND
SECURITY

INFORMED
DECISIONS




MEDINA und die Umsetzung des EUCS  Fabasoft

= Technische Anforderungen /

¢

B Security requirements
VS J

= Organisatorische Anforderungen s




EMERALD (2023 — 2026) Fabasoft

= EMERALD beschreibt, wie eln
Certification-as-a-Service (CaaS) Ansatz <
alle Stakeholder im Audit unterstiitzen

kan n - CLOUD SERVICE
. PROVIDERS
= Evidence Management: Verwaltung von . oS3
. . . . . . . TECH
Nachweisen fur kontinuierliche Uberprtfungen. N onovioems

= User Interaction: Transparenz und
. . e .y Stakeholder of the cybersecurity domain and EMERALD
Nachvollziehbarkeit fur alle Beteiligten. — Supple rlatonship

------- Costomer relationship
Certification mandatory for bussiness decisions
------- Demand security schemes to build up trust in cloud services




EMERALD
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EMERALD Kerne Fabasoft

EMERALD Graphical User Interface
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EMERALD Komponenten Fabasoft

E ‘

13




Grundlegendes flr die Komponenten Fabasoft

= Nachvollziehbarkeit und Protokollierung
= Komponenten sollten alle Aktivitaten und Anderungen protokollieren.

= Audit Trails erméglichen es, den gesamten Prifungsprozess
nachzuvollziehen.

= Vertraulichkeit und Datenschutz
= Komponenten mussen sicherstellen, dass sensible Daten geschitzt sind.
= Verschllisselung und Zugriffssteuerung sind wichtige Aspekte.




Grundlegendes flr die Komponenten Fabasoft

= Automatisierung

= EMERALD wird automatisierte Prozesse implementieren, um repetitive
Aufgaben zu bewaltigen.

* Fehler kbnnen minimiert und die Effizienz gesteigert werden.

= Konsolidierung

= EMERALD wird verschiedene Audit-Aspekte (Compliance-Prifungen,
Sicherheitsuberwachungen, ...) in einer einzigen Plattform ermaoglichen.

= Verwaltung und Nutzer-Interaktion konnen erleichtert werden.




Schlisselfaktoren

Fabasoft
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Schlusselfaktoren Fabasoft
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Schlisselfaktoren Fabasoft

= Eine intuitive Benutzeroberflache ermoglicht es Stakeholdern,
Informationen leicht zu Uberprufen und zu verwalten.

= Visualisierungen wie Diagramme und Dashboards konnen
komplexe Daten verstandlich darstellen.

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6

Initiating & Audit Technical Reportin Closing Certificate
Preparation Activities Testing P g Meeting (if applicable)

Phases




Phasen des Audit Prozesses Fabasoft

. Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6
% Initiating & Audit Technical Reportin Closing Certificate
. Preparation Activities Testing P g Meeting (if applicable)
Definition of the audit scope and the respective standard
* Involvement of technologies
% * Number of people (lead auditors, auditors)
> * Locations of the company
<_’: » Specific services to be audited
g Document review: auditors request documentation and self-
8 assessment from customer

* Information about the technologies, policies,
configurations etc.

Definition of the audit scope and the respective standard
* ldentification of cloud services

* Cloud Security Standard e.g. EUCS, BSI C5, ...
Document review:

* Cloud Solution and respective infos

Cloud Solution
Audit




Phasen des Audit Prozesses Fabasoft

. Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6
% Initiating & Audit Technical Reportin Closing Certificate
. Preparation Activities Testing P g Meeting (if applicable)
Opening Meeting
» Set practicalities and logistics
= Document Review
S * Auditors review documents provided by the customer to
<_’: get an understanding of the technologies to be audited
© Audit Workshops
é * Interviews and observations where auditors interact with

customer
* Observe configurations, processes and evidences
related to the audit scope

Document Review
» Auditors review documents to get an understanding
of the cloud solution and its configurations, policies and

technologies

Cloud Solution
Audit




Phasen des Audit Prozesses Fabasoft

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6

Initiating & Audit Technical Reportin Closing Certificate
Preparation Activities Testing P g Meeting (if applicable)

Technical specialists perform testing, including automatic and
manual assessments of the technology.
Technical testing involves specialized assessments performed
by technical experts. This can include:
Automated tools: Utilizing tools like "Nessus" for
automated vulnerability scanning and reporting.
Manual analysis: Reviewing configurations manually to
ensure security and compliance.
Validation: Further analyzing results from automated
tools to provide context and ensure alignment with audit
requirements.

Phases

Genral Audit

Technical specialists perform testing, including automatic
and manual assessment of the cloud solutions’ security,
configurations, and compliance with requirements.

Cloud Solution
Audit




Phasen des Audit Prozesses Fabasoft

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6

w0

% Initiating & Audit Technical Reportin Closing Certificate

. Preparation Activities Testing P g Meeting (if applicable)
After completing the audit activities, the auditors compile their
findings and observations into a report.

% The report typically includes details about the audit process,

> the scope, findings, observations, recommendations, and any

j_’; non-conformities identified during the audit.

=
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Cloud Solution
Audit




Phasen des Audit Prozesses Fabasoft

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6

%]

% Initiating & Audit Technical Reportin Closing Certificate

. Preparation Activities Testing P g Meeting (if applicable)
A closing meeting is held to discuss the audit findings and
observations with the customer.

% This meeting provides an opportunity for clarifications,

S discussions about non-conformities, and agreeing on any

j_’; necessary corrective actions.

c
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©

Cloud Solution
Audit




Phasen des Audit Prozesses Fabasoft

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6
%]
% Initiating & Audit Technical Reportin Closing Certificate
. Preparation Activities Testing P g Meeting (if applicable)
* Depending on the audit criteria and standards, if all
requirements are met, the auditors may grant a certificate of
% compliance or conformance to the customer.
-]
<
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c
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Cloud Solution
Audit




EMERALD

Phases

Support

Unterstutzung durch EMERALD

Fabasoft

Phase 1

Initiating &
Preparation

Help to set the
audit scope,
Provides tools
for self-
assessment

Phase 2 Phase 3

Audit Technical
Activities Testing

Show policy evidences and source
code evidences and their fulfillment
regarding the standard and
respective requirements
Manual verification remains crucial
for ensuring accuracy
Transparency of technology is
required
Support the validation of the metrics
set for the requirements

* Overview of the requirements

and metrics assigned to them

Self-assessment questionnaire —
could support service providers
(done in Medina) AND auditors - it
could simplify the audit process
Technical support could increase the
sample size in the audit process
(more samples in the same audit

Phase 4 Phase 5

Closing

Reporting Meeting

Support the audit report generation
process
Support different types of reports
according to selected
certification scheme
* e.g.if report need to be
available in Excel, generate
this in the background

Phase 6

Certificate
(if applicable)



Wo wir uns derzeit befinden Fabasoft
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Wo wir uns derzeit befinden Fabasoft

| Sequence diagram for the & emeraLD tool
AMOE - Assessment and Management of Organisational Evidence

Internal Auditor  Compliance Manager [j RepositoryOfControlsAndMetrics Orchestrator
Policy document upload / evldencgextradlon (simplified)

upload document

P

retrieve metrics
+ target values

v ’ :
....................................... - T

extract AmoeEvidence
per metric

View and set/submit assessment result




Ausblick Fabasoft

* Hypothese: es ist moglich, dass Softwareanwendungen in
Zukunft auch die Komplexitat von Audits reduzieren, ohne
dabel die Integritat und Transparenz des Auditprozesses zu
beeintrachtigen.




Herausforderungen: ,,Call to Action” Fabasoft

= Interviews uber Nutzer:Innen Verhalten
* in Bezug auf Transparenz und
= Nachvollziehbarkeit

= Experten:Innen Meinungen zu Metriken
= individuell
= abgeleitet & allgemeingultig

» Test- und Trainingsdaten fur Komponenten wie AMOE




PARTNERS
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DISCLAIMER Fabasoft

Copyright © Fabasoft R&D GmbH, A-4020 Linz, 2024.

All rights reserved. All hardware and software names used are trade names and/or brand names of the respective manufacturer. Microsoft, Windows and the
Windows Logo are registered trademarks of Microsoft Corporation in the United States and/or other countries.

Fabasoft accepts in this document no explicit or implicit responsibilities, in particular not as regards the completeness and correctness of the document. Fabasoft
does not provide legal consultancy services. The outlined presentation serves to provide a rough overview of the requirements of GDPR and the offered products
by Fabasoft.

This presentation contains data which relate to expected future developments. These forward-looking statements are normally but not exclusively paraphrased with
words such as “expect’, “assume”, “plan” etc. If these assumptions on which the statements have been based do not prove true or if risks materialize — such as
those mentioned for example in the issue prospectus or in the risk report or if the current situation changes in the future, the actual results may deviate from the
result expected at present. The forward-looking statements assert no claim to correctness or completeness, are not updated and should therefore be treated with
all due caution. This annual report has been compiled with the highest degree of diligence and all data published have been checked. Rounding, typesetting and
printing errors cannot be excluded, however. The addition of rounded amounts and percentages may result in differences in figures calculated due to use of
automatic calculation aids. The translation of the original German version of the report has been included for the convenience of our English-speaking
shareholders. The German version is authoritative.

Changes, errors and mistakes are reserved.




