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Executive Summary

This deliverable, the final version of Evidence Assessment and Certificdtigsiementation,
provides the final report on the implementation details of the WP3 components within the
EMERALD framework. The goal of WP3 is to serve as the central integmaitid for evidence
collection and knowledge extraction tools, contributing to the development@bmplianceas
a-Servicé (CaaS) framework for continuous certification of harmonized cybersecurity schemes
by assessing the provided evidence to make appropriate certificate decisions. In particular, WP3
and its deliverables address the key results CERTGRAPH (KR2) by impldimeiitence

Sore as a graph database, OPTIMA (KR3) by providing the optimal set of metrics for a given
control of a security scheme, MULTICERT (KR4) by prostittstation decision for multiple
schemes, and INTEROP (KR7) by providing an interoperability layer for trustworthy systems,
assessment results, and catalogue data. These key results are measured using the key
performance indicators (KPIs) defined in the DescriptibAction (DoA)1], which are outlined

below.

WP3 enables continuouattestation decisions based on a constantly changiagget of
evaluation This deliverable informs about the development and implementation of WP3
components, including theClouditorOrchestrator ClouditorAssessmentClouditorEvidence
Store ClouditorEvaluation Mapping Assistant for Regulations with Intelligen(dARI),
Repository of Controls and Metrig@®CM), and rustworthiness Syste(@Ws).

We first demonstrate the place of the WP3 components in the EMERALD framework. To do this,
we show an overview of all components, in which both the languages used, and the connection
protocols are visualized. Then, the main part of this document delveseiath component's
implementation, delivery, usage, and associated documentation. This document concludes with
the description of the Collaborative Metrics Repositomnyhich was created to facilitate
collaboration between EU projects in the field of security metrics.

Providingcompliance attestatiomlecisions by meeting the ambitious objectives set in EMERALD
requires various tools to work cohesively together: assessing evidence coming from the WP2
evidenceextraction tools (KPI 4.1); storing evidence in a griépised database to enable
sophisticated assessment of evidence distributed across various layers of a cloud service (KPI
2.1); the RCM component to store catalogues and metrics in an interoperable way (Kd#id 7.1
7.2), the MARI component to provide metrics thae suitable for a given (set of) security
schemes (KPIs 3.1 and 3.2), and the TWS component to improve the auditor's trust in the
evidence (KPIs 7.1 and 7.2). To implement these components in a manner that ensures cohesive
operation, they must be carefiyl designed and integrated. The main contributions of this
deliverable to the projecare therefore to focus on the implementation details of each WP3
component, ensuring that they are effectively realized within the whole framework.

The structure of the WP3 deliverables closely resembles the software development life cycle

(SDLC) approachAfter publishing the first versions of concefgy, implementation[3] and

Integration[4] as well as the second version of concepis this deliverable describes ttimal

implementation (DX & 9 A RSY OS | 44 S & a X Bnplémentatidhvzd S8HE FA OF (A 2
outlines the next steps, which includee finalintegration D36.

! Please note that in the first version of this deliverafil8.3)and in the DoA, the term Certificatiems
a-Service was used to stand for CaaS. Compliance has now been introduced to clarify that EMERALD can
be used to assess both normative models and internal organizational models.
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1 Introduction

1.1 About this deliverable

The EMERALD project aims to pave the way tow&deplianceasa-Service (CaaS) for
continuousattestationof harmonized cybersecurity schemes, such as the Fi)AdBaddresses

the critical need for enhanced transparency, accountability, and trustworthiness in European
cloud services. The project focuses on developing robust evidence management components
and providing a proof of concept for Al certification scheme

Within this context, WP3 plays a pivotal role by serving as the central integration point for
evidenceextractionand knowledge extraction tools developed in WP2, while also acting as the
interface for auditors and pilots who can interact with it via the Ul. The main goal of WP3 is to
contribute to the CaaS framework by assessing the provided evidence to make apgropr
attestationdecisions.

This deliverable serves as tfigal report on the implementation details of the WP3 components
within the EMERALD project. The main goal is to documenintp&ementation of each WP3
component, providing detailed functional and technical descriptions, delivery and usage
instructions, and associated documentation.

In summary, this documens structuredto provide a thorough understanding of thal
implementation, settinghe base for the final integratiowithin the EMERALD framework.

1.2 Document structure

This document is structured to provide a comprehensive overview of the WP3 comp@nents
implementation. The rest of this document is structured as follows:

Section2 presents an overview of the WP3 Architecture. It offers a concise look at the various
components of WP3, focusing on the technical details of each component (e.g. programming
language) and the communication between them (e.g. used protocols such as gRPC).

Sections3 to 9 contain the main contribution of the document. Each section delves into each
component's implementation as well #s delivery and usage. The implementation covers the
functional description (overall purpose of the component), technical description, prototype
architecture (diagram and description), (sub) components description and technical
specifications. Delivery andsage comprise package information (structure of the delivered
package such as folders and files), installation instructiamstyuctions for use licensing
information and information about the download of the software.

Sectionl10 presents the newly create@ollaborative Metrics Repositof¢MR). The CMR was
introduced to promote collaboration between different stakeholders, such as EU projects. Since
metrics are already created in multiple EU projects, this collaborative approach is likely to
significantly accelerate the creation of new tmes.

Finally, Sectiod1reports the conclusions.

1.3 Updates from D3.3

Thedeliverable build upon D3.3[3] and provides an updated version. It includes sections of
content from D3.3 that have not changed, alongside newly added information. To help track the
updates and enhancements made since the previalegEument, Table 1 outlines the
modifications and new additions for each section of the document.
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Tablel. Overview of the Changes to D3.3

Section

Changes

1 Introduction

Il RRSR & dzd.d Sérhndl@ifal d Advances from i
MEDINA projeét G2 YI 1S Of SI NJ av&lbeéhf
done in EMERALD with respect to the predecessor project

2 Evidence assessmen
and integration
components in the
EMERALD architecture

Figurel has been updated to reflect thellowing changes:
1 The MARI tool is no longer intended to communicate with
EMERALD UL.
1 Codyze is also sending evidence to the TWS

3 Clouditor
Orchestrator

The requirements have changed as follows:

1 ORCH.01 progressed from 10% to 80%. Altha@ogtpliance
decision is fully implemented, ORCH.01 changed to er
MS7 because pilot validation (MSi@ystbe done which may
lead to some minor changes
ORCH.02 progressed from 100% to 75% because, e.(
ORCH.05 will require new API endpoints. Therefore,
milestone was adjusted as well (MS6)

ORCH.03 progressed from 25% to 50%ince this
requirement is closely related to ORCH.05, the milestone
adjustedaccordingly(MS6)

hw/ | ®nnQa LINA2NAGE g+ a a
agreed that the requirements ORCH.03 and ORCH.05
more attention since they are essential for oth
components and, in particular, for the workflow in tf
framework

ORCH.05 progressed from 0% to 30% since the

workflow has been agreed on by the consortium &l
design has been finished

4 Clouditor-Assessment

The content of thisectionhas changed as follows:
1 Added information about the expressiveness of metrics u
the REGO policy language
1 Added information about thequerylike assessment @
evidence
The requirements have changed as follows:

1 ASSESS.01 progressed from 15% to 60%

1 ASSESS.02 progressed from 15% to 30% (we are supf
over 50 metrics)

1 ASSESS.03 progressed from 0% to 100%

5 Clouditor-Evidence
Store

The requirements have changed as follows:

1 ESTORE.O1 progressed from 30% to 100% (graph i
graphlike querying is implemented in the Assessm
component)

1 ESTORE.O02 progressed from 25% to 100%

6 MARI

The content of thisection has changed as follows:

1 Requirements have been changed, since MARI does
interact withEmeraldUI

1 Also, progress in requirements achievemeritas been
updated for each requirement

1 APl habeen defined and implemented. Tests have beam
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Section Changes

1 Controls to controls association has been implemented

1 Deployment of component ithe EMERALD framework ar
keycloak integration done

7 ClouditorEvaluation | No updates, this component has already been implemented

8 RCM The content of this section hatianged as follows:

1 Progress in the fulfilment of requirements

1 Schenes now supported: EUCS, B3| AC4

1 Support of grsonalized catalogues

1 Mapping interaction with MARI implemented ar
managemenbf resultsin the RCM database

1 Versioning ochemes implemented
1 Metrics downloading from the collaborative metric
repository
9 Trustworthiness The content of this section has changed as follows:
System 1 Progress in théulfilment of requirements

I Use of Alastria as Blockchain network

1 Use of the TWS directly from data sources

1 Extension of the TWS with encrypted evidence
10 Collaborative This sectiorhas been newly created.

Metric Repository

1.4 Technological Advances from the MEDINA project

Below we summarise what has been addedfumdamentally reworked in EMERALD with
respect to the MEDINA baseline.

For theClouditorOrchestratorcomponent we have the following advancements:

1 LifeCycleManagercomponentof MEDINA adapted and merged into the Compliance
module,as a result theomponent now issues the finattestationdecision itself.
T IntroducingRBAC and tagielegation workflowin the Orchestratorcomponent

For theClouditorAssessmentomponent we have the following advancements:

1 Graphlike queries allow more complex metrics, such thales cancombineevidence
across layers

1 When an assessment result is roompliant, we now provide information whthis is
the case This new information improves the investigation into the causes of- non
compliant controls and, thus, of the failed attestation of a catalogue.

For theClouditorEvidence Storeomponent we have the following advancements:

1 Switched from native graph DB plan to hybrid Postgmeggraphquery interface This
approach allows more sophisticated metrics (see above).

For the Mapping Assistant for Regulations with Intelliger{&®ARI) component we have the
following advancements:

1 Transformesbased recommender replaces classic fastText model.
1 NEW: automatic contrgl control mapping across schemes
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1 Increased accuracy 0.15 NDCG vs. MEDINA).
For the Repository of Controls & MetricERCM) component we have the following
advancements:
1 Converter sulcomponent added to support OSCAL/CSV imaondexport
1 Access to the®llaborative Metrics Repositoryon GitHub,which allows for regular
updating of metrics.
1 Linkthe selfassessment questionnaire withe results of theautomated assessment
via API
1 Link with the MARI component to manage and store the mapping of controls and

metrics with user supervision

For theTrustworthiness SystefMWSomponentwe have the following advancements:

Migration to productiongrade Alastria publipermissioned chain

Evidence & assessment hasloas also be receiveidlom data sources integrity check
callable via API/UI.

Smartcontract, client and dashboards refactored for performansecurity and
modularity.

New extension combiningttribute Based Encryption (ABE) and Saif/ereign Identity
(SSI) for encrypted evidence storage.

Finally, b guarantee a single, authoritative rule corpus EMERALD adds a -feand
Collaborative Metrics Repositof€MR). Hosted on GitHtiland shared with the wider EU
certification cluster, the CMR keeps every metric in a huifinigmdly YAML/Glossary formand
validates the YAML files in the CI. Contributions are checked by ontology experts.

2 https://github.com/CybersecurityCertificationHub/securitymetrics
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2 Evidence assessment and integration c omponents in the
EMERALD architecture

Before we look at the connection of the WP3 components to each other and to BMERALD
components, we give a brief description of each component (for more information, see D3.1

[2]):

1 ClouditorOrchestrator(described irsection 3) is responsible for managing the overall
compliance workflow and coordinating interactions between various components
within the EMERALD framework.

1 ClouditorAssessmentdescribed insection 4) assesses evidence based on predefined
metrics and generates assessment results that inform compliance decisions.

1 ClouditorEvidence Storédescribed irfection5) securely stores and manages evidence
collected from various sources, organizing it within a grbpbed database.

1 Mapping Assistant for Regulations with Intelligend®AR) (described inSection 6)
mapssecurity controlsof different security schemes to suitable metriasd controls
from different schemesoptimizing the compliance assessment process.

1 ClouditorEvaluation (described in Section 7) aggregates assessment results to
determine the compliance of cloud services with specific security controls.

1 Repository of Controls and MetrigdRCMN) (described inSection 8) serves as a smart
catalogue of metrics and controls, facilitating the reuse and composition of elements
within the complianceprocess TheRCMinitially retrieves all relevant metrics from the
Collaborative Metrics Repositof@RM).

1 Trustworthiness SystenfTWS (described in sectio®) enhances the integrity and
transparency of thecomplianceprocess by ensuring the trustworthiness of evidence
and assessment results through blockchain technology.

Figure 1 illustrates the connections of WP3 components, including the protocols used for
transporting information as well as the programming languages for the respective (sub)
components Besides, the figure represents the relationship of Exddence assessment and
integration componentsdeveloped in the context of WP3 and the other components in
EMERALDt also shows that the metrics originally come from the CMR, afkbklpulls the
metrics from the CMR.

The component<LlouditorOrchestrator ClouditorAssessmentClouditorEvidence Storand
ClouditorEvaluationare part of theClouditortoolbox®. Serving as eeference implementation

for research, theClouditoris developed to provide continuous cloud assurance, i.e. to evaluate
cloud-based applications. For this purpo#ideverages the usage of semantic evidence, paving
GKS gl @& G261 NRa aO2y Ay dz2amver@@Ny R FIIFIRME 2G/e 6 KA O
Clouditorcomponentsare developed with the programming language*G@o is a statically
typed, compiled programming language designed for simplicity, efficiency, and reliability. It
features builtin support for concurrent programming, making it highly suitable for developing
scalable and higperformance applications. Wase Go in theClouditorbecause of its efficient
concurrency model, ease of deployment, and strong performance characteristics. Additionally,
its robust standard library and tools for building services align well with the microservice
architecture of the EMERALD frameworkeClouditoris designed and implemented in such a
way that it can be easily imported as a library for further development, e.g. in EMERALD.

3 https://github.com/clouditor/clouditor
4 https://go.dev/
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Figurel. Overview of the EMERALD components with special focus on Evidence Assessment and
Certification components
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3 Clouditor -Orchestrator

The ClouditorOrchestrator (in the following Orchestratojy is the central component
orchestrating thecomplianceprocess andconnectingmultiple components of the EMERALD
framework. This component also handles the fioanpliancedecision, determining whether a
cloud service is compliant with a given secusitiiemeor not.

3.1 Implementation

The Orchestratorcomponent is based on the respective microserviceCtuditorand was
already used in MEDINR#£ manage and provide an interface for its compong8isit has been
extendedby leveraging the functionality of thieife-Cycle Managecomponent in MEDINA to
provide the finacompliancedecision[9].

3.1.1 Functional description

TheOrchestratoiis responsible for orchestrating tltemplianceprocess and connecting various
components. Its primary role is to manage the workflow of doenplianceprocess, ensuring
that all necessary steps are executed in the correct sequenceOiTtieestratoralso interacts
with other components, such as th€louditorAssessmenand ClouditorEvidence Storeto
gather and process evidence required émmpliancedecisions.

The motivation behind thérchestratoris to provide a unified and efficient framework for
managing thecomplianceprocess otargets of evaluationBy leveraging the functionalities of
the LifeCycle Managecomponent used in MEDINA, ti@rchestratoraims to automate and
streamline theattestationworkflow, reducing the complexity and time required fdtestation
This ensures thatrgets of evaluatiortan beattestedin a timely and consistent manner.

The Orchestratorintroduces several key innovations to tlempliance attestatiorprocess
within the EMERALD framework:

1. Integration with Multiple Components: Th@rchestratoreffectively connects various
components, such as thelouditorAssessmentClouditorEvidence StoreandMapping
Assistant for Regulations with Intelligen@dARI), facilitating seamless data flow and
interaction.

2. Automated attestation Decisions: By leveraging the functionality of th#eCycle
Managercomponent from MEDINA, th@rchestratorautomates the finahkttestation
decision processgdetermining whether a cloud service is compliant with a security
catalogue.

3. Enhanced Workflow Management: Ti@rchestratormanages the entirattestation
workflow, ensuring that all necessary steps are executed in the correct sequence and
that evidence is collected and processed efficiently.

4. Scalability and Flexibility: Built using a microservice architectureQticbestratorcan
be easily scaled and adapted to handle varying workloads and integrate new
components as needed.

Table 2 outlines the functional requirements proposed by the current version of the
Orchestratoy as documented in D3][5], and updates the status of tha@mplementation in the
current prototype in MZ.

5 https://medina-project.eu/
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Table2. Orchestrator functional requirements

Req. ID Description Priority | Milestone | Progress
ORCH.01 Final compliancedecision; Since we do not have Must MS7 80%
dedicated lifecycle manager component in EMERA (M32)

the Orchestrator must take care of the fin
compliancedecision. The decision is based on t
input of the Evaluation component providing th
Orchestrator with an evaluation result for ead

control.
ORCH.04 REST API Gateway for Ulhe Orchestrator shoul¢{ Must MS6 75%
provide a REST API gateway for the Ul that serv (M30)

central APl endpoint for all information needed fro
the Orchestrator, Assessment, Evaluation and ot
Clouditor components.

ORCH.03 Role Based Access Contr@ince the Ul wants t¢ Must MS6 50%
selectively disclose information to users and/or rol (M30)
we need a RBAC mechanism in our API endpo
mainly in the Orchestrator.

ORCH.04 Manage Toolsvia APl We need to manage externi Could MS3 0%
tools, such agvidence extractors in the Orchestratg (M18)

ORCH.0§ Provide an API for audit workflomwWe want to assigr] Must MS6 30%
people to controls within an audit instance that ha (M30)

a particular task.

3.1.1.1 Fitting into overall EMERALD Architecture

The Orchestratorplays a crucial role within the EMERALD framework by coordinating the
interactions between various components involved in tt@mplianceprocess. It acts as the
central hub, managing the flow of information and ensuring that each component performs its
designated tasks in a cohesive manner.

The Orchestratorinterfaces with theClouditorAssessmentomponent to receive assessment
results and with theClouditorEvidence Stor retrieve necessary evidence. It also interacts
with the Repository of Controls and MetriRCM) to access relevant controls and metrics.
Additionally, theOrchestratocommunicates with th@rustworthiness Syste(MWS) to ensure
the integrity and trustworthiness of the evidence and assessment results. To evalutdegét

of evaluationis compliant with certain contis of a security scheme, tl@rchestratorinteracts
with the ClouditorEvaluation For thispurpose,it sends the respective assessment results to the
Evaluationcomponent and in turn receives the evaluation results for the controls. Based on
these evaluation results, th@rchestratorthen makes the finatompliancedecision for a given
target of evaluation Finally, theOrchestratorcommunicates withAMOEto send the target
values for the metric configuration.

As a central component, th@rchestratoris connected to nearly all other components within
the EMERALD framework. This extensive connectivity ensures that it can effectively manage and
coordinate thecomplianceprocess, as illustrated figure2.
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Figure2. Role of the Orchestrator in the EMERALD framework

3.1.2 Technical description

The technical description of th@rchestratorprovides an irdepth look at its architecture,
components, and technical specifications. This section outlines howCdwhestrator is
structured, as well as the specific technologies and methods used in its implementation. The
following subsections detail the prototype architecture, components, and technical
specifications of th@®rchestrator

3.1.2.1 Prototype architecture

TheOrchestratoris designed as a microservice within @®uditortool, leveraging a modular
architecture to ensure scalability and flexibility. The architecture of@nehestratorincludes
several key elements:

1 API GatewayTheOrchestratoprovides REST and gRPC endpoints for interaction with
other components and external systems. This gateway facilitttesommunication
between the Orchestratorand other parts of the EMERALD framework, enabling
efficient data exchange.

1 Orchestration Module This module is responsible for managing the ovetipliance
workflow, ensuring that each step in the process is executed in the correct sequence. It
coordinates with other components such as tG&uditorAssessmenand Clouditor
Evidence Stor® gather and process the necessary evidence.

1 Compliance ModuleThis module evaluates the assessment results against predefined
metrics and controls to makeompliancedecisions. It ensures that all necessary
evidence has been collected and assessed before making adimaliancedecision.

While the Orchestratoris not further divided intosubcomponentsit is using different files
representing different functionalitiesFigure 3 illustrates the higHevel architecture of the
Orchestrator including the RESFateway and Authorization which are available to every
Clouditor service as well as the internal components (the different functionalities starting with
Assessment Resuftem the topto the Compliancenodule at the bottom).
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Figure3. The prototype architecture of the Orchestrator

3.1.2.1.1 Components description

The architecture of th®rchestratorincludes several key elements and functionalities:

9 Clouditor's REST Gateway and Authorization: @hehestratoruses Clouditor's REST
Gateway to allow REST catlsnfi components not able to communicate via gRPC. This
ensures compatibility and flexibility in communication protocols. Additionally, the
Orchestrator leverages Clouditor's Authorization implementation to provide sifte
the-art authentication mechanisms, sk as OAuth2, which is used in EMERALD.

i Functionalities

a. Assessment ResultfResponsible for handling assessment results, e.g. coming

from the Assessmentomponent. It provides CRUD (Create, Read, Update,
Delete) operations for assessment results.

Audit Scope Manages CRUD operations for targef evaluation, which define

a (part of a) cloud service and the (parts of) the respective certification schemes
to check against.

CataloguesHandles general CRUD operations for catalogues as well as more
specific ones, such as retrieving a specific control of a catalogue. In the context
of EMERALD, this functionality is mainly used to get catalogues from the
Repository of Controls and Metri¢gRCM).

Certificates Manages CRUD operations for certificates against whitgat of
evaluationis checked, including state history. It also offers an operation to list
all current certifications without state history.

Target of evaluation Manages CRUD operations ftargets of evaluation
(previously known as cloud services).
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f.  Metrics: Manages CRUD operations for metrics (and metric configurations),
such as loading metrics locally or via network. In the context of EMERALD,

metrics are received from the RCM.

g. ComplianceBased on evaluation results provided by tBl®uditorEvaluation
this module provides the finalompliancedecision.

h. Orchestrator: The main class that can instantiate &@vchestratorinstance
capable of running the operations described above.

3.1.2.2 Technical specifications

The ClouditorOrchestratoris implemented using Go, providing efficient concurrency support
and ease of deployment in microservice architectures. The main communication protocols used

are REST and gRPC, ensuringpégformance interaction with other components.

=a =4 —a -9

3.2 Delivery and usage

Programming Language: Go

Communication Protocols: REST API and gRPC (including Protobuf)
Postgres database for stori@gsessment resulsndevaluation results
Security: OAuth and Rekased Access

This section describes the information needed for the installation and use @tbleestrator.
Besides, it also details the licensing information and related packages and repositories.

3.2.1 Package information

Table3 shows theOrchestrate-relevant package structure in th&ouditorrepository andrable
4 shows the package structure in the EMERALD framework, whe@rtttestratomparts of the

Clouditortool are used as dependencies.

Table3. Package structure of Clouditor with Orchestratelevant parts

Folder

Description

api/orchestrator/

This folder contains code needed for t
communication with this component. It main
consists of auteenerated Protobuf and gRF
files.

clilcommands/service/orchestrator

This folder contains the Clouditor CLI bag
source code files

cmd/orchestrator/ This folder contains the main file.

openapi/orchestrator/ This folder contains the autgenerated OpenAR
files for theOrchestrator

rest/ This folder contains the REST gatey
implementation.

service/orchestrator/ This folder contains the source code for t

Orchestrator microservice.

Table4. Package structure of the Orchestrator used in EMERALD

Folder Description

modules/ This folder contains the source code for the EMERg[ddgific
parts of the Orchestrator e.g. theCompliancemodule for
makingcompliancedecisions.
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Folder Description
cmdorchestrator This folder contains the main file.
./ (Root directory) Beside the folders mentioned above, the root directory g

contains a workflow file needed for continuous integrati
and deploymen{.gitlab - ci.yml ), a READM#fle, a Go file
for launching the EMERALD Orchestrator and Go module
for handling dependenciegd.mod andgo.sum).

3.2.2 Installation

LY 9a9w![5% 6S dzasS DAG[lIo6Qa /Lk/5 LALIStEAYS F2N
purpose, there imworkflow file at each components root levggitlab - ci.yml).

For running theOrchestratort 2 OF f f @ 3 (1 K S NBDockeifilg v R2O0T SR FA DS |
components root level. For building and running Mechestrator use the following commands:

docker build -t clouditor - orchestrator .
dockerrun  -d -p 8080:8080 clouditor - orchestrator

3.2.3 Instructions for use

Within the EMERALD project, tBMIERALD il used to access and manage the workflow in the
framework. In the case of th@rchestrator the Ul interacts with it by using the components API
endpoints, e.g. to lisiargets of evaluation

Currently, the EMERALD Ul is work in progrees demonstration and collaboration purposes,
WP4 designedlickable mockips in D44 [10]. The mock up for araudit scope overviewan be
seenin Figure4.

y/ R ﬁ Riley
<& EMERALD | = Roe: M
. . Overview Information Scape Selection Questionnaire Report
Home
Target Scheme Assurance Level Audit Scope Status e =
Target of Evaluation 1 EUCS high Setup -

Certification Schemes
Process View Compliance View  Overall View

Targe*[s Of Evaluation Control Compliance Overview Control Compliance Details

Automatically Compliant 140
H Manually Compliant 20

Audit Scopes . e

4
Compliance Status X Non-Compliant 195
Create new Audit Scope X Manually Non-Compliant 5
43% X 57% 0,03%

Compliant Non-compliant Pending Pending 12

Metrics Management ®

Show Ci

Self-A;sess_ment D & Compliance Status < Description £ Assignedto £
Questionnaires

A8 IDENTITY,
icaion anp  CEEETIEENEE TR
ONT

AU
A NTROL

v Limit access to information and information processing facilities

User Management MANAGEMENT
1807 i i
5 . Adequate authentication mechznisms are used in to be granted
AU ICATIO!

Glossary R TIECTICATION access ta any environment and when needed within an environment
1AM-08 PROTECTION Threughout their lifecycle, aLthentication credentials are protected 1o

w AND STRENGTH OF ensure that their use provides a sufficient level of confidence that the

CREDENTIALS user of a specific account has been authenticated
1AM-08.3 X The CSP shall require users to whom authentication credentials are
B nrovided to sinn A declaration in

Figure4. View of an audit scope frod4.4[10]

© EMERALD Consortium Contract No. GA01120688 Page22 of 87
www.emerald-he.eu =)



http://www.emerald-he.eu/

D3.4 ¢ Evidence assessment and Certification
Implementationrv2 Version 1.G; Final. Date31.10.2025

3.2.4 Licensing information

The ClouditorOrchestratoris offered under Apache 2.0 license. The license files and more
detailed information can be found in the GitLab repository.

3.2.5 Download

The Clouditor source code can be found in the Clouditor GitHub repdsifidrgdevelopment
of the Orchestratorcan be found in the public EMERAGIELabrepository.

6 https://github.com/clouditor/clouditor
7 https://git.code.tecnalia.dev/emerald/public/components/orchestrator
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4 Clouditor -Assessment

TheClouditorAssessmer(in the followingAssessmeficomponent is responsible for evaluating
evidence based on predefined metrics within the EMERALD framework. In the following, we
provide information about the implementation as well as the delivery and usaigthis
component

4.1 Implementation

TheAssessmerdomponent is based on the respective microservicElotiditorand was already
used in MEDINAS]. It is being further developeth EMERALBD handle multiple pieces of
evidence that reflect resources on different layers.

4.1.1 Functional description

The Assessmenis responsible for assessing evidence based on predefined metrics within the
EMERALD framework. It processes the collected evidence to determine compliance with specific
security requirements. The assessment results generated by this component aredrisplat
decoupled from the actual controls of security catalogues. These results are then used by the
ClouditorEvaluationcomponent(described inSection 7) to determine compliance with the
relevant controls.

TheAssessmenevaluates evidence collected from various sources, ensuring that the evidence
meets the predefined metrics necessary for compliance. This component operates within the
broader context of the EMERALD framework, where it plays a critical role icothpliance
process.

The motivation behind thé\ssessmenis to automate the evaluation of compliance, reducing
manual effort and increasing the accuracy of assessments. By providing a systematic approach
to evidence assessment, it ensures consistent and reliable results.

The main innovations of th&ssessmentomponent include:

1 Automated Assessment: Utilizes predefined metrics to automatically evaluate evidence,
streamlining thecomplianceprocess.

1 Scalability: Capable of handling multiple pieces of evidence that reflect resources on
different layers, providing a comprehensive assessment.

1 Interoperability: Integrates seamlessly with other components of the EMERALD
framework, ensuring efficient data exchange and processing.

Tableb outlines the functional requirements satisfied by the current version ofAksessment
as documented in D3.[5], and updates the status of their implementation in the current
prototype in M24.

Table5. Assessment functional requirements

Req. ID Description Priority | Milestone | Progress

ASSESS.J Assessment based on evidenc&he assessmen Must MS6 60%
should assess evidence based on the knowle (M30)
graph.

ASSESS.( Assessment rules for 80% of the defined metriq Must MS6 30%
Assessment rules must exist for 80% of the met (M30)
defined in KP4.1.

ASSESS.( Display cause of assessment result'e want to| Could MS6 100%
know why an assessment result fails or passes. (M30)
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4.1.1.1 Fitting into overall EMERALD Architecture

The connectiof the Assessmertb other components in the EMERALD framework can be seen
in Figure5. Initially, the Assessmenteceives the metrics which include the rules for assessing
evidence. Thee metrics originate from theRCM but are transferred via the central
Orchestratiorcomponent.

Evidence collected from the varioegtractorsis sent to and stored in thEvidence Storelhe
BvidenceSore then forwards this evidence to thAssessmentomponent. Here th@ieces of
evidence (single ones or combined around different layers) is assessed usimgttiies the
Assessmenteceivedat the beginning.

Then both evidenceand assessment results are sent to tA&VSto ensure integrity and,
therefore, enhance the trustworthiness of the whole process. The assessment results are also
sent to theOrchestratorwhich first stores them in a database. T@echestratorcan then use

the respective assessment results to evaluate these (usindfthakiationcomponent) and, in

the end, to make the finalompliancedecision.

[w=)
TrusiworthinessSystem

(Verification SD)

— ., - — (]
| Assessment Orchestrator
(SD) L (SD)

(=
Evidence Store

Figureb. Role of the Assessment in the EMERALD framework

4.1.2 Technical description

The technical description of thAssessmenprovides an irdepth look at its architecture,
components, and technical specifications. This section outlines the structure ésgessment
component, as well as the specific technologies and methods used in its implementation. The
following subsections detail the prototype architecture, components, and technical
specifications.

4.1.2.1 Prototype architecture

The architecture for theAssessmentomponent is shown ifrigure6. It comprises the core
component éssessment.go in the code structure) which is mainly responsible for providing

and handling API requests as well as for instantiating an assessment component. For assessing
incoming evidence, theAssessmenteverages the Clouditeinternal library Policieswhich

applies predefined rules to get an assessment result.
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Figure6. The prototype architecture of the Assessment

4.1.2.1.1 Components description

TheAssessmenis mainly composed by the following components:

1 Clouditor's REST Gateway and Authorization: Aggessmentises Clouditor'sREST
Gateway to allow REST calls for components not able to communicate via gRPC. This
ensures compatibility and flexibility in communication protocols. Additionally, the
Orchestratorleverages Clouditor's Authorization implementation to provide stafte
the-art authentication mechanisms, such as OAuth2, which is used in EMERALD.

1 The Coredssessment.go ):

o0 FunctionNewServicéor instantiating a new assessment
0 Metric-corresponding methods (e.§yletricConfiguratioh that implements the

MetricsSourcénterface to define where metric information is coming from. In
the case of EMERALD, information about metrics is obtained from the
Orchestrator(but originated from theRCN).

APtcorresponding functions that implement the assessment service interface
(for all relevant API endpoints see below), eAgsessEvidencéisat opens a
stream to receive multiple instances in one connection. When assessment
results are created, they are forwarded to ti@rchestratorcomponent and,
together with evidence to th& WS3o ensure that the data is not tampered with

in the future.

9 Policies

0 Used by theCore(in AssessEviden@nd AssessEvidencéo assess incoming

evidence with predefined metrics (i.e. rules). The assessment initially loads the
metrics from theOrchestrator

Currently, we use the OPA policy engine to assess the evidence via the metrics
that are written in the OPA policy language Rego. Since we are planning to move
to a graphbased evidence structure (sé&g/idence Storin Sectionb), we will

also consider alternative approaches that may fit better the requirement to
assess multiple evidence located in different layers (layers are, e.g., code,
configuration and documents). Note that the evidence structure is defined by
the ontology[11]. The Rego rulemust be aligned with the ontology to work
correctly. A concise example is given below.
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In the following, all APl endpoints are listed accompanied by a short explanation (all API
endpoints are defined in the Clouditor repositéyy

1 AssessEvidencassesses theieces okvidence included in the AssessEvidenceRequest.
This endpoint is exposed via gRPC as well as REST.

1 AssessEvidenceAssesses stream of evidence by opening a continued connection with
the component that calls this endpoint. Because the connecting component does not
have to open a new connection for each single evidence, multiple evidence can be
assessed much faster. particular. in the case of EMERALD, this can result in a major
boost because complex distributed systems can lead to thousands of pieces of evidence
that have to be assessed (e.g. when checking configurations of cloud systems). This
endpoirt is only served via gRPC and not at REST.

The assessment engine now supports sophisticated, gspl queries that join evidence

I ONRP&a tfFr&@8SNA 0Sod3dxr R2 OdzY Sy (iAssBssndescdanptinént O2 RS T
buffers the calculation of amssessmentesult until every referenced evidence object has

arrived, ensuring that rules are executed only on complete data. This capability lays the
groundwork for more complex, crogayer checks without increasing rule complexity.

Example for the usage of Rego

Generally, using Rego comprises an input (here: evidence), a rule (policy) that is applied on the
input, and a configuration to set custom values for the fule the followingwe show a simple
example ofa metric regarding encryption.

Figure7 depicts a simple Rego policy which checks the encryption algorithm used irrest at
encryption (e.g. a block storage in a clougigure8 shows the configuration stating that the
encryption algorithm should be at least 256 biEgure9 shows an exemplary snippet of an
evidence (configuration of a block storage).

package cch.metrics.at_rest_encryption_algorithm
import data.cch.compare

import input.atRestEncryption as enc

default applicable = Talse

default compliant = Talse

applicable if {

enc

1

compliant it {
compare(data.operator, data.target_value, enc[_].algorithm)

1

Figure7. Example of a Rego pohty

8 https://github.com/clouditor/clouditor/blob/main/api/assessment/assessment.proto
9 https://www.openpolicyagent.org/docs/latest/
ohttps://github.com/CybersecurityCertificationHub/security

metrics/blob/main/metrics/StorageEncryption/AtRestEncryptionAlgorithm/metric.rego
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"operator™ : "==",
"target_wvalue"™ : "AES258"
}

Figure8. Example of a Rego configuratién

‘atRestEncryption”: {
"algorithm": 256,
“enabled": true,
"keyManager": "Microsoft.Storage"

},

'name": "storagel2'

Figure9. Example of piece ofevidence

In this example, the block storage has enabled encryption at rest and set the algorithm to have
256 bytes. Because the Rego policy and the configuration have defined that the evidesice

have at least 256 bytes, the assessment succeeds and outputs that this evidence is compliant
(compliant is set to true).

2 KAES GKA& SEFYLIES KFa 6S8SSy {1SLI &aAYLi S T2NJ
goes far beyond a mere conjunction of Boolean terms. As a recursive Datgledanguage it

supports disjunction, stratified negation, existential quantificatieet/list comprehensions and

built-in aggregation (count, sum, avg, max, etc.). Rules can return complex data struatotes

only true/falsa so metrics may expose numerical scores, textual findings or nested sets that

are fed into highetevel evaluationsThe language is Turirmpmplete through recursion, which

allows us to traverse arbitrarily deep JSON/YAML documents and link evidence across multiple
cloud layers. Consequently, even sophisticated compliance metrics (e.g., threshold calculations,
absence poofs or multisource correlations) can be expressed concisely in a single Rego policy,
ensuring that theAssessmentomponent remains both compact and highly extensible.

4.1.2.2 Technical specifications

TheClouditorAssessmeris implemented using Go, providing efficient concurrency support and
ease of deployment in microservice architectures. The main communication protocols used are
REST and gRPC, ensuring-pggtiormance interaction with other components.

1 Programming Language: Go
1 Communication Protocols: REST APl and gRPC (including Protobuf)
1 Security: OAuth and Reased Access

4.2 Delivery and usage

This section describes the information needed for the installation and use ohghessment.
Besides, it also details the licensing information and related packages and repositories.

Uhttps://github.com/CybersecurityCertificationHub/security
metrics/blob/main/metrics/StorageEncryption/AtRestEncryptionAlgorithm/data.json
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4.2.1 Package information

Table6 shows theAssessmentelevant package structure in th@louditorrepository andTable
7 shows the package structure in the EMERALD framework, wherdsbessmenparts of
Clouditorare used as dependencies.

Table6. Assessment package structure

Folder Description

api/assessment/ This folder contains code needed for t
communication with this component. It main
consists of autayenerated Protobuf and gRPC file

api/ontology This folder contains the ontology objects (evider
format) defined in certification graph in WP2.

cliicommands/service/assessment This folder contains the Clouditor CLI based sol
code files

cmd/assessment/ This folder contains the main file.

openapi/assessment/ This folder contains the autgenerated OpenAF
files for the Assessment.

policies/ This folder contains the Go implementation for us

the OPA engine and, therefore, Rego rules. It
also contain the Rego policy files per metric.

rest/ This folder contains the REST gatev
implementation.
service/assessment/ This folder contains the source code for t

Assessment microservice.

Table7. Assessment package structure in the EMERALD framework

Folder Description
cmd/emerald - assessment This folder contains the main file.
./ (Root directory) Beside the folders mentioned above, the root directory a

contains a workflow file needed for continuous integrati
and deployment.gitlab -ci.yml ), a READM#fle, a Go file
for launching the EMERALD Assessment and Go modulg
for handling dependenciegd.mod andgo.sum).

4.2.2 Installation
LY 9a9w![5% 6S dzasS DAG[lI06Qa /Lk/5 LALIStAYS F2N
purpose, there is workflow file at each components root leygilgb - ci.yml)

For running the Assessmerit2 OF f f @ = (0 KS NBDodkerfilg v RZ2O1 SIMIRTAWGS i
components root level. For building and running the component, use the following commands:

docker build -tclouditor - assessment.
dockerrun -d -p 8080:8080 clouditor - assessment

4.2.3 Instructions for use

The Assessmenis only used by internal components and is not exposed via the EMERALD UI.
Information regarding thé\sssessmerfe.g. metrics and assessment results) are transferred via
the Orchestrator
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To use theAssessmentrun the Docker image and set the variable of the URL where the
assessment results are sent to (in EMERALD, this is the URL @fctiestratoj. When the
Assessmeris runningjt can receivanetrics and metric configuratiod EMERALD this is done

by the Orchestrato}. The assessment component is now fully initialized. You can start sending
evidence to it; each evidence will lBvaluated,and the resulting assessment result will be
forwarded to the URL you configured earlier (Orchestrator in EMERALD).

4.2.4 Licensing information
The Assessments offered under Apache 2.0 license. The license files and more detailed
information can be found in the GitLab repository.

4.2.5 Download

The source codéor the Assessment in the Clouditor toolboan be found in the Clouditor
GitHub repositor{?. Theimplementation of theAssessmentomponent in EMERALEaN be
found in the publiEMERALGItLabrepository.

2 hitps://github.com/clouditor/clouditor
13 hitps://git.code tecnalia.dev/emerald/public/components/assessment
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5 Clouditor -Evidence Store

The ClouditorEvidence Storéin the following Evidence Stojeis responsible for receiving
evidence from the evidencextractors (WP2), storing it in a grapbased representation
(Certification graph[11]) and forwarding it for further processing (e.g. assessmentSsegon

4). In the following, we provide information about the implementation as well as the delivery
and usagef the component

5.1 Implementation

The Evidence Storeomponent is a crucial part of the EMERALD framework, designed to
efficiently store and manage evidence collected from various sources. It is based on the
respective microservice d@louditorand was already used in MEDIN The Evidence Store
now utilises a grapihased database to hold the certification graph, allowing efficient
organisation, retrieval and updating of evidence and enabling sophisticated -lesess
assessments.

5.1.1 Functional description

Although in MEDINA thEvidence Storevas already storing evidence from different layers, it
was not designed to "connect" evidence from different layers (e.g. application code with
respective infrastructure configurations in the cloud). Therefore,agganced the evidence
store to presenta certification graph, allowing more complex assessments on evidence (see
Section4) to reflect the multidimensional needs of controls in a security catalogue.

Table8 outlines the functional requirements satisfied by the current version of Ev@ence
Store as documented in D3[5], andupdates the status of their implementation in the current
prototype in M12.

Table8. Evidence Store functional requirements

Req. ID Description Priority | Milestone | Progress
ESTORE.Q Storage of evidence as ontology entities graph| Must MS3 100%
database: The Evidence Store must store ti (M18)

evidence according to the schema defined by 1{
knowledge graph. The preferred way to store t
information is a graph database.
ESTORE.Q Allow Interaction with ThirdParty Tools: The| Should MS8 100%
Evidence store should be allowed to accept evide (M34)
from third-party tools, e.g., using a REST API.
evidence needs to be in the ontology formd
Therefore, information about the ontology and da
models must be available.

5.1.1.1 Fitting into overall EMERALD Architecture

TheEvidence Storis the central link between the Evidenegtractors(developed in WPL2],
[13], [14], [15]) and the WP3 components for assessment, evaluation and thectimapliance
decision, se&igurelo.

Different BMERAL 2videnceextractorsexistthat gather evidence from different layers of the
target of evaluatiorand send them to th&vidence StordMOEcollects document information
[13], Codyzeand eknowse3 application code[12], AFSECML systems[14], and Clouditor
Discovey configuration information from cloud systenj$5]. TheEvidence Storetores this
evidence in a database and forwatthe respective evidence to th&ssessmentomponent for
further processing.
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The uniform evidence format adheres to the ontology defined in @2 D2.]11]) and is
therefore the basis for thédecoupling” WP2 and WP3 components, regardless of the layer in
which the evidence is located.

(=) [ (=]
Agsessment Orcheslrator
(D) (sD)
4
|
:]_ elimes sehems obevidences | pyigdonce Store
- ol La = Y -
Codyze eknows-e3 ALSEC Clouditor-Discovery AMOE
(3D) (SD) (SD) (8D) (SR}

Figurel0. Role of the Evidence Store in the EMERALD framework

5.1.2 Technical description

The technical description of thEvidence Storprovides an irdepth look at its architecture,
components, and technical specifications. This section outlines the structure dvidence
Store as well as the specific technologies and methods used in its implementation. The following
subsections detail the prototype architecture, components, and technical specifications.

5.1.2.1 Prototype architecture

The architectureof the Evidence Storis shown inFigurell. It comprises theClouditots REST
gateway and authorization mechanism as well as two specific components. The first component
is theCore(evidence_store.go  in the code structure) which is mainly responsible for providing
and handling API requests as well as for instantiatingvadenceSore component.The second
component iPersistencewhichis handling the storage of the Evidence, i.e. the intended graph
database in the context of EMERALD.

Assessment

‘ Companent }—R EST Call—¥ Gateway

h J

Authorization Core — Persistence

h i

Y

‘ Component I gRPC Calk

Figurell. The prototype architecture of the Evidence Store

5.1.2.1.1 Components description

The architecture of th&vidence Storecludes several key elements and functionalities:
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1 Clouditor'sREST Gateway and Authorization: Hedence Stor@ises Clouditor's REST
Gateway to allow REST calls for components not able to communicate via gRPC. This ensures
compatibility and flexibility in communication protocols. Additionally, tBechestrator
leverages Clouditor's Authorization implementation to provide stafi¢he-art
authentication mechanisms, such as OAuth2, which is used in EMERALD.

1 TheCore(evidence_store.go ):

o Function NewServicdor instantiating a newEvidence Storécan potentially be
scaled to several instantiations which, e.g., access the same database)

0 APtcorresponding functions that implement thevidence Storeervice interface
(for all relevant APl endpoints see below). The interface comprises CRUD
functionalities, e.g. tBreEvidenceto let an evidenceextractor of WP2 store
evidence. For these purposes, the implemented methods access the persistence
component which is described next.

9 Persistence

0 The persistence component is implementing the persistence interface defined in
Clouditor which requires to implement the following methodSreate Save
Update Get, List Count Deleteand Raw(for raw DBspecific statements). The idea
behind is to allow for the usage of different database (schemes) depending on the
current needs. In the context of EMERALD, etlge, goal isa graphbased
representation which reflects the evidence that is gathered on different layers on a
target of evaluation

0 We examined and tested various dedicated gralatabases, see D3.13].
Unfortunately, the requirement of having few dependencies were not meet for our
favourite native graph databases. Therefore, we decided for the approach using a
non-graph database (like before) but customizing it to meet the requirements of
assessing mtitlayered evidence. The actual graphsed evaluation is done in the
Assessment component (sdeClouditorAssessmentwhere the Assessment waits
for a complex metric that all related evidence have been received and then connects
these to apply the metric.

All API endpoints are listed below with a brief explanation:

1 StoreEvidenceStores a singlpiece ofevidenceinto the EvidenceSore. The endpoint is
exposed via gRPC as well as REST.

1 StoreEvidencestoresa stream of evidence by opening a continued connection with
the component that calls this endpoint. Because the connecting component does not
have to open a new connection for each single evidence, multiple evidence can be
stored much faster. In particulam the case of EMERALD, this can result in a major boost
because complex distributed systems can lead to thousanggoés ofevidence that
have to be stored. This endpoint is only exposed via gRPC and not at REST.

T ListEvidencedReturns all stored evidence. The endpoint is exposed via gRPC as well as
REST.

1 GetEvidenceReturns a particular storgaiece ofevidence. The endpoint is exposed via
gRPC as well as REST.

5.1.2.2 Technical specifications

TheEvidence Storis implemented using Go, providing efficient concurrency support and ease
of deployment in microservice architectures. The main communication protocols used are REST
and gRPC, ensuring higbrformance interaction with other components.
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1 Programming Language: Go

1 Communication Protocols: REST API and gRPC (including Protobuf)

1 DatabaseRamSQHt for in-memory testing purposes arfbstgreSQlor production, i.e.
for deployment in the EMERALD cluster

1 Security: OAuth and Rekased Access

5.2 Delivery and usage

This section describes the information needed for the installation and use &vidence Store.
Besides, it also details the licensing information and related packages and repositories.

5.2.1 Package information

Table9 shows theEvidence Storeelevant package structure in the Clouditor repository and

Tablel10 shows the package structure in the EMERALD framework, wherBwidence Store
parts of the Clouditor are used as dependencies.

Table9. Evidence Storelevant package structure

Folder

Description

api/evidence/

This folder contains code needed for t
communication with this component, including tf
definition of an evidence as well as the API endpoi
It mainly consists of autgenerated Protobuf and gRF
files.

api/ontology

This folder contains the ontology objects (evider
format) defined in certification graph in WP2.

cliilcommands/service/evidence

This folder contains the Clouditor CLI based sol
code files

cmd/evidence_store/

This folder contains the main file.

openapi/evidence/

This folder contains the autgenerated OpenAPI file
for the Evidence Store

rest/

This folder contains the REST gateway implementa

service/evidence/

This folder contains the source code for tBeidence
Storemicroservice.

Tablel0. Evidence Stongackage structure in EMERALD framework

Folder

Description

cmd/emerald - evidence -
store

This folder contains the main file.

./ (Root directory)

Beside the folders mentioneth Table9, the root directory
also contains a workflow file needed for continuo
integration and deployment.ditab -ci.yml ), a README
file, a Go file for launching the EMERARIdence Storand
Go module files for handling dependencigp.fnod and
go.sum).

14 https://github.com/proullon/ramsq|
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5.2.2 Installation
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components root level. For building and running the component, use the following commands:

docker build
docker run

5.2.3

- t clouditor - evidence
-d -p 8080:8080 clouditor

Instructions for use

- store .
- evidence - store

TheEvidence Storis only used by internal components and is not exposed viEMERALD Ul
Other evidence information, e.g. resources to show a resource grapheceived bythe

EMERALD UWHom the Orchestrator Figurel2 shows adigital mockup for the resource graph,
as presented in D4[10].
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Figurel2. Digital mockup for a resource graph (B¥[10])

To use theEvidence Storerun the Docker image and set the variable of the URL where the
evidence isent to (in EMERALD, this is the URL ofOtehestratoy.

5.2.4 Licensing information

The Evidence Stores offered under Apache 2.0 license. The license files and more detailed
information can be found in the GitLab repository.

© EMERALD Consortium

www.emerald-he.eu

Contract No. GA01120688

Page35of 87
(@) ev-sn |



http://www.emerald-he.eu/

D3.4 ¢ Evidence assessment and Certification
Implementationrv2 Version 1.G; Final. Date31.10.2025

5.2.5 Download

Thesource coddor the Evidence Storim the Clouditor toolboxcan be found in the Clouditor
GitHub repositor}. Theimplementation of theEvidence Storie@ EMERALBan be found in the
public EMERALGItLabrepository®

Shttps://github.com/clouditor/clouditor
16 hitps://git.code.tecnalia.dev/emerald/public/components/evidenstore
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6 Mapping Assistant for Regulations with Intelligence (MARI)

Mapping Assistant for Regulations with IntelligerfdAR) is an intelligent system that both
identifies the optimal set of metrics to associate with one or more certification schemes and
maps controls across different schemes. The selected metrics can then be used to assess the
compliance oh target of evaluation witlthe relevant certification requirements.

6.1 Implementation
The objective ofMARIis to experiment with Deep Learning and NLP tools for automatic

associations between:

1 a security control and one or more secunietrics and
9 security controls coming from different certification schemes.

6.1.1 Functional description

Data input toMARIare the controls and metrics stored in tRepository of Controls and Metrics
(described irgection8). After selecting a set of controls and metrigBRIstarts the elaboration
of the association either between controls or between a control and one or more raetiie
results arestored in the RCM andisualised in th&MERALDI.

Tablel1 showsa collection of functional requirements (from deliverable £D[IL6]) related to
the component, together with a description of how and to what extent these requirements are
implemented at time of writing.

Tablell MARI functional requirements.

Req. ID Description Priority | Milestone | Progress
MARI.O1 | Al-based: MARIis a tool based on statef-the-art | Must MS6 100%
artificial intelligence, e.g., uses a transfornimsed (M30)
architecture
MARI.02 | Automatic association:MARItakes as input clouq Must MS6 100%
security controls written in natural language, metri (M30)

that validate those controls, again written in natur
language, and automatically returns as output t
association control/metric(s) and the associati

control/control.
MARI.03 | Performance EvaluationThe performance oMARI| Must MS6 100%
should improve on the performance of thdetric (M30)

Recommende2 ¥ 9a9w! [ 5Qa& LINJ
MEDINA. We can assume that we measure

performance oMARIwith the same metrics used fo
the Metric Recommendemamely precision@k an
NDCG (Normalised Discounted Cumulative Gain)

MARI.04 | Visualization:MARIresultsmust bevisualizedvia the| Must MS6 100%
EMERALDI. (M30)

MARI.O5 | Strategies: MARI can act according to speciff Could MS6 30%
strategies, such as considering only techn (M30)

controls, or organizational controls, or controls of
certain category, or controls whose implementati
costs less in terms of human resources, etc. ]
strategiesare beingdefined

Regarding innovationnicontrast to its predecessor, the MEDINWtric Recommenddd. 7], a
key enhancement iMARR & | 0Af AGe (2 1Fdzi2YFGAOFEt& YILI O2yi
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schemes, a task that previously required manual effort in the MEDINA prBjatier,Al-based
tools utilising transformebased architectures are employed, enhandimgaccuracy of metric
to-control associations compared to the origihdétric Recommender

To evaluate the performance, the metric we consider is the ND@&3perimenting with the
approach based on sentence transformers, with 70 requirements and 162 metrics considered,
we obtained NDCG@10 = 0.640, improving the performance of the MEDINA Metric
Recommender by 0.146 points.

6.1.1.1 Fitting into overall EMERALD Architecture

_______

l defines schema of evidences

' i
]

oot
4 ¥ !
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(SD)

(=)
eknows-e3

(SD)

[
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Figure 13 shows the integration oMARIwithin the overallEMERALLrchitecture. MARI
interactswith the Repository of Controls and Metriaghich is its main source of data since it
contains the controls and the metrics descriptions &mel metadata. TheRCM is also used as
storage for the mappings.

_______
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Figurel3. Fitting of MARI with other components the EMERALBrchitecture

https://towardsdatascience.com/evaluatiemetricsfor-recommendationsystemsan-overview
71290690echa
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6.1.2 Technical description

The MARIcomponent is developed in Python 3.10.12 and organized as a modular Python
project. It includes a Flaslased web application that exposes API endpoints, utility scripts for
testing and data processing, and a Jupyter notebook for performance analysissaalization.

This structure enables both programmatic and interactive exploration, making data
computation, analysis, and visualization transparent, reproducible, and easy to understand.

Figurel4 showsthe interactions ofMARIwith the RCMand the internal architectureof the
component

Repaository of
Controls and
Metrics

Load Compute
data Embeddings

API Server MARI

Repository of
Controls and Associations
Metrics

Perfoms
associations

Figureld. Overview of the MARI architecture aimteractions
TheMARImodules are organized into twalocks:

1 API Serverlt serves as the API interface for various EMERALD components, facilitating
communication and interaction. In addition to this role, it also plays a crucial part in
coordinating all operations and managing the connections with other components,
ensuringseamless integration and functionality across the system.

1 MARI:Gven one control and a set of metrics, it provides the association between the
control and related metrics. Givawo certification scheme-1 and 2, it provides the
association betweenne controlfrom scheme 1 andne control from scheme 2

6.1.2.1 Prototype architecture

Thearchitectureof MARIincludessubcomponentshat map controls to metrics and controls to
controls. As the evaluation process analyses this information, it generates tailored
recommendations. The output is represented by the controls and associated metrics (and the
controls and associated control§jor each controlall the most relevant metrics (controls) are
displayed, in descending order. Arrows in the diagram indicate the flow of information, showing
how data moves to the analytical component antirnétely to the output.Figurel5shows one

use case: the controlsetrics association.
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Metric

Sentence Transformer Model ‘Cosine similarity Control-Control and

Metric-Control Association

Control

Figurel5. Detailed architecture of MARI component

Controls and metrics are stored in two separate CSV files. Both files are processed using the
modelall-MiniLM-L6-v2[18], which generates embeddings foontrols and metricsThecosine
similarity function from the scikitlearn library creates associations for each control. The
resulting associations are ranked by relevance and saved in a CSV file. The first column contains
the ID of the control, while the subsequent columns list the associated metrics, ordered by their
relevance The procedure is similar for tlemntrol-to-control associatioruse case

6.1.2.2 Technical specifications

The MARIcomponentis developed using Python version 3.10.12. Below is a selection of the
main libraries utilised in the project. A complete list of all dependencies can be accessed through
the GitLab repository.

pandas

sentence -OOAT O&I O A MiLM- Lé /21
sklearn

numpy

matplotlib

numpy

= =4 -4 —a —a 9

The alMiniLM-L6v2 model is a Sentence Transformer designed for semantic similarity and
retrieval tasks. It maps sentences, paragraphs, or short documents into@ii®@tsional dense

vector space (not 768). The model is based on a MiniLM architecture with 6 transformesr laye

and was trained using a contrastive learning objective on a large and diverse dataset derived
from 1 billion sentence pairs, including sources such as Natural Questions, SQUAD, MS MARCO,
and other community questioranswer datasets.

6.2 Delivery and usage

This section describes the information needed for the installation and ub®&fl.Besides, it
also details the licensing information and related packages and repositories.

6.2.1 Package information

TheMARIcomponent is developed in Python 3.10.12 and follows the structure showable

12. The project provides a Flabksed web application that exposes RESTful APIs for mapping
controls to controls and metrics to controls based on semantic similarity using Sentence
Transformers. Additionally, it includes a Jupyter Notebook damlysingand visualizing
performance results.

In the current version, th&1ARIlapplication runs as a Dockerized microservice deployed within
a Kubernetes cluster. The deployment is integrated with Keycloak, which handles user
authentication and authorization.
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Tablel2. MARI package information

Folder/file Description
src/ Main source code directory containin
the Flask application, controllers,
services, and utilities.

src/app.py Entry point of the Flask server
exposing API endpoints.

src/controllers/ Contains the logic for mapping
controls and metrics

src/services/embedding_service.py Loads and manages the

SentenceTransformer model used fol
semantic encoding

src/mock_tool.py Example script to test APl endpoints
with sample JSON data

plotPerformance/plotPerformance.ipynb Jupyter notebook for analyzing and
visualizing performance results

requirements.txt List of Python dependencies required
by the project

Dockerfile Configuration file for building and
running the MARI service as a Docke
container

README.md Project documentation and setup
instructions

6.2.2 Installation

The project requires Python 3.10.12, which can be downloaded from the official Python
website!®. The installation can be verified from the terminal by running the following command:

python--version
The output should confirm that Python 3.10.12 has been correctly installed.
I:[ is ojten beneficial to create a v[rtl{al erJviroprqent Ior l}b}@ject. A virtual enyiernvment keeps o
UKS LINRB2SOUYa RSLISYRSYOASa Aaz2zfluSR FTNRY U0UKS
is:
python -m venv myenv
To activate the environment:
For Windows, the command is:
myenw Scripts \ activate
For macOS or Linux:

source myenv/bin/activate

The project relies on several Python libraries, all of which are listed ilibthees.txt file.
By navigating to the project directory and using the following command, all necessary libraries
can be installed wittthe command

pip install -r requirements.txt
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Once installed, the Flask server can be started by navigating &relairectory and running:
python app.py

The API will be available fattp://0.0.0.0:5000by default.

Alternatively, the application can be built and deployed ughagker

docker build  -tmari - project.

docker run - p 5000:5000 mari - project

In production environmentsMARIis deployed as @ocker container managed by
Kubernetes The Kubernetes deployment includesadinessand liveness probegor
monitoring service healthAll these steps are also explained in the readme file of the
EMERALD public Gitlab reposit8ry

6.2.3 Instructions for use
TheMARI APprovides two main functionalities:

1. Controkto-Control Mappindg/mapControls)
2. Metric-to-Control Mapping/mapMetrics2Controls)

To test the API locally, an example scngmedsrc/mock_tool.py  can be executed. This script
reads a sample JSON file containing two control s@sefor metrics, if available), sends them
to the appropriate API endpoints, and prints the resulting mappings.

python src/mock_tool.py

The results are returned as a JSON structure listing the mapped associations along with their
semantic similarity scores.

For performance analysis and visualization, the Jupyter notebook
plotPerformance/plotPerformance.ipyman be opened using:

jupyter notebook plotPerformance/plotPerformance.ipynb

In the Kubernetes deploymentauthenticated users can access tMé&RIendpoints through
Keycloakprotected routes This configuration ensures that only authorized services or users
within the EMERALD ecosystem can interact with the mapping APIs.

TheEMERALD user interfagisplays the associations produced by MARI, both between controls
and metrics and between different control frameworks, providing an interpretable visualization
of the semantic mappings.

18 hitps://git.code.tecnalia.dev/emerald/public/components/mari
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The EMERALD Wihows the associationsetween controls and metricésee Figure 16) and
between controls andontrols(seeFigurel?).
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6.2.4 Licensing information

TheMARIcomponent is open source, under the Apache License 2.0.

6.2.5 Download
The source code can be foundanblicEMERALBItlabrepository®.

19 https://git.code.tecnalia.dev/emerald/public/components/mari
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7 Clouditor -Evaluation

TheClouditorEvaluationcomponent (in the followindevaluation) is responsible foevaluating
(multiple) assessment result(s) to show the compliance for specific controls of a security
catalogue.

7.1 Implementation

This component is based on the respective microservice of Cloadhittis inspired by the work
that was done in MEDINP]. Except minor bug fixes and adaptions, there are no major
advancements with respect to MEDINA.

7.1.1 Functional description

For given controls of a security catalogue and assessment resulBveieationdecides if the
target of evaluationis compliant with respect to a respective control. TDrchestratorstarts

the Evaluation component (see API endpoirfbtartEvaluationin Section7.1.2.1.3 with
information of the Certification Target and the Catalogue. This information is used to retrieve
the respective assessment results and the controls fromQ@hehestratorand aggregate them

into an evaluation result. The evaluation is carried out periodically, the time span depends on
the interval that has been set (if not set, the default value of 5 minutidlde used).

Tablel3outlines the functional requirements satisfied by the current version ofBtaluation
as documented in D3.[5] , and updates thestatus of their implementation in the current
prototype in M24.

Tablel3. EvaluatiorFunctionalRequiremens

Req. ID Description Priority | Milestone | Progress
EVAL.01| Display cause of failing evaluation resultye wantto| Could MS6 100%
know why the evaluation result fails or passe (M30)

Therefore, it should contain a list of assessment res
that cause the evaluation status to be noompliant.

EVAL.02| Evaluation based on assessment resultsthe| Must MS6 100%
evaluation should assess the result based on all (M30)
required assessment results stored in the database

7.1.1.1 Fitting into overall EMERALD Architecture

The only connectioof the Evaluationto another component in the EMERALD framework is to

the Orchestrator seeFigurel8. Its only purpose is the evaluation of multiple assessment results

for a given control. The decoupling from tBechestratomallows to scale up fast and easy if there

is a need for higher performance, e.g. because there are many assessment results and many
controls, we need evaluation for.
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Figurel8. Role of the Evaluation in the EMERALD framework

7.1.2 Technical description

The technical description of th&valuationprovides an irdepth look at its architecture,
components, and technical specifications. This section outlines the structure &vélaation

as well as the specific technologies and methods used in its implementation. The following
subsections detail the prototype architecture, components, and technical specifications.

7.1.2.1 Prototype architecture

The architectureof the Evaluationis shown inFigurel9. TheEvaluationcan provide REST and
gRPC endpoints for connectivity. In the EMERALD frameworEvidleationonly connects to
the Orchestrator which utilizes the gRPC endpoints.

Evaluation

gRPC Call
Care

h 4

Autharization

h 4

Orchestrator I

Figurel9. The prototype architecture of the Evaluatioomponent

7.1.2.1.1 Components description

The architecture of th&valuationincludesthe followingkey elements and functionalities:

9 Clouditor's Authorization The Evaluation uses Clouditor's Authorization
implementation to provide stat®f-the-art authentication mechanisms, such as
OAuth2, which is used in EMERALD.

1 TheCore(evaluation.go):
o0 Function NewServicdor instantiating a newEvaluation(can potentially be
scaled to several instantiations to handle more evaluation requests).
0 APtcorresponding functions that implement thevaluationService interface
(for all relevant API endpoints see below), &tartEvaluatiorfor starting the
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evaluation for a specific audit scope (combinatiortarfjet of evaluatiorand
catalogue).

In the following, all API endpoints are listed accompanied by a short explanation:

1 StartEvaluation Evaluates periodically all assessment results of a tafyetaluation
basedon the given catalogue. It is also possible to set the interval, which specifies the
time between repeated executions. Exposed via gRPC as well as REST.

I StopEvaluationStops the evaluation for the given targst evaluationand catalogue.
Exposed via gRPC as well as REST.

1 ListEvaluationResultkist all evaluation results that the caller (user) can ac&dssring
options are available for the endpoint, allowing users to filter by taafetvaluation
and cataloge. Exposed via gRPC as well as REST.

1 CreateEvaluationResulOnly manually created evaluation results can be generated
through this endpointExposed via gRPC as well as REST.

7.1.2.2 Technical specifications

The Evaluationis implemented using Go, providing efficient concurrency support and ease of
deployment in microservice architectures. The main communication protocols used are REST
and gRPC, ensuring higbrformance interaction with other components.

1 Programming Language: Go
1 Communication Protocols: REST APl and gRPC (including Protobuf)
1 Security: OAuth and RB8ased Access

7.2 Delivery and usage

This section describes the information needed for the installation and use oEvh&iation
component Besides, it also details the licensing information and related packages and
repositories.

7.2.1 Package information

Tablel4 shows theEvaluationrelevant package structure in the Clouditor repository and

Tablel5 shows the package structure in the EMERALD framework, wherfevifleationparts
of the Clouditor are used as dependencies.

Tablel4. Evaluatiorrelevant package structure

Folder Description

api/evaluation/ This folder contains code needed for t
communication with this component. It mainly consi
of auto-generated Protobuf and gRPC files.

cmd/evaluation/ This folder contains the main file.

openapi/evaluation/ This folder contains the autgenerated OpenAPI filg
for the Evaluation.

rest/ This folder contains the REST gateway implementa

service/evaluation/ This folder contains the source code for tBealuation

microservice.
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Tablel5. Evaluation package structuretime EMERALD framework

Folder Description
cmd/emerald - evaluation This folder contains the main file.
./ (Root directory) Beside the folders mentioneith Table14, the root directory

also contains a workflow file needed for continuo
integration and deployment.ditab -ciyml ), a READMI
file, a Go file for launching the EMERALD Assessment ai
module files for handling dependencie® (nod andgo.sum).

7.2.2 Installation

Ly 9a9w![5X 6S dzaS DAG[ I 06Q& /Lk/5 LALIStEAYS FT2NJ
purpose, there is workflow file at each components root legw#lab - ci.yml ).

O A

For running theEvaluatiorf 2 OF f f @8 3 ( KS Ndgkekild 0 t RODOTUSRI FAf 8 K&EG 02
root level. For building and running the component, use the following commands:

docker build -t clouditor - evaluation .
dockerrun -d -p 8080:8080 clouditor - evaluation

7.2.3 Instructions for use

TheEvaluationis only used by one internal component, tBechestrator It is not exposed via
the EMERALD UBut information of this component, the evaluation results, are stored in the
Orchestratomwhich are presented in thEMERALD ventually.

To use theEvaluationcomponent, simply run the Docker image and wait for information sent
by the Orchestrator e.g. which assessment results are needed for a given control. The
Orchestratoris continuously leveraging thHevaluation(or multiple instances of it) to calculate
evaluation results for a given set of controls.

7.2.4 Licensing information

The Evaluationis offered under Apache 2.0 license. The license files and more detailed
information can be found in the GitLab repository.

7.2.5 Download

The source codéor the Evaluation component in the Clouditor toolboan be found in the
Clouditor GitHub reposito®). Theimplementation of the Evaluation in EMERAd2D be found
in the public EMERALGItlabrepository.

20 hitps://github.com/clouditor/clouditor
21 https://git.code.tecnalia.dev/emerald/public/components/evaluation
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8 Repository of Controls and Metrics (RCM)

TheRepository of Control and MetriRCM) is a smart catalogue that provides a central point

in the EMERALD framework where Compliance managers and Auditors can obtain all the
information related to security certification schemes (i.e., controls, security requirements,
assurance levels, ee0 > G KF G Aa> SOSNRBGKAY3I GKIG OFry 68
appears in the scheme. THRCMsupports multischeme and muHievel certification and
incorporates the definition of the metrics used in EMERALD to assess evidence.

TheRCMalsoprovides mechanisms to update the catalogues and maintain a versiamyisgm
andfostersthe interoperability using OSCAhs exchange format. This feature alkimporting

and exporting catalogues to facilitate the reuse and composition of the catalogue elements. In
addition, the RCMmanages other information, such as the mapping of controls and metrics
provided by theMARIcomponent, guidelines for EUCS requirements and aassissment
questionnaire to assess compliance for the E[6LS

8.1 Implementation

The implementation of th&RCMcomponent is based in the MEDINA compon€atalogue of
Controls and Metri@d [19]. This foundational tool was the baseline fetaborating the
specifications of thdRCM that are documented in D3[R] and D3.2[5]. This section updates
the functional and technical description of the component described in [33.3

8.1.1 Functional description

The Repository of Controls and MetriRCM) provides a central point in the EMERALD
framework where thecertification schemes are stored and managdticonsists of a repository
capable of containing different certification schemes, including the information of each scheme
categorized by classes (e.g., categories, controls, assurance levels, etc.) and supporting multi
scheme and muHievel certificaton. The RCM also incorporates the definition of thetrics

used in EMERALD to asses&lenceand is ableto access the common metrics repository in
GitHub that allows updating the metric set from this external store.

TheRCMprovides the user with an automated tool where a Compliance Manager or an Auditor
can select a security scheme and obtain all related information and guidance by navigating
though the scheme via the user interface, instead of having to read a paper datuntés is

what we can refer as the "static" information of the standard.

TheRCMprovides mechanisms to update the catalogues and maintain a versi@yisgm and
fostersthe interoperability using OSCAL as exchange format. This features afiperting and
exporting catalogues into/from thRCM In addition, the RCM managether information, such
as:

1 The mappinggeneratedoy the MARI componeniyhich providenformationonrelated
controls from differentsecurity schemesand on metrics mapped to controls

1 The control implementation guidelines (guidelines for EUCS requirements are already
included)

1 A selfassessment questionnaire, that allows the user to assess the compliance against
the EUCS security scheme. It includes all levels of certifications (Basic, Substantial and
High), with several questions to check the fulflment at -sobtrol level
OENUHZANBYSyltae Ay 9! /{0 LG ltftaz2 rtftz2ga GKS

220SCAL: Open Security Controls Assessment Landuigge//pages.nist.gov/OSCAL/
23 https://git.code.tecnalia.dev/medina/public/cataloguef-controls
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to locate the evidence supporting the answers, and 4gonformities for each
requirement that is not fulfiledThe questionnaire incorporasea new feature that

connecs with the Orchestratorto obtain automated assessment results for questions.

Table16 shows the functional requirements satisfied by the current version ofRI@M as

documented inD3.2 [5], and updates the status of their implementation in the current

prototype inM24.

Tablel6. RCMFunctional Requirements

Req. ID

Description

Priority

Milestone | Progress

RCM.01

Multi-schere support. The repository should contai
at least an additional security scheme, apart from f{
EUCS that is the scheme implemented in MED
Catalogue and is inherited in EMERALD

Must

MS2
(M12)

100%

RCM.02

Accessible by the rest of component3herepository
content should be made accessible to the rest
EMERALD components via API

Must

MS3
(M18)

100%

RCM.03

Include metrics for all schemes supportedThe
repository should include metrics that could be used
assess the compliance with one wmore certification
schemes

Must

MS2
(M12)

95%

RCM.04

Mapping of schemesThe repository should suppo
the mapping of the certification schemes containg
The scheméo-scheme mapping will be provided K
the MARI tool and stored in the repository. Th
rationale for the mapping decision will also be store

Should

MS5
(M24)

80%

RCM.05

Import/export of security schemes in OSCAIhe
repository is able to import a new scheme defined
the OSCAL language (this feature can also be usg
update an existing scheme). The repository is ablé
export any available scheme in OSCAL format.

Must

MS6
(M30)

75%

RCM.06

Import/export of security schemes in CSV formathe
repository can export a scheme to a CSV file, and im
a CSV file with the same format as a new scheme

Could

MS5
(M24)

75%

RCM.07

Support for personalizeccatalogues The Repository
has to offer the user the possibility to create
personalized catalogue of controls. These controls
be taken from the same or from different securi
schemescontained inRCM or be totally new, defineg
by the user

Must

MS6
(M30)

60%

RCM.08

Support updating/versioning of schemes The
Repository has to maintain a versioning system of
schemes it contains, so that if a new version
uploaded, it is able to detect the change and notify t
user that a new version is available

Should

MS6
(M30)

80%

RCM.09

Selfassessment questionnaires (EUCShe system
provides a seldssessment tool to calculate th
fulflment degree of the EUCS certification scheme
comprises various levels (Basic, Substantial, and H
Thequestionnaire allows the user to answer a series
guestions for each control to evaluate its fulfilme
degree. It also provides the option to enter commer
and textual references to locate the eviden

supporting the given answer.

Could

MS5
(M24)

90%
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Req. ID Description Priority | Milestone | Progress
RCM.10| Mapping of metrics to controlsThe repository shoul¢ Should MS5 80%

support the mapping of metrics to controls: (M24)
1 It will be provided by théMARItool and stored in the
RCM
1 It can be refined by the user, but only the last vers
is stored.
1 Therationale for the mapping decision will also |
stored.

The adaptations of the mapping by the ug
(additions/deletions) will also be stored

RCM.11| Metrics downloading from common repositoryThe | Could MS6 70%
RCMis able to access and reatthe collaborative (M30)
repository of metrics in GitHub and download existi
metrics from there. The repository URL, how metr
are organized (by categories/folders), the format of t
metric files, etc. are agreed beforehand.

8.1.1.1 Fitting into overall EMERALD Architecture

The RCMis one of the components of the EMERALD architectiigure 20 shows the
interaction with other tools in theEMERALD framework.

with Intelligence

And Metrics
(8D) : i (SD)

Orchestrator

(8D

(D)

Figure20. Fitting of theRCMwith other components ithe EMERALD architecture
The main interactions of thRCMwith the EMERALDomponents are as follows:

9 ClouditorOrchestratorretrieves the information about the schemes and the metrics
from the RCM It stores this information internally for efficiency reasons. This
information is used to configure the extractors and organizeg¥ieence

1 Mapping Assistant for Regulations with Intelligen¢®ARY). The information about the
schemes and the metrids sent bythe RCMwhen the mapping is requiredVARI
processes it to obtain the required mappings, that are then sent back tdr®lin
order to store them for further use.

1 EMERALD Ulises theRCMAPIREST to call services depending on the user request. The
information required is then translated into internal queries to tRCMDatabase,
which returns the data. This data is then packed in JSON format in the REST call and sent
to the EMERALD Uor displaying. Other interactianoccur when the user wants to
change the content of the repository (for example, introducing a new scheme), or fill in
the selfassessment questionnaire.
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1 AMOEs a knowledge extractor from documents. It obtairen the RCMhe definition
of the security metric¢hat are usedo evaluate evidencé policy documents

8.1.2 Technical description

This section describes the technical specification ofR@Vcomponent. First, we present the
main architecture of the prototype, including all its satmponents. Next, the technical
specifications of the developed system are presented. The section finishes with the description
of the published APIs.

8.1.2.1 Prototype architecture

TheRCMarchitecture is built using microservices architectufé which divides the front end

and back end to make it easier to scale for increastirgnumber ofusers and to withstand
infrastructure problems. Additionally, this approach gets everything ready for the phases of
exploitation and sustainability.

The RCMcomprises five main subomponents, as illustrated ifigure21. They are briefly
outlined as follows:

1 Frontend This sulcomponent serves as thRCNMs graphical user interface, enabling
users to filter the view and choose the specific information they wish to review from the
existing schemes (e.g., controls of a certain scheme, metrics related to specific controls,
etc). This sulwomponent will be desloped as part of th&€ MERALD @hd will interact

with the backend through the API. The componént a2 LINRPARS | aSO02yR
frontend, for development and management purposes, that makes it possible to use the
RCMalone.

1 Backend This is the central sutomponent of theRCM responsible for implementing
the APIs to manage the scheme data based on the-dstned filters via the Ul or API
calls. In a general microservices architecture, it can consist of multiple specialized
applications, each containing a few related enstiend business rules.

1 Converter Backendwhich is dedicated to scheme conversions to/from OSCAL, and
to/from excel files.

1 Registry which is arinternal subcomponent provided by the framewotkat facilitates
the creation of a microservices architecture component that interconnects the other
sub-components and enables their communication.

1 Furthermore, data persistence is facilitated by a 8qthbase(MariaDB connected to
the backend.

24https://www.jhipster.tech/tech-stack/
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Frontend
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(e cmver"te.t‘)

Figure21. Architecture of the Repository of Controls and Metrics (RCM)

8.1.2.1.1 Components description
The components of th&CMare detailedin the following paragraphs.

Frontend

It is the graphical user interface of tiRCM Its main purpose is to serve as the interface for the
user to interact with theRCM A set of simple screensallows the user to perform CRUD
operationsthat will serve primarily to present the information contained in RE€Mo the user,

and a set of commands (menu items or buttons) to produce actions to Create/View/Edit the
elements on the screen

Regarding the View actions, the frontend allkthe uses filtering and ordering the set of
information they want to view. For example, controls from a certain framework, or metrics
related to a control.

As the EMERALD User Interface integrates all the tools, and is developed specifically in WP4,
this Frontendis mainly used durinthe development to test the calls to the backend API and
check the results in the database.

Backend

It is the core sultomponent of the Repository. It performs the actual discovery of the data
entities like controls, metrics, etc. from theecurity schemestored in the database. The
backend is a passive sebmponent that waits the call to the API endpoints. Whenever the
backend receives a call, it performs the following consecutive steps:

Receives the API calls from theontendor other components

Transforms the call them into SQL queries

The queries are executed against the MySQL database

The results (if any) are packed into th®ONlata schemas

The information is returned to the caller, with a code indicating the success/error of
the call

agrwONPE

The possible filters established by the user through the UI/API are translated directly to queries
to produce the desired results. The backend makes use of a MySQL database containing the data
of the stored schermes and the defined metrics.
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Converter Backend

This is a new subomponentthat deals with conversion facilitieaot available in the MEDINA
Catalogue, thathas been introduced in EMERALD. The Converter Backend mission is to
G G0N yat I G &storedinttie ROGM® K Savidard languag@heOSCAL language has been
selected as the main conversion language, but conversion from/to CS\hdisesso been
implemented.

The Converter is standalonebackendwhichhas beerdeployed as a separate container, and
is codkd in Python language. Theperationis typical of a backend: when it receives an export
order from the frontend, itaccessethe database, extrastthe schene, appliesthe conversion
logic andprovidesas output the same information but adapted to tlsehema of the OSCAL
interchange language. Whatealing withan import order, the logic translasghe OSCAL/CSV
entry into the internal schemaf the databaseand provide as output a newecurityschene
availablein the RCM

This module is also in charge of the downloading of metrics fromCibkaborative
Metricsrepositoryin GitHub(described in Sectiofh0). It reads the different folders in
which the metrics are organized, reads the needed json files and converts the metric
information to store it into theRCMdatabase.

Reqistry

The Registry in this version is Consul, provided by HasRiClorpustbe setup before the rest

of the subcomponents, as it stores internal information about the Frontend and Backend and
performs checks to control thahe whole framework is up and running. duaranteesthe
security of theRCMcomponent.

8.1.2.2 Technical specifications

On the server side, thBackendand theRegistrywill use Maven, Spring MVC REST for the API,
Spring Data JPA, Netflix G3#d Python Flask REST API

The internalFrontendwill make use of Angular, Webpack, Yeoman, JavaScript, and Bootstrap
technologies on the client side.

The API endpoints of tiRCMare briefly described in the following:

1 SchemaRetrieves the information about a certification sche(oategories, controls, sdb
controls, metrics, etc) as needed. It includes filters to extract only the required data, as well
as search functionalities. Exposed as a REST API.

1 Mapping Sets a control mapping among schemes, where controls of two different schemes
are considered equivalent and thus linked. It will be called byvitA®Icomponent. Exposed
as a REST API.

1 Importexport Manages import/export of security schemes in OSCAL. It will accept as import
a scheme writterin OSCAL, following a pdefined template that must be defined. The
export functionality will provide as output the scherselected by the user from tHeRCMin
the mentioned OSCAL format. Exposed as a REST API.

25 https://www.consul.io/
26 https://www.jhipster.tech/microservicesarchitecture/
27 https://flask.palletsprojects.com/en/3.0.x/
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8.2 Delivery and usage

This section describes the main packages oRB& Some instructions for installation and use
are presentedand the section finishes with information about licencing and download.

8.2.1 Package information

TheRCMcontains the following main packages:

1
1

T

TheBackendpackagé®, responsible for implementing the logic of the RCM and manage
the persistence of the data used and generated.

The Converter packagé®, responsible for performing the conversions between the
different supported catalogue formats.

The Development Frontendpackagé®, responsible for provisioning the web interface
to use the functionalities of the RCM.

Besides, th&CMrequires some additional packages (side services) from state of the practice to
fulfil its features (seé&igure22):

1

Consul package, responsible for providing the configuration to tR&EM main
components and enabling the discovery of the backend services from the frontend
services.
MariaDB™" package, responsible for providing the persistence of the data required and
generated by thdRCM
Gatewaypackage, responsible for providing routing for the requests received in the
HTTPS port to the frontend package and other side services. Besides, it is also
responsible of providing and maintaining the HTTPS certificates negotiated with online
certificatel dzi K2 NR 0 A S& &% ZoKthid parpobafid RO KUSES statehdtHeali
practice components:

o Traefik®in the local development environment.

o Ngin¥*ingress + Certmanager in the integration environment.
KeycloaR® package, responsible of provisioning of the identification service for the
usage of thaRCMservice.

28 https://git.code.tecnalia.dev/emerald/public/components/rcm/backend

29 https://git.code.tecnalia.dev/emerald/public/components/rcm/converter

30 https://git.code.tecnalia.dev/emerald/public/components/rcm/frontend

3Lhttps://mariadb.com/

82 hitps://letsencrypt.org/

33 https://traefik.io/

34 https://nginx.org/

35 https://www. keycloakorg
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Figure22. Repository components (green boxes) and auxiliary elements

The usage of state of the practice components requires the implementation of configuration
components to prepare those generic services with the required information foRDE

1 mariadb-setup-dbspackage, responsible of creating the databases required bR @
mainsubcomponents.

1 mariadbsetup-db package, responsible of adding the initial information to the
databases to have some initial content in tR€EMmain subcomponents.

1 consutconfigloader package, responsible of adding the configuration properties
required by theRCMmainsubcomponents.

1 keycloaksetup-realms package, responsible of creating the emerald realm in local
development environments.

1 keycloaksetuprealmpackage, responsible of adding the required configuration for the
RCMon keycloak.

The code in charge of starting and configuring these last sets of components (the ones that
provide the side services and the ones that configure them) are contained in the composition
repositories. The main composition repository is the Caai®ework®. Besides, in the case of
RCMwe have a local composition for development purpdéeEhis composition relays in docker
compose technology because it is easier to be used indated way.

8.2.1.1 Backend

The Backend subcomponent is divided into several subpackages. Being composed of Java
classes, each of these subpackages has its main purpose and context within the prototype as a
whole. They are the following:

36 hitps://git.code.tecnalia.dev/emerald/public/caasamework
37 https://qit.code.tecnalia.dev/emerald/public/components/rcm/docke&omposercm
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logging This package consists of theggingAspect.java class that defines the aspect

for logging execution of Spring service and repository components.

client: This package consists of thgserFeignClientinterceptor.java class that
implementsRequestinterceptor.java . This class checks and adds a JWT token to the
request header.

config: This package contains all the classes related to configuration purposes.
domain: Thispackage contains data model classes.

repository: Thispackage contains Spring Data SQL repository classes.

security: This package contains Spring Security related classes for security
management.

service: This package contains backend services for CRUD operations and other
requirements needed.

web: Thispackage contains classes to expose backend rest end points.

8.2.1.1 Converter

This package, as a REST API developed in Ryask, requires the installation of the following
packages as dependencies:

1
1

1
1
1
1

1
1

cryptography (v3.3) This package providesyptographic recipes and primitives.

Flask (v2.0.0)This package consists of a lightweight application framework to expose
the component as a REST API.

FlaskJWTExtended (v4.4.1)This package provides JSON Web Tokens support to the
previous package.

jsonschema (v4.21.1)This package allows to validate JSON objects.

pymysgl (v1.1.0) This package is used to manage the internal database.
python-dateutil (v2.9.0) This package consists of an extension of the ldesietime
package.

pytz (v2024.1) This package allows accurate and cross plattima zonecalculations.
Werkzeug (v2.2.2)This package is a comprehensive WSGI web application library.

8.2.1.2 Development Frontend

The Frontend subcomponent is divided into several subpackagdsdingweb resources and
Java packages.

The web is implemented with Angular technology and inchsiseral packages:

1 admin: This package includes admin focused features such as taadtiks, logs, or
metrics.

9 config This package manages the gathering of the config of the frontend to adapt to
different environments.

9 core This package includes core functionalities such as authentication management or
error managements.

1 entities: This package is the most important part as it contains the frontends to manage
the resources of th&CM

1 home: This package contains the welcome page related assets.

9 layout: This package contains elements to customize the look and feel of the frontend
to different environments.

9 login: This package contains login related assets.

9 shared This package contains utility functionalities to be used by the previous elements.
It includes functions to manage dates, pagination, language, etc.
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The java part provides logic to manage users, roles and access RCtibackend assets. It is
organized in a similar way to the backend.

1 logging This package consists of theggingAspect.java class that defines the aspect

for logging execution of Spring service and repository components.
9 client: This package consists of thuserFeignClientinterceptor.java class that
implementsRequestinterceptor.java . This class checks and adds a JWT token to the
request header.
config This package contains all the classes related to configuration purposes.
domain: This package contains data model classes.
repository: This package contains Spring Data SQL repository classes.
security. This package contains Spring Security related classes for security management.
service This package contains frontend services for CRUD operations and other
requirements needed.
1 web: This package contains classes to expose frontend rest end points.

=a =4 -4 -8 -9

8.2.2 Installation

TheRCMhas been developed to be used in a contaihased environment. For the installation
we consider two scenarios:

1. Development: This scenario is focussed on the coding and testing &Ghdon the
developer side independently from the integration platform status.

2. Integration: This scenario is focussed on the provision of the fta@a8work as a single
solution.

8.2.2.1 Installation inthe Development environment

This installation is definedy the use ofdocker compose technologyhichprovidesseveral
advantages:

9 It can be run in thedevelopmentcomputer. This reduces the need to acquire and
configure external servers saving time and money.
1 It allows to instantiate additional packageéddriaDE {1 Se@ Oft 21 1= 3AF Sl & X0
identify and debug issues that will appear in the integration environment saving time
and dependencies.
1 It allows to prepare automatic configuration procedures for these additional services
saving time during deployment and providing replicability.
1 It allows to easily destroy and create tR&€Mallowing to simulate migration scenarios
which are expected to happen during thielof the project.

These are the steps iostall andexecute tle RCMin a development environment:
1) Fulfil thesefew requirements:

1 The computer should have docker andiggtalled.

1 The computer should have a traefik with certificates configured in a custom network
calledtraefik_network

1 SERVER_HOST variable pointing to the name of the host that resolNesdaeessof
the machine e.g.,192.168.56.5.nip.io

1 Alternatively an ADMIN_PASSWORD variable to overwrite the default
ADMIN_PASSWORD specified in the..env

2) done the repository:
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gitclone  -- recursive
https://git.code.tecnalia.dev/emerald/public/components/rcm/docker -

compose rcm

3) Later, to use the docker compose we have several options deperatinghat we require
to do. Thdfirst purposecouldbe to check th(RCMusing the development frontend.

docker compose -d

Once dockecompose is successfully deployed, and assuming the following value for
SERVER_HOST (192.168.56.5.nip.io), we will be able to access the Repository services at:

https://rcm.192.168.56.5.nip.io Repository

Other services that are deployed to help in the development phase @mmsul,MariaDB and
keycloak.

https://adminer.192.168.56.5.nip.io Maria DB.

https://consul.192.168.56.5.nip.io Consul
https://keycloak.192.168.56.5.nip.io keycloak

8.2.2.2 Installation in the Integration environment

Theinstallation inthe integration environment implies the deployment of tlaaSframework
whichinvolvesthree fundamentabkteps:

1) To install the development environment there are few requirements:

1 Create/adquirea Kubernetes cluster or obtain access to existing one.
1 Get the cloud.yaml to use kubctl

2) Clonethe repository:

git clone  https://qit.code.tecnalia.dev/emerald/public/caas - framework

3) Later, use kubectl to start th€€aaSramework that includeshe RCM
kustomize build . | envsubst | kubectl apply -f-

Once dockecompose is successfully deployed, and assuming the following value for hostname
(project.domain), we will be able to access the Repository services at:

https://rcm.project.domain Repository

Other services that are deployed to help in the development phase @msul,MariaDB and
keycloak

https://adminer.project.domain MariaDB
https://consul.project.domain Consul
https://keycloak.project.domain keycloak

8.2.3 Instructions for use

A graphical user interface (GUI) is needed by the repository to access and edit the various
entities stored in the database. For every primary entty, a CRUD API
(Create/Retrieve/Update/Delete) has been created; however, the activities that may be
performed can vary according to the role of the user.
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The GUI lets the user interact with the security sckeryallowingthem utilize buttons, links,

and filters, among other graphic components, on different screens. Typicaldasld be, for
example, to show the metrics associated with a specific control; to select the controls of a
specific category; or to view which controls iseéhemecorrespond to a particular assurance
level.

The GUI that interacts with tHRCMwill beintegrated irio the EMERALD @bmponent. At the
time of writing, it has been developdd part, but some paper mock ups and digital mock ups
havebeen designedn D4.4[10] that allow access the functionality of tHeCM This section
presents some of the available mock ughpwing the principal interactions with theCM
interface. Most of the screens are dedicated to navigatiorotigh a schem for informative
purposes.

The user accessestREMo &8 Of AO1T Ay 3d (GKS &/ SNIAFAOIGAZY { OKS)
home page (se€igure23), and a list of certification schess is shown

& EMERALD [LCUENINRIVEIGES g oo ey ‘%
; Home
% Certification Schemes Name & Version & Last Updated &
Upload Scheme EUCS 1.02 2025/05/1112:14 n

Create Custom
Certification Scheme AlC4 1.00 2024/07/18 10:06

Map Controls across

Schemes BSICS 1.5 2024/01/10 14.02

Download Scheme
Targets of Evaluation
Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary -

Figure23. Home page of the EMERALD framework4[14)])

2 KSy Of A0 Ay 30 RS ERKiEM a WirdiiwaperRk that allows to upload a new
scheme selecting CSV or OSCAL fileHgeiee24).
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& EMERALD

Home

% Certification Schemes

Upload Scheme

Create Customn
Certification Scheme

Map Controls across
Schemes

Download Scheme
Targets of Evaluation
Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary

Upload Scheme

Name:

D\r-_- cM

Description:

Version:

Upload your certification schema:

Cancel Save

his project has recei
Europe

funding from the European Union's H
mme under grant agreement No 10

Figure24. Upload new scheme pagD4.4{10])

When clicking on the scheme titie Figure23, the details of the respective scheme are shown,
as can be seen irigure25. Here the name, code and description of each category is shown.

EUCS - Category Overview

& EMERALD

.

Home

Metrics Management

Glossary

EUCS > A.2 Information Security Policies

- . . 3% Name £ Description £
% Certification Schemes
b oAl T S — Plan, implement, maintain and continuously improve the information security framework
Drg; urity -
within the organisation.
Upload Scheme o 2l \eformation Securty Polcies Provide & global information security policy, derived into policies and procedures
¢ y = ! .
regarding security requirements and to support business requirements.
The top management of the Cloud Service Provider has adapted an information security
Create Custom 1SP-D1 Global Information Security Policy policy and communicated it to internal and external employees as well as cloud
e customers
riifi
Certification Scheme Palicies and procedures are derived from the information security policy, documented
1SP-02 Security Policies and Procedures according to a uniform structure, communicated and made available to all internal and
Map Controls across external employees of the Cloud Service Provider in an.
Schemes P03 B Exceptions to the policies and procedures for information security as well as respective
controls are explicitly listed.
Ensure that risks related to information security are properly identified, assessed, and
Download Scheme L& e treated, and that the residual risk is acceptable to the CSP
Ensure that employees understand their responsibilities, are aware of their responsibilities
b A4 Human Resources with regard to information security, and that the arganisation's assets are protected in the
T f E I . event of changes in responsibilities or termination.
argets of Evaluation Ientify the organisationis own assets and ensufe an appropriate level of protection
E . nti i u
b &4 Asset Management throughout ther lifecycle
: 5 Prevent unautherised physical access and protect against theft, damage, loss and cutage
Audit SCODES b A Physical Security of operations
Ensure proper and regular operation, including ppropriate measures for planning and
b AT Dperational Security manitering capacity, protection against malware, logging and monitoring events, and

Identity Authentication, and Access

> A8 Control Management Limit access to information and information processing facilities.
-~ . Ensure appropriate and effective use of cryptography to protect the confidentiality,
Self-Assessment > a0 Cryptogaphy and ey Mansgerment authentiiy orintegrity of information
QUGSUOHHHITES » A0 T TGS Ensure the protection of information in networks and the corresponding information
Communication Security
processing systems
Enable the ability to access the cloud service via other cloud services or IT systems of the
User Management » An Portability and Interoperabilty cloud customers, to obtain the stored data at the end of the contractual relationship and

dealing with vulnerabilities, malfunctions and failures.

to securelv delete it from the Cloud Service Provider.

grant agreement No

Figure25. Browse schee(EUCS categoried)4.4[10])
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When clicking on one of the hidavel categories, a sdist with its sub-categories are open up
below, in a hierarchical way, as presentedrigure26.

& EMERALD [EteRyedni oY g Riey /;s\

Role: CM \“

Home
EUCS » A1 Organisation of Information Security » ISP-01
7 . " I+ Description & Level &  Guideline & Metrics &
‘% Certification Schemes
The CSP shall document a global information security policy covering at least
the following aspects
- the importance of information security, based on the requirements of
Upload Scheme cloud customers in relation to information security, as well s on the need D‘::"“CM"’“"‘"“‘“"”"m"“
10 ensure the security of the information processed and stored by the CSP .
and the assets that suppart the services provided f;i';"h:f’"”"‘"ME”“""V“‘”E’
" - the security objectives and the desired security level, based on the i
Create Custom 15P-011 business goals and tasks of the Cloud Service Provider, Basic & lﬁfﬂ“ﬁ%’g:ﬂfgﬁgﬁﬁ"‘:\"mi-,eh
Certification Scheme - the commitment of the CSP to implement the security measures e, g P
required to achieve the established security objectives. MalwareProtectionReportsPer
- the mest Important aspects of the security strategy 1o achieve A P
Map Ci | the security objectives set; and JHEEE
lap Controls across - the organisational structure for information security in the ISMS
Schemes application area
Examplehetricl,
T . Examplenietric2,
Download Scheme o012 The CSP' top management shall approve and endorse the global Sasin e
— Information security policy. ExampleMetricd,
Examplehdetrics
. The CSP shall review the global information security policy at least following SEIEL s
Targets of Evaluation A any significant organizational change susceptible to affect the principles o = B sy
defined in the policy, including the approval and endorsement by tap Examgmmc &
(ENELENEI ExampleMetrics
. ExampleMetric1,
Audit Scopes ExampleMetricz,
1SP-01.4 The CSP shall review the global infermation security policy al least annually High ExampleMetric3,

ExampleMetricd,
ExampleMetrics
ExampleMetric1,

o The CSP shall communicate and make available the global information ExampleMetric?,
Metrics Management 1SP.015 security policy 1o internal and external employees and to cloud serice Basic ExampleMetric3,
customers

ExampleMetricd,
ExampleMetrics

Self-Assessment
Questionnaires

User Management

Glossary -

Figure26. Browse sultategoriesof the EUCS scher(i244 [10] )

When clicking on one of the categories, the controls that belong to the category are shown, as

depicted inFigure27. For each control, the code, description, assurance level and the assigned
metrics are shown.
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(/, EMERALD EeiRN N

Home
EUCS > A1 Qrganisation of Information Security » ISP-01 » 1SP-01.1
‘% Certification Schemes Overview  Metrics  Implementation Guideline
Code: Assurance Level:
Upload Scheme P01 Basic
Create Custormn Description:

Certification Scheme The CSP shall document a global information security policy covering at
least the following aspects:
- the importance of Information security, based on the requirements of
cloud customers in relation to information security, as well as on the
Map Controls across need to ensure the security of the information processed and stored
Schemes by the CSP and the assets that support the services provided
+ the security objectives and the desired security level, based on the
business goals and tasks of the Cloud Service Provider;
« the commitment of the CSP to implement the security measures
Download Scheme required to achieve the established security objectives
« the most impartant aspects of the security strategy to achieve
the security objectives set; and
+ the organisational structure for information security in the ISMS

Targets of Evaluation pckatio s
Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary -

Figure27. Certification SchemeBrowse SchemeControl InformationD4.4[10])

8.2.4 Licensing information

The RCMcomponent is offered under Apache 2.0 license. The license files and more detailed
information can be found in thEMERALPublic GitLab repositors?.

8.2.5 Download
The code is available at the public GitLab repository of the EMERALD Project

38 hitps://qit.code.tecnalia.dev/emerald/public/components/rcm
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9 Trustworthiness System

The Trustworthiness SystenfTWS component provides trustworthiness, fairness and
transparency to theevidence and assessment results stored in EMERALD, as the integrity and
authenticity of the information is guaranteed.

9.1 Implementation

The implementation of theTWScomponent is based in the MEDINA compon&tEDINA
Evidence Trustworthiness Management Syq2dh This foundational tool was the baseline for
elaborating the specifications of thBVS that were firstdocumented in D3.]2] and updated
in D3.2[5]. This sectiorupdates the functional and technical description ¢fie component
described in D3.83].

9.1.1 Functional description

Blockchain technology is increasingly recognized as a reliable solution for providing
trustworthiness, offering a transparent, secure, and esfféctive method for maintaining audit

trails. By decentralizing data across a distributed network, Blockckaioves the need for a
central authority to manage records. It also ensures the immutability of recorded information,
as data is replicated across all the nodes of the Blockchain network. Additionally, each piece of
information on the Blockchain is digitaigned by its creator, allowing for traceability.

Despite these important advantagesntegrity, decentralization, and nerepudiatiort

. fE2010KFEAYQa R2LIGAZ2Y  F2NJ | dzRA Gunfientdly hdtie. NBY | Ay 3
Currently, interacting with Blockchain requires a client, which is not lysaghilable on user

systems. Therefore, a graphical and wesed tool is recommended to make Blockchain

accessible and transparent for external users, such as auditors. This tool would provide a user

friendly interface to verify the integrity of the infimation recorded on the Blockchain, including

evidence and assessment results. With proper authentication, anyone could access this
information without needing a Blockchain client.

Thus, theTWSoffers a secure way for EMERALD to maintain an audit trail of evidence and
assessment results. It provides the following functionalities:

9 It allows and facilitate the provision of audit information from evidence sourees (
Codyz¥to the Blockchain.
1 Itallows and facilitates the provision of required audit information fromAssessment
component in EMERALD to the Blockchain.
f It ensures londi SN AYyF2N¥IFGA2Y NBO2NRAYy3I>X f SOSNI
advantages like integrity, decentralization, and authenticity.
1 It makes use of a generpurpose sempublic Blockchain infrastructui@lastria) which
supports services in accordance with European regulations.
T It allows external users to access EMERALD audited information in a graphical and user
friendly waythrough a frontend included in the EMERALD UI.

Table17 shows the functional requirements satisfied by the current version of TS as
documented in D2 [5], and updates the status of their implementation in the current
prototype inM24.
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Tablel7. TWSFunctional Requirements

Req. ID Description Priority | Milestone| Progress
TWS.01 | Provide a tool allowing theverification of evidence| Must MS5 95%
integrity without needing to store the evidence itse (M24)(*)

(for confidentiality reasons).

TWS.02 | Provide a tool allowing theerification of assessmen| Must MS5 95%
results integrity without needing to store the resul (M24)(*)
itself (for confidentiality reasons).

TWS.03 | The integrity validation of evidence and assessm| Must MS5 95%
results must be donehrough REST API or graphig (M24)
interface (EMERALD UI)

TWS.04 | The TWS must beased on a real Blockchain networlf Must MS5 100%
with multiple nodes and multiple organizationdo (M24)
guarantee suitable decentralization and governance
the Blockchain network.

TWS.06 | The TWS should allovthe evidence sourcesto | Should MS5 95%
automatically register and verifintegrity proofs of (M24)
their own evidence.

TWS.07 | The TWS could allow thelirect registration of| Could MS6 75%
encrypted evidence and assessment resuits the (M30)
Blockchain Attribute Based Encryption (ABEJill be
considered.

TWS.08 | The TWS could allow access &mcrypted (with| Could MS6 75%
attribute-based encryption, ABE) evidence an (M30)
assessment resultsby demonstrating the use
attributes based onrustworthy verifiable credentials

(*) Note that TWS.01 and TWS.02 requirements should have been fully completed by M12.
However, due to a high delay on the feedback in the EBSI early adopters submisSecti(see
9.1.2.1.1in D3.3[3]), although the current progress is almost completed, it is not totally
completedand the milestone have been postponed until M24

9.111

Fitting into overall EMERALD Architecture

TWSis one of the components of the EMERALD architecteigure28 shows the interaction
with other componentsin the EMERALfPamework

TrustworthinessSystem

L=

(Recording SD)
(Perification SD)
—

- a
| Assessment
(82,

-
_| Codyze
(SD)

: o
Emeraldut

Figure28. Fitting of the TWS with other components in EMERALD architecture
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The main interactions of th&€WSwith the EMERALD components are as follows:

1 Codyze Codyzeprovides information related to local evidence to be recorded on the
Blockchain.
1 ClouditorAssessmentThe interaction with this component occurs in two ways:

0 The Assessmentomponent provides information related to evidence and
assessment results to be recorded on the Blockchain.

o TheBlockchain clientequests the current values of evidence and assessment
NBadzZ §a AaG2NBR Ay 9a9w! [5Qa AYyUSNYI f
against the information previously recorded on the Blockchain.

1 EmeraldUIl: The graphical interface of th@WS automatic verification service is
integrated into theEMERALD Uallowing auditors to easily verify the trustworthiness
of evidence and assessment results, and determine their reliability.

9.1.2 Technical description

This section is dedicated to describing thpdated technical specification of thef'wWs
component. First, the main architecture of the prototype is presented, including all its sub
components. Next, the technical specifications of the developed system are described. The
section finishes with the description of the published APIs.

9.1.2.1 Prototype architecture
Figure29 shows theupdatedarchitecture of the BlockchaibasedTWY5].

ASSESSMENT &
EVIDENCE
EXTRACTORS

]

EMERALD UI « 1. 0 E"‘

1--‘6'.;':)-; s
_IU:II»— <:> é <:>Contraﬂs

Blockchain

I\ Integrity proofs client Evidence/
Assessment results

Blockchain [
Events Blockchain

Blockchain Viewer
Network

Figure29. TWS architecture
The architecture is composed fwiur main elements:

1 Blockchain NetworkA generalpurpose sempublic Blockchain infrastructuteas been
considered for th&WSTheEuropean Blockchain Service Infrastruc{&®SI) was firstly
considered. However, they are suffering an internal legal transition process that has
stopped the early adoptefprogram {n October 2025, the early adopters programme
is still on holdl. For this reasonAlastria Blockchain networkvas finally considered.

AlastiaA d (GKS TFANRG { LI YAAK | yR -peryiisionedf (KS

multisector blockbain platforms, bringing together companies, academia, and public
administration.
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1 Smart ContractsThe auditing functionalities of th@WSare implemented through
Smart Contracts to be deployed on the Blockchain network. These Smart Contracts
handle the registration of data (evidence and assessment results) on the Blockchain and
its consumption for integrity validation. They also generatecBthainbased events to
feed the Blockchain viewer and allow udgendly access to the information recorded
on theTWS

1 Blockchain ClientThe Assessmentind the evidenceextractor components have a
Blockchain client to interact with the Blockchain and the Smart Confracisiaging
wallets and generating transactions for registering and consumption operatlans.
addition, EMERALD WWill interact with the Blockchain client to verify the integrity
proofs recorded on the Blockchain.

1 Blockchain ViewerThissubcomponent listens to Blockchain events from the Smart
Contracts, normalizes and categorizes the detailslifglayngon a dashboard. It allows
external users to access information recorded on the Blockchain without needing a
Blockchain client.

9.1.2.1.1 Components description

The following paragraphdescribes in more detail thEWScomponents

Blockchain Network

TheTWSwas initiallypbased on a Quorum network, based on the implementation from MEDINA.
However, different types of Blockchain networkere consideredn order to be able to deploy
the TWSin a generapurpose sempublicpermissioned Blockchain ecosystem.

The first idea was to deploy tHBAVSin the European Blockchain Services Infrastructure (EBSI)
[21]. EBSI is a Blockchain network of distributed nodes across Europe. It is the fivgleEU
Blockchain infrastructure, driven by the public sector to support ehasder applications such

as traceability, verifiable credentials, trusted data exchange @suiid be the case of thEW$

or IP management across multiple domains. Additionally, EBSI considers Hyperledg&r Besu
which is an Ethereum client suitable for both public and private permissioned Blockchain
network use cases. It is also EVM (Ethereum Virtual Machine) compatible, which signifies that
EBSI can support the deployment of Smart Contracts written in S#lidisyit is the case of the

TWS For these reasons, EBSI was considered a suitable Blockchain ecosystem to deploy the
TWS

lf GK2dAK 9. {L Aa atatf dzyRSNI RS@St2LISyidz Al 2
pilot projects can be launche®. a 9w! [ 5 YIRS | NBljdzSad G2 GFr1S LI
programme ¢ontribution ID 64e27388a704388888fef108424edb® However, in

September 2024, the request was clogedOctober 2025, the early adopters programme is still

on hold).The reason EBSI provided is literally the following one:

Unfortunately, theEarly Adopters Programme (EAP) is now cloaed therefore we are not
onboarding any projects to the programme at this moment. We will be in contact with you in
case of any developments regarding the programme.

EBSI is evolving and in May 2024 a group of member states came together and created
the EuropeumEDIC a new legal entity which will enable EBSI to go into production and deepen

39 https://besu.hyperledger.org/
40 https://soliditylang.org/
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the collaboration on Web3 technologies. EBSI is currently jprtoess of transitiorio this
legal entity who will oversee the EAP. You can read more about the EDIC's goals and how they
align with the programmdere

As a result, other alternativesere considered for th&'WS The two main requirements for the
Blockchain ecosystem to be considered are:

9 It should be a generglurpose publiepermissioned ecosystem.

1 It must be compatible with the current implementation of tH&VS based on Solidity.
Moreover, it is highly recommended to consider Hyperledger Besu to keep
compatibility with EBSI in case a Europ&dde deployment in such an ecosystem is
possible in the future.

The Blockchain network finally selected for thBNSis Alastria[22]. Alastria is a Spanish
blockchain consortium founded in 2017 with the goal of creating a -perlic, permissioned
blockchain network designed to support the development of decentralized applications within
a legal and technical framework. Its main missoto promote the digital economy in Spain and
Europe by fostering collaboration among companies, public institutions, universities, and
entrepreneurs. Through this initiative, Alastria aims to provide a trustworthy, interoperable, and
secure infrastruaire that enables digital transformation using blockchain technology and smart
contracts.

Alastria operates as a permissioned blockchain, meaning that only verified and authorized
participants can validate transactions and maintain nodes. This approach offers a balance
between transparency and privacy, making it suitable for corporate and atmyul
environments. The network is built on internationally recognized standards, ensuring
interoperability with other blockchain platforms and compliance with European data protection
and digital governance regulations. It includes a solution based oerldgger Besu such as the

one available in the EBSI initially aimed as the most suitable Blockchain deployment
environment

Smart Contracts

The Smart Contracts deployed on the Blockchain network encompass the functionalit\&Sof
requiring high levels of security, including functionalities for the different users. There are two
types of users for th@W$s

1 Administrators: These users have the authority to authorize ecaulborize accest
the TWS They can also appoint new administrators or remove existing ones. By default,
TECNALIA, as component owner, is the administrator o ¥WW& However, when the
O2YLRYySyild Aa RSLI28SR 2y (KS LAf20aQ LINBYAaA
9 Authorized users: They refer to the assessment components which are authorized by an
existing administrator to use thEWSWhat is collectedby each assessment component
can only be accessed by its owner. Although the Blockchain network is shared among
several authorized users, each one can only access information related to his own
registered assessment component.

Each user (administrators and authorized users) is identified imTW&through a Blockchain
address.

| RYAYAAGNI §2NBQ CdzyOlUA2ylfAGASE
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Administrators have exclusive access to general information about the current status of the
TWS Only administrators can perform actions related to the user managenseich as

Register a new administrator

Remove an existing administrator

Check if a specific user is an administrator

Retrieve the total number of administrators in the system

Authorize a new user

Deauthorize an existing user

Check if apecific user is authorized in the system

Retrieve the total number of authorized users in the system

Obtain all registered user IDs (administrators can only see the user ID, not the
information provided by the user itself).

=4 =4 -4 -4 -8 _8_9a_°a_-2

Authorized user§unctionalities

If users are not authorized, they will not be able to access the system due to restrictions enforced

08 GUKS {YIFINIL /2yGN)YOGa RSaAalayod ¢2 3IILAYy | 00Saas
notify administrators of their intent to use th&@WS This request should include the user

identifier (Blockchain address). Upon receiving the notification, administrators will manually

review the request to determine if the user should be authorized.

Once authorizedan associatedAssessmentomponent is automatically registered with the
followinginformation:

9 id: This is the internal ID used to identify tAesessmentomponent withinTWS It is
automatically generated by the Smart Contract based on the authorized user unique
Blockchain address.

1 owner: This refers to the authorized user Blockchain address who has registered the
Assessmentomponent. It is automatically obtained by the Smart Contract.

I timestamp: This indicates the timestamp in seconds since the epoch ékessment
component registration process. It is automatically obtained by the Smart Contract.

Once amssessmentomponent is registered, the functionalities of the authorized user are:

1 Retrieving the registered assessment component ID

1 Retrieving the associated assessment component owner (authorized user) ID

1 Retrieving the registered assessment component registration timestamp

1 Retrieving the registered assessment component address

1 Adding new evidence information following thgdated trustworthy evidence data
model shown irFigure30

1 Retrieving specific evidence information
1 Retrieving all added evidence IDs associated to a given assessment component
1 Adding new assessment result information following the trustworthy assessment result
data model shown iifrigure31
1 Retrieving specific assessment result information
1 Retrieving all added assessment result IDs associated to a given assessment component
1 Checking the integrity validity of a specific evidence
1 Checking the integrity validity of a specific assessment result
1 Checking the integrity validity of a specific assessment compliance result
© EMERALD Consortium Contract No. GA01120688 Page69 of 87

www.emerald-he.eu (@) e-sn ]



http://www.emerald-he.eu/

D3.4 ¢ Evidence assessment and Certification
Implementationrv2 Version 1.G; Final. Date31.10.2025

{

"evidenceIld": "la2b3c4d-5678-90ab-cdef-1234567890ab",

"resourceld™: "5789717f-ebb6e-48ad4-b9f@-dOefebbbaB71",

"certificationTargetId": "2314d743-315d-468e-8916-8ced4f84bTf45",

"evidenceHash": "bffeeabf3e312bf@l46ead75d9T3blEbd@116b261labda23c821cf3dlf@322df3"

}

Figure30. TWSrustworthy evidencé®ata modé

"assessmentResultId”: "a@eebc99-9cBb-4ef8-bb6d-6bb9bd388all”,
"requirementId”: "fl4al34b-64ad-42bc-aeab-9b3f5a9a8b24",
"assessmentResultHash": "7c6alB0b36896a0aB8c@2787eeafbledc”,
"nonComplianceCommentsHash": "9b74c9897bac778ffc029102a288c5de",
"evidencelds™: [
"1d96fdfb-2ble-4bd9-9343-3678b01b8b7c",
"6abefld2-2cf7-4c04-9c65-bBcBladle5c4™

1

}

Figure31. TWS trustworthy assessment result Data model

Events Generation

Every time an operation is executed in the Smart ContractBJogkchairbased event is
generated to feed the Blockchain viewer. Initially, the events to be generated include (but are
not limited to):

Registration of new administrators

Removal of an existing administrator

Authorization of a new user in the system

Deauthorization of an existing authorized user in the system

Registration of a new assessment component by its owner (authorized user)
Registration of new evidence information

= =4 =48 -4 8 -9

Blockchain client

The functionalities of the EMERALD TWS are implemented through Smart Contracts that need
to be invoked by a Blockchain cliefithe main functionalities of the Blockchain client are as
follows:

Blockchain Account Management

Eachassessment component interacting with tAaVSrequires a Blockchain account. This

account consists of a Blockchain address, which uniquely identifies the user within the
Blockchain network, and an associated private key, known only bjghessmentomponent

YR aSOdaNBte (1SLIWd® ¢KS . f2010KIAY | 002dzyid Aa af
in the Blockchain client, simplifying user interaction with the Blockchain network.

Blockchain Transactions Creation

TheAssessmentomponentand Codyzeneed to generate Blockchain transactions to send them

to the Blockchain and be understood by the Smart Contracts deployed on it. The Blockchain
client automatically creates the required Blockchain transactions for executing all functionalities
availablem the EMERALDWSSmart Contracts, using the Web3.js library internally.

API| REST for External Interaction
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The Blockchain client exposes an APl REST to Adlesgsmentomponents to easily interact
with the Blockchain client for their account management as well as for the provision of evidence
and assessment results to be recorded on TWS

Additionally, theEMERALD LUhteracts with the Blockchain client APIerify the integrity of

the evidence and assessment results recorded in the Blockchain, necessary for the automatic
verification of the integrity of the current evidence and assessment results available at EMERALD
at a given time.

API description

All API endpoints are listed below with a brief explanafgeeFigure32):

9 Orchestrator This endpoint refer the registered information of the blockchain client
assigned to thédssessmentomponent in the EMERAIMchestrator

1 AssessmentsThis endpoint refers to the management of the assessment results proofs
of integrity (register, get, check).

I EvidenceThis endpoint refers to the management of the evidence proofs of integrity
(register, get, check).

OWNER#ORCHESTRATOR

forchestrator Getcomplete orchestrator information

/orchestrator/isRegistered Check if orchesirator is registered

Jorchestrator/owner Getorchestrator owner address

forchestrator/creationtime Get orchestrator contract creation time

forchestrator/address Get orchestrator contract address
OWNER#EVIDENCE

/evidence Register a new evidence

fevidence List all evidences

/evidence/{id} Getevidence by ID

Jevidence/{id}/verifybyhash Verify evidence hash

/evidence/{id}/verify Verify evidence using stored data
OWNER#ASSESSMENT

fassessment Register a new assessment

fassessment Listall registered assessments

/assessment/{id} GetassessmentbyID

/assessment/{id}/verify Verify assessment against a provided hash

fassessment/{id}/complianceverify Verify assessment compliance using the provided hash

Figure32. TWS Blockchain client APl endpoints

Blockchain client for evidence sources

By default, EMERALD includes a Blockchain client that is the one thietsbesmerdomponent
and the EMERALD UI will use for the provision and verification, respectively, of evidence and
assessment results proofs of integrity.
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However, in the case of evidence sources, suclCadyze there are two possibilities: i) to
consider the Blockchain client already available in EMERALD:; or ii) to deploy a local Blockchain
client to interact with the rest of thd WS

In the first case, there is no difference between the integrity proof provision oAds=ssment

and Codyzecomponents. Both components will consider the same API to provide the integrity
proofs. However, in the second cas&dyzgor any other evidence source) will have its own
Blockchain client to guarantee the evidence integrity from the original source of evidence. This
way, there will be one Blockchain client for tdyzeevidence source and the by default
Blockchain client for théssessmentompment. The use of several Blockchain clients has no
impact on the verification from the EMERALD Ul as all the integrity proofs are recorded on the
Blockchain network regardless the source Blockchain client.

Blockchain viewer

The Blockchain viewer monitors Blockchbhased events generated by the Smart Contracts,
providing notifications about new users in the system, as well as new evidence or assessment
results recorded in th& WS It offers a mechanism for external users (such as auditors or security
engineers) to manually verify evidence and assessment results recorded on the
BlockchainFigure33illustrates the internal architecture of the Blockchain viewer.

Blockchain Viewer

Blockchain
Events

= LXLTMNEY ¢

Eventeum Kafka Logstash Elasticsearch Kibana

Blockchain
Network

Figure33. TWS Blockchain viewer architecture
The Blockchain viewer consists of five components:

1 Eventeunt: This component bridges the Smart Contracts deployed in the Blockchain
with the Blockchain Viewer. As explained $action 9.1.2.1.1 Smart Contracts
automatically generate Blockchain events that Eventeum listens to. To listen to the
events, it is necessary to subscribe to events from specific Smart Contract addresses
(each Smart Contract has a unique Blockchain address). Additiaghallprmat of the
specific events must be indicated to Eventeum (event id, parameters order, parameters
type).

1 Apache Kafk&: This intermediate platform distributes Blockchain events between
Eventeum and Logstash. Kafka uses message queues to provide asynchronous
communication, meaning the sender (Eventeum) and the receiver (Logstash) do not
need to interact with the message que simultaneously.

1 Logstash® A log management tool used in the Blockchain viewer to collect all events
received from Eventeum via Kafka queues. It normalizes these events into a common
format before routing them to Elasticsearch for processing.

41 https://github.com/eventeum/eventeum

“https://kafka.apache.org/
43 https://www.elastic.co/es/logstash
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1 ElasticsearcH: A distributed search and analysis engine that stores, indexes, and
processes the information from the events. The information stored in Elasticsearch can
be recreated from scratch in case of a security incident, ensuring a fully reliable source
of information.

1 Kiband®: Kibana is a graphical interface that displays information from Elasticsearch in
real time through customized dashboards. Access to Kibana dashboards requires
authentication. Different roles need to be created to access different types of
information in he TWS For example, administrators should have access to all registered
evidence and assessment results from different assessment components. In contrast,
each authorized assessment component should have limited access only to its
associated evidence and assmest results to prevent information disclosure.
Additionally, different dashboards will need to be created for the different roles. For
example Figure34 and Figure35 show two examples of dashboards for administrators
and assessment componenihese dashboards are just an example and will be updated
according to the EMERALD requirements.

2 19 19 12,246 12,881

Number of Number of Registered Number of Num
administrators Orchestrators Owners orchestrators results of evidence

Number of pieces

Figure34. TWS Blockchain viewer dashboard for administrators

Figure35. TWS Blockchain viewer dashboard for assessment components

9.1.2.2 Extension with encrypted data

During this second implementation phase, a proof of concept for an exteitég8vhich allows
direct registration of evidence and assessment results in a secure and private way has been

44 https://www.elastic.co/es/elasticsearch
45 https://www.elastic.co/es/kibana
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planned. The main objective is to record the information (evidence and assessment results) in
the TWSin an encrypted wayo avoid confidential information disclosure. Tlensidered
encryption methodologyor evidence and assessment results registered in the iEW&ibute

Based Encryption (ABE)

ABE is an advanced cryptographic paradigm that enablesgfaired, policybased access

control over encrypted information. Unlike traditional pubkey encryption, where data is

encrypted for specific users, ABE associates both ciphertexts and denryjis with
RSAONALIIAGS FddNROdzGSad ! O0OSaa G2 GKS SyONBLWS
key satisfy the logical access policy embedded within the ciphertext. This allows encryption to

be directly tied to user properties such as roldspartments, or security clearance levels, rather

than to individual identities (i.e., only users whose job is to be auditor could access confidential
evidence).

There are two main types of ABE: Kenlicy ABEKRABE) where access structures are
SY0OSRRSR Ay G(KS dza S NI-Rolidy NBECRABESWhérStReXlatd oyer / A LIK S NJI
defines the policy in the ciphertext itself. This flexibility makes ABE especially powerful for
scenarios involving larggcale or dynamic user groups, such as cloud computing. ABE ensures

that sensitive data remains confidential @w&hen stored in untrusted environments, while also

minimizing the need for direct interaction betwa the data owner and users. By combining

encryption with decentralized, attributdriven authorization, ABE provides a robust foundation

for privacypreserving access control in modern dataaring ecosystems.

Ly !.93 LINB@GAY3I FTGGNROdziSa Ay@2f @3Sa RSY2yaidNI
necessary attributes to satisfy the access policy embedded in the ciphdrtakis context, the

integrationof ABE withSelfSovereign Identity (SStreates a powerful framework for secure,
privacypreserving, and usezontrolled data sharing. In SSI, individuals own and control their

digital identities through verifiable credentials issued by trusted authorities. By combining ABE

with SSI, users camcryptinflNY I G A2y ol &SR 2y &LISOAFTFAO ARSyGAGe
2N aAda I YSRAOIE LINRPFSaaAzylté0o NIGKSNI GKIyYy TFAE
with matching verified credentials can decrypt the data.

In this integrated model, verifiable credentials from the SSI ecosystem serve as the source of
truth for generating ABE attribute&€MERALD could defirm access policfor confidential
information in theTWSdirectly tied to theattributes contained in these credentials. The SSI
wallet acts as the manager of both the identity credentials and the cryptographic keys, enabling
seamless interoperability between identity verification and data protection without depending
on centralizedauthorities.

This combination shown inFigure 36, significantly enhances privacy, scalability, and user
autonomy in digital ecosystems. It enables selective disclosure of identity information and fine
grained access control over encrypted resources while maintaining compliance with data
protection reguléions such as GDPR. Moreover, integrating ABE into SSI wallets supports
decentralized trust models and verifiable yet confidential data sharing.
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\
\r a AN :
— '@ 5. Decrypt data
1. Record Encrypted data 2. Get Encrypted data ‘,,.Q- (evidence or
fevidence or assessment results) (/ \J fevidence or assessment results) (R assessment results)

Auditor
Encryptor Attribute: auditor

i"l

Decryptor
3. Obtain Verifiable credential 4. Get decryption key
(attribute: auditor) {through VC)
SSI Issuer ABE
Authority/
SSI Verifier

Figure36. TWS extension with ABE and SSI

9.1.2.3 Technical specifications

TheTWSs a software solution deployable at both Windows and Linux operating systems as long
as they have hardware virtualization and docker support. It has been implemented using Solidity
for the Smart Contracts, Javascript for the Blockchain client, Readt@dejs for the verification
service and Go and Scripting for the Blockchain monitor.

9.2 Delivery and usage

This section describes the information needed for the installation and use aiWf@Besides,
it also details the licensing information and related packages and repositories.

9.2.1 Package information

TheTWSs composed of the following packages:

9 AuditToolsol and Assessment.sol. These are the Smart Contracts that need to be
deployed on the selected Blockchain network.

1 One docker of the Blockchaaiient, to be deployed on the EMERALD infrastructure
associated to the assessment component.

1 Eight dockers of the Blockchain viewer (Oauth2 proxy, eventeum, mongodb, zookeeper,
kafka, Logstash, Elasticsearch, kibana) to be deployed on the EMERALD infrastructure
(or as a service from other infrastructure).

9.2.2 Installation

TheSmart Contracts are already deployed in the Alastria network.
For the rest of the services, as they have been dockerized, the installation is as follows:

9 docker run {docker_image} , for the Blockchain client.
9 docker - compose up, for the Blockchain monitor (as a doclempose.yml file has been
created).
9.2.3 Instructions for use

The instructions of use are available in the EMER&ivBte repository*.

46 https://git.code.tecnalia.dev/emerald/private/components/tws/twewner [internal use only ¢
authenticated required]
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Blockchain client

The Assessmentomponent and Codyzefrom EMERALRre the componensg that use the
Blockchain client to provide evidence and assessment results {bweOnce the Docker image
is running (after following the installation stepsSection9.2.2), theuserneeds to:

1. Generate andegistera Blockchain Account

The gneration of a Blockchain accourtian be doe through thegenerate_eth_account.py
script available in EMERB\tepository. Once the account is created, the private key needs to be
considered in the AUDIT_ORCHESTRATORSM_PRIVATEKEY variable inside the .env file.

2. Request Authorization:

Request authorization for the user throughy sending theaddress (public) to the
administrators The administrators (initially, TECNALIA) will authorize the Blockchain account
(authorized user).

3. Operate:

Refer toSction9.1.2.1.1for available functionalities: providing evidence or assessment results,
retrieving the list of registered evidence or assessment result IDs, retrieving information of a
specific evidence or assessment result ID, and checking the integrity of spedéacevior
assessment results.

Inteqrity Verification

In EMERALD, thetegrity verificationfunctionalitywill be integrated in the EMERALD UI. There
are two stepsn the use of theTWSverification service:

1. Setup of the component

It is necessary to definéthe TWSis enabled (point 1 irigure37) and, if enabledhow often
the TWSshould be automatically updated and/or on demafpaint 2 inFigure37).
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(l, EMERALD BELGETIRSZIIEN N g e %
Home @
Certification Schemes TWS Settings

@ Targets of Evaluation . .
Set Trustworthiness System Settings

Create new Target of
Evaluation
Enable Trustworthiness System

Audit SCDDES Select your preferences for updating the Trustworthiness System:
Always, when entering an audit scope

Metrics Management O On demand

O Every [(15min v | automatically

Self-Assessment
Questionnaires

User Management

Glossary

Figure37. TWS setip (D44 [10])
2. Integrity check

Thestatus of the integrity check is always visible at the upjght side of the EMERALD &4
shown in point 1 irFigure40.

9 Ifthe integrity check of all evidence and assessment results is ok\WWastatus symbol
is presented in greeras shown irFigure38.

Q =

Figure38. Correct integrity verification

9 If the integrity check is not ok, thEWSstatus symbol is presented in reals shown in
Figure39.

Reon
Figure39. Incorrect integrity verification

Additionally, it is possible to see a report with the details of the modified eviderscehown in
point 2 inFigure40, in which two different tabs are available: the first one for evidence and the
second one for assessment resufénally, the report can be also downloaded in g éifeshown

in point 3 inFigure40.
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& EMERALD [LUCIEREEEY

?E Overview Information Scope Selection Questionnaire Report
Home
Target Scheme Assurance Level Audit Scope Status
. . Target of Evaluation 1 EUCS high Setup
Certification Schemes
Process View  Compliance View P
Integrity Check
; .0 _— - chema: B .
Targets of Evaluation Control Workflow Overview Target:  Tooe o ravion 1 Schema:  Eucs Assurance Level: tih
Integrity Check 3 Control & Mewic ¢ RessourceMame & Type $ EvidencelD S fojg
. o
@ Audit Scopes 5% o P .
0% @ Implemented o
w28 f—— —p—
10% 2
Create new Audit Scope ol for Feien)
EE | Accepted
Metrics Management -
thowCaregories
Self-Assessment D2 Workfl [ oovnons ] 02
uestionnaires
Q A8 IDENTITY, . e
» AUTHENTICATION, AND Limit
ACCESS CONTROL 20 10 5 2 30
User Management MANAGEMENT
1AM-08 PROTECTION O . e ° Throughout their lifecycle, authentication credentials are protected to
Glossa ry > AND STRENGTH OF & 7 3 3 q  ensure thattheir use provides a sufficient level of confidence that the
CREDENTIALS user of a specific account has been authenticated.
s @] The CSP shall require users to whom authentication credentials are
083 o provide o igns eckraton T @D
. Q Passwords shall be only stored using cryptographically strong hash
1AM-08.4
IAM-08.5 © The GSP shalllink the access control policy defined in IAM-01.1 [ Riley ]

Figure40. Integrity verification detail§D44 [10])

More details on the graphical interfaege provided in D4 [10].

9.2.4 Licensing information
Proprietary. Copyright by TECNALIA.

9.2.5 Download

This section is napplicable as TECNALIA owns a proprietary license, so no source code can be
provided.
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10 Collaborative Metrics Repository

Many of the components developed in WP2 and WR8d thus the EMERALD framework as a
wholet rely on a single authoritative, machimeadable corpus of security metrics. Without a
central source, the same metric could beimgplemented in parallel, and the derlying content
might gradually diverge as different teams work in isolatibhis approach would slow down
the process of developing metrics and thus also the overall development of the framework.

The challenge extends beyond EMERALD. Several parallel Hevizpe projects pursue
comparable certification objectives and therefore need identical metrics. To coordinate this
demand, the participating projects have created the European Cluster forré&&dugity
Certification(EC3Y and, under its umbrella, established a joint GitHub reposffdn/which all
metrics are maintained collaboratively.

This section introduces that repository, tlllaborative Metrics RepositofgMR). It explains
the rationale behind the CMR, outlines its directory structure and YAML schema, and sets out
the contribution and governance model that keep the metric set coherent across projects.

10.1 Motivation

The usage of machiaeadable and reusable security metrics is a fundamental pillar of
EMERALD's continuous certification workflow. These meingst strictly comply with the
common EMERALD ontology. And these metrics, or to be more precise the ontology which
metrics adhere tojnfluence many components such @ie Evidenceextractors the Evidence
Storeand the AssessmeniConversely, new resources being discovered by evidence collecting
tools may lead to an update or extension of the ontology. New metran be created quickly,

at least conceptually. Creating them, especially while adhering to ontology, can be tedious and
time-consuming.

Maintaining separate copies for each componewt for each HorizofEurope project that
builds on EMERALD technologyould therefore be counteproductive Redundant effort
Teams would repeatedly create or adjust identical metrics, wasting contributor Beéations

in content due to parallel processing would lead to semantically different versions of what is
actually a uniform rule, thereby jeopardizing the comparability of the test redaftgymented
collaboration bug fixes or improvements made in onegoject would not automatically
propagate to others.

To avoid these pitfalls, the projects that now form the European Cluster for Cybersecurity
Certification agreed to pool their metric development in a single, pudlicbased catalogue
which is open sourc& heCollaborative Metrics Repositof@MR).

This joint approaclestablishes one authoritative source of truth for every metric, decouples
metrica O2y 1Sy Gé¢ o0, ! a] RSTihgdeleopnért & tools3iare Ndiafy S & 0

the metrics andenables a governed, transparenbrkflow that is open to all cluster members
and external contributors alike.

In short, the CMR turns metric authoring into a collaborative, cprsgect activity, accelerates
the creation of new rules and ensures that every component within EMER&nD within
related HorizorEurope projects operates on an identical, qualigontrolled metric set.

47 https://cybersecuritycertcluster.eu/
48 https://github.com/CybersecurityCertificationHub
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10.2 Structure

The Collaborative Metrics RepositoF 2 f f 2 g d-asO2 RRE2 O&l e 2dzi G K i
knowledge (catalogues, ontology, metrics) strictly separated from build artefacts (Cl, scripts) and
from vendorspecific codeTable18 summarizeshe top-level foldersand files

Tablel8. Structure of the CMR

Folder / File Content / Purpose
catalogs/ Exemplarycatalogues (that are written in natural languagg)
demonstratethe technical interpretation in form of metrics

metrics/ Here, the actual metrics are stored. Contains first subfo
representing a category of the metrics and then one metric folder
actual metric

ontology/ Defines the classes amtoperties referenced in metrics

resources/ Contains auxiliary material such as example JSON inputs, diagrg
scripts, screenshots

templates/ Contains readynade skeletons for new metrics

LICENSE Contains the repository licence

README.md Includes information about the repository which is displayed in
landing page

metric_schema.json | JSONSchema against which evanetric.yml is validated in ClI

All metrics are located in the foldemetrics However, this folder first contains a foldgructure

that corresponds to the categories of the individual metrics. This is intended to facilitate clarity
and thus the search for specific metrics. Each category contains the actual metrics, again as
folders. A metrics folder usually contains threkedi one in a more humareadable form
(required) and two files that the assessment needs for calculating the assessment results.

The former is a YAML file whose name corresponds to the metric name (like that of the folder)
+ file extension, i.e. .yaml or alternative shortened extension.yml (e.g.,
OActivityLoggingEnabled.yml ¢ Ur'iee decision to also use a format that is more readable for
humans was based on experience gained in this and previous projects when working with non
technical individuals, whose support is also necessary in order to obtain more and better
metrics. The cosortium therefore agreed to also add this metric forntat the repository
allowing us to improve the collaboration withEMERALD as well as across projeetsich in

fact was one of the major topics when discussing about this new repository.

Our research revealed that metrics can be represented in different ways depending on their
level of abstraction, seBigure41. At one end of the spectrum is free, natural text that is not
subject to any rules. At the other end is the level variant, which requires technical expertise,
e.g., in the form of REGO policies as described atbtwwever, if pure free text is used, there is

a risk that the descriptions of different metrics will diverge greatly in nature, making them less
readable and therefore less useful overall, because it is more difficult to use them as a basis for
discussionfor example. We have therefore decided to use the glossary option, which is very
similar to free text but contains individual parts or words that, in our case, represent references
to the ontology or target values. This allows us to use the best of botldg:anetric creators

are given the freedom to write their descriptions for metrics freely at first. Then, in a second
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step, for example, with the involvement of ontology experts, the corresponding terms can be
inserted.

REGO policies are still indispensable because the assessment cannot (yet) function without them
and instead requires clear, purely machim@adable formulations. For this reason, the other two
files, metric.regoand data.json are also in place at least for all metrics used inVEERALD
Nevertheless, we expect an enormous performance boost in terms of creating new metrics, as
more stakeholders can now be included.

" Free text

* This metric assesses whether a database resource has an
at-rest encryption feature enabled

More human-readable

* Glossary

= This metric assesses whether a [Storage] resource has the
property [AtRestEncryption] set to [enabled==true]

* Logic language

= resource.type == storage;
resource. AtRestEncrypt|on enabled == true

More machine-readable

Figure4l. Spectrum of metric format
As an example, the metrisctivityLoggingEnablélolds the following three files:

1 metrics/LoggingMonitoring/ActivityLoggingEnabled/ActivityLoggingEnable
d.ymi

1 metrics/LoggingMonitoring/ActivityLoggingEnabled/data.json

1 metrics/LoggingMonitoring/ActivityLoggingEnabled/metric.rego

An example for a metric in the Glossary formattfvityLoggingEnabled.yijnis given irFigure

42. Each metric is visually divided into a metadata section and a configuration part. The required

fields for the metadata section aiid, description, category, versioandcomments Optional

field isimplementationGuidelineproviding additional information that is essential for certain

evidenceextractas.
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id: ActivityLoggingEnabled

description: This rule assesses whether any [Resource] has the [ResourcelLogging] property
[p1l:enabled] set correctly.

category: LoggingMonitoring
version: "1.0"

comments: Activity logging records actions taken on resources, capturing details about creats
update, and delete operations. It provides an audit trail that helps in monitoring usage,
troubleshooting issues, and ensuring compliance with policies acrossisaystems and platform

configuration:
pl:
operator: "=="

targetValue: True

Figure42. Gossaryexamplefor metric ActivityLoggingEnabled

Figure43 Shows a metric for thAMOEevidenceextractar which is currently under review. Here

you can see that first the name of thextractorA & 3JIABSYy o6a! ah9£0 FyR (K
information. In this case it is thguestionthat AMOEuses to search in a policy document. It is

planned to also addeywords(to further improve the quality of the result). Either both

information is inserted into a single strifigld, or it will be split into two separate fields.

id: PasswordRotationInterval
category: IdentityManagement

description: This rule assesses whether a [Resource] that offers the property
[SecurityFeature.Authenticity. PasswordBasedAuthentication], has [plivataterval] set correctly

implementationGuidelines:
AMOE: "What is the passwords rotation frequency?"
version: "1.0"

comments: This metric evaluates the rotation interval of passwords. It ensures that the intervi
to a sensible maximum valuehieh is 120 days as default.

configuration:
pl:
operator: "<="

targetValue: 120 # defined in days

Figure43. Glossary Example for an AMOE metric
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10.3 Workflow for Contributions

This subsection describes the workflow for adding, migrating or modifying metrics @M
It combines standard GitHub practices with projspecific automation so that new content can
be published quickly while still passing ontology and quality checks.

10.3.1 Preparation

We have already metrics that are defined in Excel sheets as well as respective REGO policies. At
the time of writing, there are, e.g., about 100 metrics currently stored inRI&M Also, from

Rlot 3 tools, i.e AMOE app telemetry andFSCwe have around 140 further metrics. In the past,

these sources were used to fill tiRCMdatabasemanually In theupcoming monthsmetrics

are beingpulled automatically from theCRMby the RCM e.g. in the boot up phase of an
EMERALD instance.

We created a serrautomated way to parse the metrics that are already defined in the excel
sheets to the repository as templates. For this purpose, a script was implemented for the 100
metrics already in placie the RCMas well as a script for the different pilot 3 metrics. The input
for these scripts is transformed text from the content of the excel sheets. For this pyrgese
used an LLM with respective prompts (because each excel sheets vary a little bit with the
information), resulting in a sergsiutomated but very efficient approach to generate templates

for these metrics. These templates can be found in specific branches already: one branch
containing templates for the migration of 100 metrics that are already in the*8©NE for the
AMOEmetrics? as well as one foFSGand App Telemetrynetric templates®. This process is
likely to speed up the creation of new and migration of old metrics significantly because
information like description and target values are already given. The main part of contributing
then is, beside adjusting minor things (small mistkn the usage of LLM or which are in the
Excel sheet already wrongly put in), to add the correct ontology terms and, if needed, expand
the ontology. This is why we decided for the workflow that sthytsreating issues and assigning

the best suited people who starts making modifications to the template (or create completely
new ones in the future).

Metrics for other pilots are planned tbe created in the upcoming months The baseline for
these metrics is &igh priority selection of controls they want to be compliant witlwvhich is
the outcome of work done in previous general assemblies and further meetings with the pilots.

10.3.2 How to Contribute

The contribution includes creating a pull request to track changes and add comments and to be,
this is the last and important step, reviewed by experts of the ontology. One possibility is as an
assignee to do all the work except for the ontology pamt then, the ontology experts can
overtake. The experts meet regularly to complete the reviews in a joint effort, avoiding mistakes
and give room that is needed for discussion about the ontology terms, possible ontology changes
or additions. To keep track wdh contributions are coming from EMERALD, we use labels in
GitHub. Labels in GitHub allows to tag issues and pull requests to give meta information.

There are two preferred ways to contribute. Option 1 is to become a member of the
organization, which allows you to create a PR on the repo, among other things. The second
option is to create a fork and submit a PR from your private fork. In any casénpartant to

“https://github.com/CybersecurityCertificationHub/securitymetrics/tree/migratingemerald
metrics/addskeleton
S0https://github.com/CybersecurityCertificationHub/securitymetrics/tree/amoemetric-templates
Sihttps://github.com/CybersecurityCertificationHub/securitymetrics/tree/fscapptelemetrymetric-

templates
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do this if there is no issue for the metric yet (a lot of issues have already been created to speed
up the start). Then, regardless of option 1 or 2, the first thing to do is to mark the respective
issue so that two people doot accidentally work on the issue at the same time. To do this,
simply assign yourself (use the corresponding option in GitHub). Alternatively, if, for example,
permissions are missing, it is sufficient to submit a PR. This way, it is immediately apparent i
the issue list that someanis already working on it.

An assignee can then use the prepared templates by checking out the respective branch (see
above) and copng them into the new created branch. All fields must be checked for minor
errors that resulted in the preparation phase or that have been already present in the Excel
sheets. If possible, the assignee can already think of potential ontology terms or, tathéas

of which resources and properties this metric is addressing in general. Even the latter case
improves the review work of the ontology expe tremendously since they only need to
substitute the given objects by the real ontology terms butndb have to do the whole search

from scratch.

Uponanapproved Pull Request, the commits will be merged into the main branch and EMERALD
as well as other users of this repository can use this metric adhering to the ontology.
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11 Conclusions

In this deliverable, we have provided a comprehensive overview dirtaéimplementation of

the WP3 components within the EMERALD project. This includes detailed functional and
technical descriptions, delivery and usage instructions, and associated documentation for each
component: ClouditorOrchestrator ClouditorAssessmentClouditorEvidence StoreMapping
Assistant for Regulations with Intelligen@¢ARI),ClouditorEvaluation Repository of Controls

and Metrics(RCM), andrustworthiness SystefMWS)In addition, we described the common
repository for metrics which was created to collaborate easier with other projects using the
same metric format.

The primary goal of this deliverable is to document the implementation of the WP3 components,
ensuring that they are effectively integrated and operational within the EMERALD framework.
By achieving this, we aim to facilitate the development dE@mplianceasa-Service (CaaS)
framework for continuous certification of harmonized cybersecurity schemes.

The key contributions of this deliverable include tfieal implementation of the WP3
components, addressing key results such as CERTGRAPH (KR2), OPTIMA (KR3), MULTICERT
(KR4), and INTEROP (K&a3 well as the introduction of th€ollaborative Metrics Repository

(CMR) This progress is measured using the key performance indicators (KPIs) defined in the DoA

[1].

With the delivery of this second implementation (D3.4, M24) the WP3 components are now
functionally complete. The immediate next step is their systewel validation inside the fully
integrated EMERALD platform; the results (and any fixes that emerdédjewitported in D3.6

¢ Integrationv2 (M27). Once this internal validation has been signed off, the project will move
to pilot validation, putting the WP3 toolbox to work in reabrld scenarios together with the
three pilots. Feedback from both phasediiéed a short consolidation round that addresses
residual bugs and minor feature requests. The outcome of this round will be released as a final
maintenance version in month 32, ensuring the WP3 software reaches project close fully
validated and aligned A G K 9a9w! [ 5Q4 202S00GAGSad
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