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Executive Summary

The EMERALD UI/UX (user interface/user experience) offers the user interface (Ul) and user
experience (UX) to address the vision of Compliance-as-a-service (CaaS) and its continuous and
lean re-certification aspects with a focus on the pilot partners and component owner’s needs.
The goal of compliance-as-a-service is to develop an integrated, easy to use, and fully-fledged
Ul/UX for the EMERALD solution.

This deliverable D4.4 is related to WP4 - User interaction and user experience development and
presents the final results regarding T4.3 - Designing a user interaction and user experience
concept. The document describes the applied methodology for deriving the user interaction
concept and the user interface by considering the needs from the pilot partners as well as the
component owners. The deliverable also presents two sets of paper-based mock-ups of the
EMERALD Ul/UX that were developed and presented in D4.3 [1], and the final version of the
clickable mock-ups.

In more detail, this deliverable presents the following results:

e Methodology: The whole co-creation and co-design approach used for developing the
EMERALD UI/UX. The methodology used brought together the needs of the pilot
partners and the available EMERALD components including the features and
functionality from the technological component owners.

e The final user journeys: Based on the different workshops, we present the final user
journeys aligned with the developed personas and scenarios.

e Clickable mock-ups: We present the final workflow for the EMERAD Ul. Additionally, we
present the final version of the clickable mock-ups for the integrated EMERALD ULI.

e Validation: We present the results of a Ul Validation of the clickable mock-ups by the
consortium partners as well as the insights we received from the EMERALD Expert
Advisory Board.

This deliverable concludes the work done in T4.3 - Designing a user interaction and user
experience concept (M24). The clickable mock-ups serve as guideline for implementing the
EMERALD Ul in T4.4 - Technical implementation of EMERALD UlI.
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1 Introduction

The EMERALD UI/UX offers the user interface (Ul) and user experience (UX) to address
compliance-as-a-service (CaaS) and its continuous and lean re-certification aspects with a focus
on the user’s needs. The user experience (UX) is the overall experience a user has when
interacting with a product, focusing on understanding their needs, behaviours, and pain points.
It aims to design intuitive, efficient, and satisfying experiences through factors like usability,
accessibility, information architecture, and interaction design. The Ul, on the other hand, deals
with the visual and interactive aspects of a product, such as layout, typography, buttons, and
colour schemes. Its goal is to create an appealing and easy-to-navigate interface, helping users
quickly find what they need and complete tasks efficiently.

In this deliverable, we present the final version of the clickable mock-ups for the integrated
EMERALD UI/UX. Different methods were applied and different activities and workshops were
conducted bringing together the insights gained from the EMERALD pilot partners and the
EMERALD component owners. The goal of the EMERALD Ul is to provide the EMERALD target
users a seamless user experience for continuous auditing in the cloud cybersecurity domain,
offering easy-to-use and explainable workflows to support the auditors’ work and the audits
conducted.

This section sets this deliverable into the context of the overall EMERALD project, presents the
goal of the deliverable, as well as the target audience and the document structure. It also
summarizes the final results of task T4.3 - Designing a user interaction and user experience
concept.

1.1 About this deliverable
This deliverable is related to the project’s key results (KR6), defined in the DoA [2] as:

“KR6: EMERALD UI/UX - User experience for complexity reduction: A user interaction concept
and conducted studies to show what information each user needs in an audit process. The
concept shall lead to a user interface (Ul), which is tailored to the users’ needs during all stages
of an audit and guides them through the process of identifying problems top down — from high
level requirements down to specific implementation in documents (e.g., policies) or technical
specifications.”

This deliverable summarizes the final results tailored to reach key result KR6 of the project. It
presents the methodological approach taken to develop an integrated user interface for
EMERALD and presents the final concrete outcomes regarding 74.3 - Designing a user interaction
and user experience concept. These outcomes consist of paper-based and the final clickable
mock-ups on how the EMERALD Ul/UX should look, covering the perspectives of the pilot
partners as well as the component owners of EMERALD.

Different methods have been used and applied for developing the EMERALD Ul, consisting of
three major iterative approaches and following a co-design, participatory, and contextual design
approach:

¢ Interviews with the pilot partners: A series of interviews and focus groups with the pilot
partners was conducted to derive insights about the working processes and tasks in the
respective companies. From the insights gained, a first set of paper-based mock-ups was
developed.

e Development of personas, scenarios and user journeys: Different workshops with
project partners were conducted for developing personas, scenarios, and user journeys.
Especially the user journeys were used for developing concrete interactions of a
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respective persona with the EMERALD Ul to fulfil specific tasks. The insights from the
user journeys helped to improve the paper-based mock-ups.

e Individual workshops with the component owners: Different workshops were
conducted with the individual EMERALD component owners to investigate which
information the different components offer and how to integrate them into the
EMERALD user interface. The paper-based mock-ups were used as a baseline, and after
having discussed them, the clickable mock-ups of the EMERALD Ul were developed.

e Further workshops: To continuously improve the EMERALD UlI, further workshops were
held with the pilot partners and technical component owners. Our goal was to elicit all
necessary and relevant information from all stakeholders involved to gather their
feedback and new insights, to clarify misunderstandings, and allow their input to be
integrated throughout the whole design phase.

The target audience of this deliverable is twofold:

e First, all EMERALD partners: The pilot partners, as their employees including compliance
managers, internal control owners and auditors, are the target groups of the EMERALD
project. The technical partners, because their components and the corresponding
outputs will be connected to and presented in the EMERALD UI.

e Second, this document is also targeted to the broader EMERALD target users (e.g.,
potential end-users, strategic partners, communities, or policymakers) who are
interested in socio-technical design, co-creation, and co-design. For them, it will provide
some guidance and concrete examples on how to elicit knowledge from people with
different backgrounds (e.g., interviews, workshops) and derive mock-ups that are
iteratively refined with the target users. It shows how to carry out a user interface
development process that corresponds to the needs and wishes of the target users.

The goal of this deliverable is to present the applied methodology as well as the final version of
the clickable mock-ups for the EMERALD Ul.

1.2 Document structure

The document is structured as follows: After the introduction section (Section 1), Section 2
presents the overall methodology used for fulfilling the objectives of Tasks 4.3, and includes
separate sub-sections for each step of the methodology taken to describe the different phases
of the development of the EMERALD UI/UX.

The subsequent sections —Section 3, Section 4, and Section 5 - present the achieved results in
detail. Section 3 presents a short summary of the final set of personas and scenarios, followed
by a detailed description of the developed user journeys, including the interaction of the
personas with an EMERALD Ul. As a starting point for developing the clickable mock-ups, a set
of paper-based mock-ups were developed; these have not been further refined because with
the change to Figma all relevant mock-ups were added there; therefore the paper-based mock-
ups are presented in APPENDIX A: Mock-ups derived from Interviews with Pilot Partners,
APPENDIX B: Mock-ups derived from the interviews, and APPENDIX C: User Journeys and paper-
based Mock-ups. Section 4 presents a summary of the clickable mock-ups along a workflow
process covering all relevant features of the EMERALD solution. Additionally, we present the
user rights along the personas developed. Section 5 presents some first validation results gained
from the EMERALD consortium as well as feedback received from the External Advisory Board
(EAB).

Finally, Section 6 concludes the report with the major results achieved in T4.3.
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The results presented in D4.3 [1] regarding the paper-based mock-ups that were derived from
the interviews and focus groups conducted with the pilot partners and which served as starting
point are included for completeness sake in APPENDIX A: Mock-ups derived from Interviews with
Pilot Partners, APPENDIX B: Mock-ups derived from the interviews, and APPENDIX C: User
Journeys and paper-based Mock-ups.

1.3 Technological Advances from the MEDINA project

The EMERALD project builds on the foundations of the earlier MEDINA project: Security
framework to achieve a continuous audit-based certification in compliance with the EU-wide
cloud security certification scheme (GA 952633) [3], a Horizon 2020 research and innovation
action. In MEDINA, a range of technical components were developed, but they largely operated
as standalone tools. Most had individual user interfaces, yet there was no unified framework to
bring them together.

EMERALD advances this work by pursuing one of its central objectives: the creation of an
integrated user interface (Ul). This Ul consolidates the MEDINA components—further enhanced
within EMERALD—into a single, coherent compliance-as-a-service framework. Crucially, the
EMERALD Ul is not designed in isolation. It is tailored to the needs of all pilot partners through
a co-design and co-creation process, ensuring usability and practical relevance. Unlike MEDINA,
where such participatory design was not foreseen, this approach has significantly strengthened
EMERALD’s outcomes, delivering a more user-centred and impactful solution.

1.4 Updates from D4.3

This deliverable evolves from D4.3 [1]. Our ultimate goal is to make this deliverable self-
contained. Therefore, several sections that have not been changed have been directly taken
over from D4.3. Other parts that have been developed during the last year are new. To simplify
the tracking progress and updates from the previous version, Table 1 briefly summarises the
changes and additions to each section of the document.

Table 1. Overview of Deliverable Updates with respect to D4.3

Section Changes

1. Introduction It is based on the text from D4.3 but enhanced with the new
achievements and results.

2. Methodology This section was updated; all further activities that have taken place
between M12 and M24 of the project have been added.

3. User Journeys This section was updated and restructured; reworked and improved
user journeys were added there. The originally developed paper-
based mock-ups have been moved to the Appendixes to make this
section clearer.

4. Clickable Mock- | This section was completely updated and covers a detailed description
up of the developed UX workflows and most of the screens of the
clickable mock-up.

5. Validation This section is new and presents first insights from some Ul testing
with EMERALD’s target users and feedback from the EAB.
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2 Methodology

The overall methodology of WP4 follows a co-design, participatory and contextual design
approach (see [4], [5], [6], and [7]) using different methods such as interviews, workshops, and
mock-ups development. A co-design strategy like this seeks to close the communication gap
between target users, technology developers, and designers. This method, which came forth as
a result of designers and end users working together, moved the emphasis from just making
things to taking care of users' requirements [7]. Similar ideas are emphasized by terms like "co-
design", "participatory design" and "contextual design", which emphasize the active
participation of all stakeholders to satisfy organizational and individual goals [8], in accordance
with software developers. Giving end users a voice during the development of the software they
will use can be seen as an empowering act [7]. Co-creation involves shared creativity [6], while
co-design applies this creativity throughout the entire design process [6]. Throughout the whole
development process, active user participation is encouraged, creating a hybrid space that
combines users’ and developers’ knowledge and feedback. This shift from "user as subject" to
"user as partner" has changed stakeholder roles [6], with users potentially becoming meta-
designers and researchers acting as facilitators. Co-design is characterized by iterative learning
processes involving all relevant stakeholders. In EMERALD’s case the stakeholders consist of the
pilot partners, and an external auditor company (DNV/NIXU) (as end users), the component
owners (as software developers), as well as the members of the External Advisory Board (EAB).

Mock-ups were used in industrial design long before they were used in software design
processes [9]. In the middle of 1990s, a number of well-known companies adopted paper
prototyping in their product development process [10]. Prototypes were already taken into
consideration by Floyd [11] as a way to help software developers and customers communicate
and provide feedback, and by Ehn [12], who regarded prototypes as a way to help designers as
well as a way to involve non-experts in the design process. According to Bgdker and Grgnbaek
[8], the goal of cooperative prototyping is to start a design process where users and designers
actively and creatively work together to create a prototype, with the goal of giving users the
chance to experiment with it and to try it out.

In software development, mock-ups and clickable prototypes are essential tools that facilitate
the visualization and testing of a product before full-scale development [10]. Mock-ups are static
representations of a user interface, providing a detailed visual design without interactive
elements. They help stakeholders and developers understand the look and feel of the final
product. Clickable prototypes, on the other hand, are interactive models that simulate the user
experience by allowing users to click through the interface as they would in the final product
[13]. These prototypes are crucial for usability testing, enabling early detection and resolution
of potential issues. Utilizing these tools not only improves communication among team
members but also accelerates the development process by providing clear guidance and
reducing the need for extensive revisions.
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Figure 1. Overall Methodology for developing the EMERALD UI.

The application of co-design as the overarching technique for WP4 activities was viewed as a
feasible way to close the gap between the EMERALD pilot partners and technology partners in
order to create an advanced EMERALD UI/UX that satisfies their respective needs. The overall
goal is to have a fully developed user interaction and user experience concept that can be
validated regarding its usefulness and acceptance together with the target groups.

Figure 1 presents the methodology applied for developing the EMERALD Ul so far. The first
mock-ups were developed with the insights gained from the pilot partners —the EMERALD target
users. These mock-ups were then iteratively refined with the component partners — the
EMERALD technology partners. In more detail:

e Pilot partners: In spring 2024, we conducted a series of interviews with the pilot
partners (see D4.2 [14]). From these interviews, a first set of paper-based mock-ups
were developed (see APPENDIX A: Mock-ups derived from Interviews with Pilot Partners
and APPENDIX B: Mock-ups derived from the interviews). These paper-based mock-ups
were then used in the first Persona, Scenario, and User Journey Workshop to develop
concrete User Journeys for three personas. After the workshop, the paper-based mock-
ups were reworked, and new mock-ups were developed so that the EMERALD can fulfil
the activities developed in the workshop (see APPENDIX C: User Journeys and paper-
based Mock-ups). From autumn 2024 until March 2025, we conducted further
workshops with the pilot partners. We conducted process workshops (see D4.2), to
better understand the audit preparation processes. In these workshops, we also
presented the clickable mock-ups to collect feedback and input to improve the mock-
ups. From June 2025 to September 2025, we conducted further workshops with the pilot
partners regarding the reporting functionality. Again, during these workshops, we
presented the latest status of the clickable mock-ups and asked for feedback and input.

e Component owners: Subsequently, a series of workshops was conducted with the
individual component partners of EMERALD. Two workshops were conducted with each
component partner. In the first workshop, the EMERALD component was presented,
followed by a discussion on how to integrate the component into the EMERALD UL.
Based on these discussions, the existing paper-based mock-ups were elaborated in-
depth and implemented in Figma® (see Section 4). During autumn 2024 and summer
2025, we conducted further workshops with the component owners. The goals were to
discuss the clickable mock-ups, the integration of the respective components and to
identify potential gaps.

! Figma: https://www.figma.com
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2.1 Interview with Pilot Partners

With these interviews, we aimed to elicit UX/UI requirements for EMERALD by engaging our
target user groups, i.e., (internal) auditors, chief information security officers (CISO), compliance
managers. Through the interviews, in-depth insights about the target users' working tasks and
activities regarding continuous cloud auditing processes were elicited. Thus, we aimed to gain:
i) a solid understanding of the work of our target users in general, ii) activities and tasks relevant
to the certification process of cloud computing systems, iii) insights on how EMERALD could
support these working activities, iv) insights about the target users’ expectations regarding the
EMERALD Ul, v) insights about existing pain points, and vi) insights about the users’ background
knowledge, especially regarding artificial intelligence (Al) (as some parts of EMERALD will use Al
technologies).

After having analysed the interview results, the first set of work processes were derived, and an
initial set of requirements was developed — more details can be found in D4.2 [14]. Moreover, a
first set of paper-based mock-ups were created that served as an initial starting point for the
future EMERALD UI/UX.

A detailed description of the interviews, the derived work processes and the corresponding
UI/UX requirements can be found in D4.2 [14].

2.2 Personas, Scenarios, and User Journeys Workshops

Based on the insights gained from the interviews and the focus groups, e.g., what the audit
preparation processes and audits in general look like, which persons and roles are involved in
these processes and what information is needed, a first Personas, Scenarios, and User Journey
workshop was organised. Table 2 gives an overview of the conducted workshops. The goal of
these workshops was to develop detailed personas, scenarios, and user journeys on how the
target groups will use the EMERALD Ul/UX and which functionalities should be available. Details
about the final developed personas and scenarios can be found in D4.2 [14].

Table 2. List of the Personas, Scenarios and User Journeys Workshops

Personas & Scenario Date Type Workshop Results

Workshop

Personas, Scenarios and User 05.06.2024 | Online in Development of 4 Personas:

Journeys Workshop Part | MS Teams | Emerson, Riley, Dylan, Charlie

Personas, Scenarios and User 12.06.2024 | Online in Development of 3 Scenarios

Journeys Workshop Part Il MS Teams | for Emerson, Dylan, Charlie

Personas, Scenarios and User 13.08.2024 | Online in Development of 2 Personas

Journeys Workshop with MS Teams | and 2 Scenarios for Jarkko and

NIXU/DNV Eero

Personas, Scenarios and User 07.10.2024 | Online in Development of 1 additional

Journeys Workshop Part IlI MS Teams Persona, Morgan, and all
missing scenarios

After having created personas and scenarios, user journeys can be easily developed [15]. User
journeys illustrate how a user interacts with a system step-by-step, incorporating their emotions
to identify the needs of the intended application or tool. User journeys help designers and
businesses understand the user's needs, motivations, and potential pain points throughout their
interaction. This visual representation can highlight gaps in the user experience, leading to
targeted improvements in functionality and satisfaction. By employing techniques like journey
mapping, organizations can better empathize with users and refine their offerings to enhance
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usability and engagement [16], [17]. Consequently, well-crafted user journeys are instrumental
in fostering user-centric development and driving successful outcomes.

2.2.1 Procedure

To invite participants to the workshop, we contacted the pilot partners and all members of WP4
and WP5 by email. The Personas, Scenarios, and User Journeys workshop was conducted online
using MS Teams. To facilitate collaboration, we used Miro?, an online collaborative whiteboard.

The first workshop was conducted on two different days, i.e., in two parts (see Table 2). In the
first part of the workshop, four different personas were developed. In the second part of the
workshop, for three out of the four personas, concrete scenarios were developed. More
information about the personas and the scenarios developed in the Personas, Scenarios, and
User Journeys Workshop Part | can be found in D4.2 [14].

Personas, Scenarios, and User Journeys Workshop Part ll: The second part of the workshop was
attended by 9-11 participants. After the development of the three scenarios for the personas
Emerson, Dylan, and Charlie, three corresponding User Journeys were developed. To do so, we
asked the participants to divide each scenario into individual steps. For each of these individual
steps, the participants were asked to describe the interactivity of the persona with the EMERALD
UL. For this task, they should consider the prepared paper-based mock-ups — either as inspiration
for the interaction with the EMERALD Ul or to add concrete suggestions or ideas of how the
EMERALD mock-ups should be further developed or which functionalities to add. To guide the
development of the User Journeys, we developed a template (see Figure 2) consisting of three
parts:

e Scenario steps: the upper part of the template allows to split the scenario into different
steps (see Figure 2, point 1).

e Interaction with the EMERALD Ul: For each step of the scenario, a description of the
interaction with the EMERALD Ul should be added (see Figure 2, point 2).

e Mock-ups: Below we have added some mock-ups that might fit to the corresponding
scenario (see Figure 2, point 3).

2 Miro: https://miro.com/
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User Journey x: Name

|\

Scenario:

t
EMERALD:

Mock-ups

Figure 2. Template for developing the User Journeys

Personas, Scenarios & User Journey Workshop with NIXU/DNV: The Workshop with NIXU/DNV
was held in August 2024. This workshop was conducted online in MS Teams, and we used Miro
again to facilitate the collaboration.

Before the workshop, we updated the EMERALD Miro board to support the development of
personas. In a brief meeting with NIXU/DNV colleagues, we explained our goals, the use of the
board, and introduced two templates from previous workshops. They then created personas
and scenarios independently. In the following workshop, we reviewed and refined their work,
resulting in two new personas: Jarkko, a lead auditor, and Eero, a technical auditor, both from a
consulting company presented in D4.2 [14]. In this workshop, no user journeys were developed.

Final Personas, Scenarios & User Journey Workshop Part lll: Twelve participants attended the
final workshop. Before inviting all EMERALD partners, we reviewed D5.1 [18] to identify
stakeholders involved in the pilot setup. We compiled a table of these stakeholders and, with
the consortium, determined which were relevant to EMERALD and which were missing. This
informed the final workshop, where we used a structured Miro board to address remaining
gaps—one persona, several scenarios, and especially all user journeys—using templates
documented in D4.2 [14] (Figure 2) and D4.3 [1] (Figure 2).

Table 3 reflects the final status upon completion of all workshops, including all developed user
journeys.

Table 3. Status Overview of the Development of Personas, Scenarios and User Journeys.

Roles Notes Personas Scenarios User Journeys
o O Compliance Manager | Ul/UX: they will be Riley 5 4
g & | Compliance Manager | merged inone role Emerson 1 1
%_ S | for financial services | inthe EMERALD Ul
E 2 |
- nternal Control
- D 1 1
©a Owner ylan
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Roles Notes Personas | Scenarios | User Journeys
One role covering
all technical roles
B § . including the
c 9 Technical metric
£ . Morgan 2 1
S E Implementer implementer,
= g developers, etc.
(Old name: Metric
Implementor)
o Internal Auditor - Charlie 1 1
L 9
©
% E External Lead Auditor | yj/UX: they will be Jarkko 4 4
S .
2 x External Technical merged in one role
P Auditor in the EMERALD Ul Eero 2 2

The workshops resulted in altogether 14 different user journeys. We will present all of them in

detail in Section 3.

2.3 EMERALD UI & Component Owner Workshops

Following interviews and focus groups with pilot partners, along with workshops focused on
personas, scenarios, and in particular, user journeys, we launched a dedicated workshop series
involving all EMERALD component owners (see Table 4). The goal of this workshop series is to
find out how to integrate all EMERALD components into the EMERALD UL.

Table 4. Overview of the Workshops: EMERALD Ul & Components

(ALL)

Component (Owner) | Part| | Part i | Part Il Part IV
Workshops with Major Component Owners
AMOE (FABA) 31.07.2024 22.08.2024
Orchestrator (FhG) 31.07.2024 11.10.2024
MARI (CNR) 23.07.2024 09.10.2024
RCM (TECNALIA) 24.07.2024 10.09.2024 17.10.2024 | 10.02.2025
TWS (TECNALIA) 01.08.2024 26.08.2024
Workshops with Evidence Extractor Component Owners
eknows-e3/Codyze (SCCH / 09.10.2024 10.12.2024
FhG)
AI-SEC (FhG) 30.10.2024
Clouditor Discovery (FhG) 07.11.2025
Additional Workshops
All Component Owners 12.02.2025
Self-Assessment Questionnaire | 13.03.2025 09.5.2025 26.05.2025
- EUCS (TECNALIA)
Audit Scope Ul (WP4) & 07.04.2025
Exploitation Workshop (WP6)
(FABA)
Audit Scope (FhG & FABA) 09.04.2025 04.06.2025
Further Functionalities and 18.09.2025
Features (FhG & FABA &
TECNALIA)
Final Mock-ups Workshop 23.09.2025
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2.3.1 Workshops with Major Component Owners: Procedure

To set up the workshop series, we sent out an invite to the EMERALD component owners of
AMOE (FABA), Orchestrator (FhG), MARI (CNR), RCM (TECNALIA), and TWS (TECNALIA). We
asked them to fill in a Doodle to schedule two dates for each component. The first workshop
date for each component meeting (Workshop — Part 1) was set for the last two weeks of July and
the beginning of August 2024. The second workshop series (Workshop — Part Il) took place at
the end of August and mid of September 2024. In all workshops, we used Miro® as an online
collaborative whiteboard. With TECNALIA & RCM we conducted an additional workshop in
October 2024 (Workshop Part Ill) and another one in February 2025 (Workshop — Part V).

Workshop (Part 1): Each workshop followed the same structure. At the beginning of each
workshop, we presented the goal of the workshop namely to find out how to integrate the
EMERALD component into the EMERALD Ul. For each of the components, we created a Miro
board with three different frames as presented in Figure 3. In the first Miro frame, we shortly
summarized the purpose of the respective component. During the initial discussion round, we
engaged with each component owner to confirm our understanding of their component’s
purpose and to uncover any uncertainties. Following this, we engaged with each component
owner to explore Ul integration from two perspectives: first, the setup process of the
component, if necessary, and second, its integration into the Ul during user interaction.

o “Set-up” of the component: In the second frame of the Miro Board, we made available
predefined mock-ups of the EMERALD landing page, possibilities to set up EMERALD, as
well as neutral mock-ups. Then we discussed with the component owner step-by-step
what was needed for setting up the component (if necessary), asking questions such as:
Which information is needed to set up the component? Which information should be
presented in the UI? Which functionality should be offered by the UI?

e  “Working” with the component: In the third frame, we added on the one hand mock-
ups we have prepared regarding how we thought the component could be integrated
into the Ul. On the other hand, we again added empty mock-ups to leave room for
innovation and creativity. Again, we asked similar questions regarding the visualisation
and functionality.

Workshop (Part Il): The goal of each follow-up workshop was to present the created clickable
prototypes developed in Figma* to discuss if they work in a way that is in line with what the
component owners would like to have and if the prototype fulfils all required functionalities.
Similar to the first workshop, we first presented the results from two perspectives — the set-up
phase (where applicable) and the working phase. As those phases were strongly dependent on
the different components, the workshops were tailored to the component owners’ needs and
the component’s integration into the Ul. For example, to set up a cloud service, registered
evidence extractors need to be added to the cloud service to retrieve the assessment results
from Clouditor-Orchestrator. For AMOE no set-up is necessary, and it must be possible to upload
the respective policy documents for the different controls or schemes.

Workshop (Part Ill): Based on the workshops done before, we met again to discuss with the
project partners the implementation of the MARI and RCM Tool in Figma. We clicked step-by-
step through the respective mock-ups, to see if we understood the partners’ needs correctly.
We received a lot of feedback and further suggestions on how to improve the integration and
how to combine the smooth interplay between both tools.

3 Miro: https://miro.com/
4 Figma: https://www.figma.com
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Workshop (Part IV): After several months, when the clickable mock-ups had been significantly
improved, we reconvened the workshop. Again, we went through the clickable mock-ups to
discuss if their implementation fulfils the needs of the component owners of RMC and MARI.
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Component: Trustworthiness System
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Figure 3. Example of a prepared Miro board for TWS with the three different frames
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2.3.2 Workshops with Evidence Extractor Component Owners: Procedure

In autumn 2024, we got in contact with the owners of the different evidence extractors to find
out to what extent the evidence extractors could or should be integrated into the EMERALD UI.
For eknows-e3 (SCCH) and Codyze (FhG) two meetings were conducted, while for Clouditor
Discovery (FhG) and AI-SEC (FhG) only one meeting was necessary. In all meetings, we presented
the current status of the clickable mock-ups to the participants and how we envisioned
integrating the evidence extractors. Thereupon, we started a discussion with the participants,
collected their input and feedback. Afterwards, we implemented the requested changes and
presented the results either in a second workshop meeting or in a bi-weekly WP4 meeting.

2.3.3 Additional Workshops with Component Owners: Procedures

Workshop with all component owners: In February 2025, we invited all component owners to
participate in an online workshop. In this workshop, we presented the current status of the
clickable mock-ups to the component owners and guided them step-by-step through the
different parts of the EMERALD UI. For each part, we asked them for feedback about how we
integrated the respective components in the Ul, if something was missing, if something else was
needed or if they had other ideas. All feedback received was noted down and later implemented
in the clickable mock-ups (if feasible).

Audit Scope Workshops with FhG and FABA: At the General Assembly Meeting in Pisa (March
2025), a discussion was initiated on how to improve the audit scope view as it did not represent
all relevant stati necessary for continuous compliance-as-a-service for cloud services.
Subsequently, several meetings took place. The first meeting was conducted in April 2025 in
Graz with FABA, to get a better understanding of what the audit scope views need to provide to
offer a) the possibility to manage the implementation of the controls and b) to offer continuous
compliance-as-a-service. Based on these discussions, we prepared a Miro Board — as depicted in
Figure 4 — for the next Audit Scope Workshop together with FhG and FABA (April 2025). In this
workshop, we discussed the current implementation of the audit scope views and made
decisions on how to improve and change them. After having implemented all the discussed
points in the clickable mock-ups, we conducted a follow-up meeting in June 2025 with FhG and
FABA, where we presented all changes conducted to check if the audit scope views were tailored
to accommodate the whole spectrum of a compliance-as-a-service platform. Overall, we came
to a final audit scope view that serves all expectations and needs of the component owners and
the pilot partners.

Further Functionalities and Features with FhG & FABA & TECNALIA: In this workshop we
discussed some specific functionalities and features to clarify if the last changes made in the
mock-ups were correct and if something was still missing. We discussed topics such as:
MARI/RCM Setting page, History functionality for the certification scheme and audit scope, as
well as the audit scope reports. Relevant feedback received was integrated into the mock-ups.

Final Mock-ups Workshop: For the final mock-ups we invited the whole EMERALD consortium.
Altogether 10 people participated in the workshop coming from FABA, TECNALIA, CNR, and
SCCH. In this workshop we went through the whole clickable mock-ups, showed all features and
functionalities to collect final feedback form all consortium partners. Afterwards, the feedback
we received was integrated into the mock-ups.
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Figure 4. Prepared Miro Board for discussing the Improvements of the Audit Scope Views
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Self-Assessment Questionnaire Workshops with TECNALIA: One requirement for the EMERALD
Ul was the provision of a self-assessment questionnaire for EUCS, which is implemented by
TECNALIA. Altogether, we setup 3 different workshops for discussing this questionnaire. In the
first workshop, TECNALIA presented the self-assessment questionnaire implemented in the
MEDINA project [19], which served as starting point for the clickable mock-up views. Based on
these insights, a first version of the questionnaire was implemented and discussed in a meeting
mid of May 2025. In this workshop, further requirements about functionalities that the
questionnaire should provide were discussed. After having implemented all changes in the
clickable mock-ups, another workshop meeting was setup with TECNALIA, to see if the self-
assessment questionnaire fulfilled all functionalities and features. After this meeting, we also
got some additional requirements for the questionnaire via email and implemented them as
well.

2.4 EMERALD Ul & Pilot Partner Workshops

In parallel to the different types of workshops with the component owners, we also conducted
different workshops with the pilot partners.

Table 5. Overview of the Workshops: EMERALD Ul & Processes & Reports

Pilot Partners | Part | Part Il
Workshops about the Ul and Processes

Workshop for Ul and processes (CF) 14.11.2024 25.02.2025
Workshop for Ul and processes (FABA) 24.02.2025 04.03.2025
Workshop for Ul and processes (DNV/NIXU) 28.02.2025 07.03.2025
Workshop for Ul and processes (CXB) 04.03.2025

Workshop for Ul and processes (IONOS) 05.03.2025

Presentation of pilot partner processes (TECNALIA) 03.04.2025

Workshops about reports

Mock-ups Review and Report Workshop (FABA Mind | 14.07.2025
breeze)

Mock-ups Review and Reports Workshop (FABA) 16.07.2025
Mock-ups Review and Reports Workshop (CF) 16.07.2025
Mock-ups Review and Reports Workshop (IONOS) 24.07.2025

2.4.1 Workshop for Ul and processes - Procedure

From the interviews conducted (see Section 2.1), we were able to derive simple processes of the
audit (preparation) processes, without and with EMERALD support. To elaborate on these
processes, we conducted a series of workshops with all pilot partners IONOS, CF, FABA, CXB and
DNV/NIXU. We refined the initial simple processes and created two workflow representations—
without and with EMERALD support—for each pilot partner and for the auditors. These were
visualized on individual Miro boards. From these, we derived an initial blueprint process
intended to unify all partner workflows.

In February/March 2025, we conducted EMERALD Ul and process workshops (see Table 3) with
each partner and the auditors to review and refine the EMERALD Ul and the respective
workflows. Based on the collected feedback, we adapted the processes and asked participants
for final confirmation. The final versions of the simple processes, workflow processes and the
EMERALD blueprint were presented in D4.2 [14]. The feedback we got from the pilot partners
and NIXU/DNV regarding the EMERALD Ul was implemented in the clickable mock-ups (see
Section 4).
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2.4.2 Mock-ups review and report workshops - Procedure

In July 2025, we invited the pilot partners and DNV/NIXU again to another series of workshops,
aiming at presenting the current version of the EMERALD Ul to them. Additionally, we discussed
with them which information regarding the audit scopes and the compliance status of controls
should be available in downloadable reports (e.g. reports for internal or external audits). To
support the discussions about the reports with the pilot partners and DNV/NIXU we again
prepared a Miro board (see Figure 5) showing some of our ideas of how such a report could look
like. Together with the participants, we discussed the suggestions and adapted them accordingly
with the participants’ needs and suggestions. More details about the developed reports are
presented in Section 4.5.3.4.
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areas of compliance, identifies any noncompliance issues and can be created anytime troughout the

Audit Report: Document compiled by auditors, summarizes the findings of the audit process. It outlines

process.

Monthly Audit Report  Track Record of Evidence

Monthly Audit Report
June 2025

43%
Compliance Status

Monthly Audit Report
May 2025

43%
Compliance Status

Compliance Status

Categorisation of the Service

Monthly Audit Report
April 2025

43%
Compliance Status

43%
Compliance Status

003%
| ¢ NoData available

[ Download Report

43% 57%
\/ Compliant x Non-compliant

43%
Compliance Status

\/ 43% 57%
Compliant Nen-compliant

003%
No Data available

Download Report

4% 57% 43% 57%
| Compliant Non-compliant Vv {:o-f:;?anz x Non grrpham Comphiant Non-compliant
0,03% 0.03%
‘ = NoData available ogﬂug‘u:g No Data available
| T |
Monthly Audit Report Monthly Audit Report Monthly Audit Report
March 2025 February 2025 January 2025

43%
Compliance Status

43% x 57%
Compliant Non-compliant

003%
No Data available

Download Report

Audit Report Track Record of Evidence

Compliance Status Categorisation of the Service

FROM

| TO

D <

v

MANAGEMENT

Compliance Status <

~

Download Report

Description &

Limit access to information and infermation processing facilities

IAM-08 PROTECTION
» AND STRENGTH OF
CREDENTIALS

_— Adequate authentication mechanisms are used in to be granted access to any enviorment and

within an environment

v 1AM-08.3 x The CSP shall require users to whom authentication credentials are provided to sign a
declaraion in...
v Seneh e siorage hentication 11/12/2024 0910
v o/ Codyze Serverjava 11/12/2024 12110

Commit date: 11/12/2024 12:05:35

Commit hash: 3b15¢584
Extraction date: 11/12/2024 12:10:12

Relevant source files:
* Serverjava: from repository1, Lines 5-9

Assessment status: +/ Compliant (detected: 1.3; required: at least 1.2)

Figure 5. Prepared Miro board for discussing the downloadable Reports

© EMERALD Consortium
www.emerald-he.eu

Contract No. GA 101120688

Page 28 of 179



http://www.emerald-he.eu/

D4.4 — User interaction and user experience concept —v2 Version 1.0 — Final. Date: 31.10.2025

2.5 EMERALD Terminology

During the development of the paper-based and clickable mock-ups, the consortium discussed
and unified the naming convention for the whole EMERALD project. “Certification target” is a
(cloud) service that will be certified according to a specific certification scheme; it represents
what a system or service does and how it does it (including the architecture). In the last GA in
spring 2025 the naming convention was again discussed, and the consortium decided to call the
“Certification target” now “Target of Evaluation (ToE)”.

The “target of evaluation” (ToE) comprises all relevant entities for a solid security posture and
resilience to risk. This includes (cloud) infrastructure resources, source code or binary code of
deployed services, documents detailing company processes as well as other services offered to
customers, like Al models.

“Audit scope” (previously called audit instance) refers to the scope of an individual audit. It
includes the Target of Evaluation (i.e., a sub-selection of resources, documents detailing
processes and Source code/Binaries of cloud SW) set into context of relevant controls from
relevant Security schemes. More information about the EMERALD terminology can be found in
the EMERALD glossary in D1.4 [20].

As the development of the EMERALD terminology took place after the development of the first
paper-based mock-ups, the paper-based mock-ups presented in the appendixes (APPENDIX A:
Mock-ups derived from Interviews with Pilot Partners, APPENDIX B: Mock-ups derived from the
interviews, and APPENDIX C: User Journeys and paper-based Mock-ups) contain the previous
terminology — namely “audit instance” (instead of audit scope) and certification target.

The clickable mock-ups (see Section 4) are using the consolidated EMERALD terminology.
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3 EMERALD User Journeys

The Personas, Scenarios, and User Journey workshops were conducted between June 2024 to
October 2024. These workshops resulted in altogether seven different personas divided into
three stakeholder groups and 16 concrete scenarios. A detailed description of the personas and
scenarios can be found in D4.2 [14].

3.1 Summary of Personas and Scenarios

In this section, a short summary of the developed personas and scenarios are presented. The
detailed results of the developed personas and scenarios are reported in D4.2 [14].

Altogether seven different personas were developed, which are summarised below along the
different stakeholder groups:

Compliance Stakeholders:

e Riley — Cloud Service Compliance Manager: Riley is a junior
compliance analyst whose responsibilities are organizing audits
and managing the scheduling of different compliance schemes.
Riley's goals are to support the company in being trustworthy,
perfecting audit processes, being up to date with security (
standards, and performing tasks more efficiently. Riley’s pain
points refer to i) reliance on others to finish tasks timely, ii) lack of
efficient audit tools, and iii) lack of understanding of complex
certification frameworks. EMERALD should help Riley with the day-to-day tasks by
speeding up the work.

e Emerson — Compliance Manager in Financial Services Institution:
Emerson focuses on risk management of third-party cloud
services, assesses controls based on risk and regulation, manages
contractual agreements, and monitors compliance. The overall
goal of Emerson is to ensure i) that all service providers are
compliant with given standards, and ii) safety by mitigating risks
associated with audit requirements. Challenges refer to the
communication across departments. EMERALD could help in the day-to-day tasks by
providing a centralized point for evidence, metrics, and controls, by automating tedious
processes and management of numerous audits and reducing the workload.

e Dylan - Internal Control Owner: Dylan is an experienced product
owner and is responsible for leading the head of production team
and overseeing and planning product development and backend Q’-_S
services. Regarding audits, Dylan’s tasks consist of defining ( v
metrics, collecting evidence for implementing controls, assigning \
and delegating control implementation to the team aiming at ' |
having all controls for services compliant. EMERALD could help
Dylan by allowing to i) simply delegate tasks, ii) provide an overview of assigned controls
and iii) display assessment results.

Technical Stakeholder:

e Morgan - Technical Implementer: Morgan is a DevOps expert and is responsible for the
technical implementation of metrics, deploying new cloud services, and adjusting
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configurations to align with security policies. Additionally, Morgan
has to setup verification mechanisms as well as install roll-back
mechanisms and is responsible for system configuration tasks.
EMERALD should provide Morgan a ToDo List, allow to check the |
status of controls and evidence, and provide the possibility to
assign controls and metrics to other colleagues. It should offer a
history view of changes regarding metrics and should allow to
check the status of the certificate.

Auditor Stakeholders:

e Charlie - Internal Auditor: Charlie is a senior auditor, and Charlie's
responsibilities include managing the audit process, planning,
reporting, and maintaining contact with customers. Charlie offers
templates to the customers/colleagues with the goal to i) provide
easy access to information/evidence, ii) reduce risks, iii) fulfil audit
KPIs, and iv) help customers. Challenges refer to getting in contact
with the responsible person and retrieving the relevant
information. The EMERALD Ul could help by providing an overview
of the required information and support the creation of respective reports.

e Eero - Technical Auditor: Eero is a technical auditor of an external
audit company. Eero’s tasks involve the identification of attack
paths, the improvement of customer systems and their _—_—
components, enhancing cybersecurity through hardening | q ‘:J
measures, and conducting technical analyses using both tools and |
manual methods. For Eero, EMERALD should provide a clear \\
distinction between manual and automated tests, including a task
list for manual testing. It should allow manual enrichment of
automated test results, such as marking false positives or adding detailed outcomes.

(g

e Jarkko — Lead Auditor: Jarkko’s tasks include ensuring an
adequate scope, selecting the correct assurance level from the
certification scheme, identifying appropriate controls, and
verifying that the chosen metrics align with the assurance level of
the selected certification scheme. Additionally, it involves auditing
implemented controls, reporting findings, and making
certification decisions. The EMERALD Ul should allow auditors to
adjust metrics target values and organizational metrics if they are
deemed inadequate. Manual evidence can be added via the Ul to supplement
automated evidence, and auditors should be able to extract responsibility information
from policy documents and track their update frequency.

Altogether 16 scenarios have been developed for the seven different personas. Here we only
provide a tabular overview of each scenario. The detailed scenarios can be found in D4.2 [14].
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Table 6. Overview of Personas and their Scenarios

Stakeholder groups | Persona Scenario

e Scenario A: Riley — Managing a New Audit Scope

e Scenario B: Riley — Manage all Controls of an Audit Scope
Riley e Scenario C: Riley — Uncover all “blind spots”

e Scenario D: Riley — Updating a certification scheme

e Scenario E: Riley — Accompanying an Audit

Emerson e Scenario: Emerson — Bring Your Own Certification Scheme

Compliance
Stakeholders

e Scenario: Dylan — Internal Control Owner Control
Dylan Implementation

= b e Scenario A: Morgan — Checking Metrics and Evidence
= % e Scenario B: Morgan — Removal of Metrics
5 Morgan
o =
3
w
e Scenario: Charlie — Preparation of an Audit by an Internal
Charlie Auditor
g e Scenario A: Jarkko — Scoping
S 2 e Scenario B: Jarkko — Preparing for Audit
T 5 Jarkko e Scenario C: Jarkko — Organizational Audit
< ?‘g e Scenario D: Jarkko — Certification
(%]
e Scenario A: Eero — Technical Audit
Eero e Scenario B: Eero — Reporting
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Please note that Riley’s “Updating a certification scheme” and Morgan’s “Removal of Metrics”
scenarios do not require dedicated user journeys because they will not be implemented in the
EMERALD UL.

3.2 User Journeys

This section provides a detailed description of the user journeys we have developed for
EMERALD. The journeys are presented in a logical order that reflects their relevance to the
overall workflow and system implementation.

Three of the User Journeys were already introduced in deliverable D4.3 [1] but have been
adapted to align with updated naming conventions and changes in the technical
implementation. Over time, the User Journeys have evolved in parallel with the EMERALD Ul
development to ensure consistency between design and functionality.

As we have continuously worked on the EMERALD Ul, we have implemented the user journeys
directly in the clickable mock-up. Thus, we have not developed new paper-based mock-ups. In
D4.3 [1], we presented three additional user journeys and the created paper-based mock-ups,
which have been included in this deliverable in APPENDIX C: User Journeys and paper-based
Mock-ups.

All relevant User Journeys are presented in detail below. For each user journey, we first describe
the tasks a persona must perform followed by the interaction with the EMERALD UI.

3.2.1 Riley - Managing a New Audit Scope

The scenario “Managing a New Audit Scope” for Riley was divided into the following six steps,
as depicted in Figure 6.

Step 1 — Uploading a New Certification Scheme:

e Riley’s Tasks: Riley opens the EMERALD framework and uploads the necessary file for
the new certification scheme (using RCM).

e Interaction with the EMERALD UI: Riley opens the EMERALD Ul in their web browser
and signs in with their credentials. They go from the landing page to the certification
scheme overview and select "create scheme" to upload a new scheme (file).

Step 2 — Browsing the New Certification Scheme:

e Riley’s Tasks: Riley browses the newly created BSI C5 certification scheme. Riley
investigates the categories and controls in detail.

e Interaction with the EMERALD UI: Riley clicks on the BSI C5 scheme to gather more
information about the scheme. Riley clicks on a category to investigate the controls. For
each control, the related metrics and implementation guidelines are also available.

Step 3 — Mapping the New Certification Scheme:

e Riley’s Tasks: Riley navigates to the Control Mapping to check which controls of the
previously used EUCS scheme correspond to controls in the new scheme “BSI C5”. Riley
makes a mapping between controls and takes over the corresponding metrics from
EUCS. The mapping is stored in RCM.

¢ Interaction with the EMERALD UI: In the certification scheme overview, Riley navigates
to the control mapping and selects the already mapped scheme (EUCS) on the right-
hand side to map those to similar controls to the newly uploaded certification scheme
on the left-hand side (BSI C5). Additionally, Riley accepts to also take over the metrics.
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Step 4 — Creating a New Target of Evaluation:

Riley’s Tasks: Riley sets up the target of evaluation (e.g., the cloud solution (including
TWS configuration, access rights, resources, processes, and source code/ binaries) that
will be audited), sets up all relevant EMERALD extractors, and, if possible, uploads all
relevant policy documents regarding the current target of evaluation.

Interaction with the EMERALD UI: Riley returns to the landing page, clicks on “Target of
evaluation”, and then clicks on “Create new”. They enter all the relevant information,
e.g., title and description. Then, they download the instructions for the relevant
evidence extractors and upload all relevant policy documents.

Step 5 — Creating a New Audit Scope:

Riley’s Tasks: Riley creates an audit scope using the respective target of evaluation and
the new certification scheme and checks the respective assessment results and evidence
retrieved so far.

Interaction with the EMERALD UlI: Riley returns to the landing page and clicks on “Audit
scopes”. They click on “Add new”. They enter the audit scope name, select the target of
evaluation they created in the prior step, and select the certification scheme that will
be used for this audit.

Step 6 — Managing the Audit Scope:

Riley’s Tasks: Riley is using the newly created audit scope to manage the newly required
certification schema for the selected cloud service (ToE).

Interaction with the EMERALD Ul: Riley sees the overview of the newly created audit
scope and can now proceed with further actions on this scope.
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Interaction with Ul

RILEY — Managing a New Audit Scope

Name: Riley

I am a Cloud Provider

Riley opens the EMERALD
solution and uploads the
necessary document for the
new certification scheme.

Riley opens the EMERALD
Ul in their web browser
and signs in with their
credentials. They go from
the landing page to the
certification scheme
overview and select
"create scheme" to upload
a new scheme
{document).

Riley browses the newly
created BSI C5 certification
scheme. Riley investigates
the categories and controls
in detail.

Riley clicks on the BSI C5
scheme te gather more
information about the
scheme. Riley clicks on a
category to investigate the
controls. For each control,
the related metrics and
implementation guidelines
are also available.

RRiley navigates to the
Control Mapping to check
which controls of the
previously used EUCS
correspond to controls in
the new scheme “BSI C5”.
Riley makes a mapping
between controls and takes
over the corresponding
metrics from EUCS. The
mapping is stored in RCM.

In the certification
scheme overview, Riley
navigates to the control
mapping and selects the
already mapped scheme
(EUCS) on the right-hand
side to map those to
similar controls to the
uploaded certification
scheme on the left-hand
side (BSI C5). Additionally,
Riley accepts to also take
over the controls.

Riley sets up the target of
evaluation (the cloud

solution that will be audited),

sets up all relevant EMERALD
extractors, and, if possible,
uploads all relevant policy
documents regarding the
current cloud solution.

Riley returns to the landing
page, clicks on target of
evaluation, and then clicks
on create new. They enter
E R ENEIEET
information, e.g., the title
and a description. Then,
they download the
instructions for the
relevant evidence
extractors and upload all
relevant policy documents.

Riley creates an audit scope
using the respective target
of evaluation and the new
certification scheme and
checks the respective
assessment results and
evidence retrieved so far.

Riley returns to the landing
page and clicks on audit
scopes. They click on add
new. They enter the audit
scope name, select the
target of evaluation they
created in the prior step,
and select the certification
scheme that will be used
for this audit.

Riley is using the newly

created audit scope to manage

the newly required
certification schema for the
selected cloud service (ToE).

Riley sees the overview of
the newly created audit
scope and can now
proceed with further
actions on this scope.

Compliance Manager

Figure 6. Riley — Managing a New Audit Scope
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3.2.2 Riley - Manage all Controls of an Audit Scope

The scenario “Managing all Controls of an Audit Scope” for Riley was divided into the following
five steps, as depicted in Figure 7.

Step 1 — Open the Audit Scope:

e Riley’s Tasks: Riley opens the corresponding audit scope in the EMERALD framework
and checks the compliance status for all controls.

e Interaction with the EMERALD Ul: Riley opens the EMERALD Ul in their web browser
and signs in with their credentials. They click on the audit scope and select the audit
scope they want to focus on.

Step 2 - Filter Controls:

e Riley’s Tasks: Riley wants to get a good overview of the audit scope. Therefore, they
filter the controls based on their different workflow states and compliance states.

e Interaction with the EMERALD Ul: Riley uses the filter functionality in the process view
and in the compliance view to filter the controls according to their current states.

Step 3 - Review Workflow Status:

e Riley’s Tasks: Riley checks the workflow state of the controls and can neglect all controls
that are already accepted (marked with a dark green check). All other controls still need
to be worked on by the team.

e Interaction with the EMERALD Ul: In the process view, Riley uses the workflow filter
functionality to display items with the states “Open,” “In Progress,” “Implemented,” and
“Ready for Review,” allowing them to easily track everything that still requires
implementation or review.

Step 4 - Identify Non-Compliant Controls:

e Riley’s Tasks: Riley checks the compliance state of the controls and can neglect all
controls that are compliant (marked with a green check mark). Non-compliant controls
require follow-up from the team. Riley needs to decide what to do: Step 5a OR Step 5b.

e Interaction with the EMERALD Ul: With the filter functionality for the compliance status
in the compliance view, Riley filters for the state “not compliant” and can see all the
controls that are not compliant.

Step 5a - Assign a Control for Implementation:

e Riley’s Tasks: Riley checks the compliance state of the controls and can neglect all
controls that are compliant (marked with a green sign). Controls that are not compliant
require follow-up from the team.

e Interaction with the EMERALD Ul: Riley clicks on a specific control and assign this
control to the respective person. Riley can additionally add a comment to provide some
further insights.

Step 5b - Gather More Information Before Assignment:

e Riley’s Tasks: Riley opens the respective control to get more information about the
assessment result available; this may give Riley further insights, who is the right person
to manage the control further.

e Interaction with the EMERALD UlI: Riley clicks on the specific control and sees a list of
metrics and their assessment results. They can also get further details regarding the
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evidence when clicking on the metric. Then Riley edits the control to assign this control
to the respective person. Riley can additionally add a comment to provide some further
insights.
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Name: Riley

Interaction with U

RILEY — Manage all Controls of an Audit Scope

| am a Cloud Provider
Compliance Manager

Riley opens the

corresponding audit scope in
the EMERAD Ul and checks
the compliance status for all

controls.

Riley opens the EMERALD
Ul in their web browser
and signs in with their
credentials. They click on
the audit scope and select
the audit scope they want
to focus on.

Riley wants to get a good
overview of the audit
scope. Therefore, they
filter the controls based on
their different workflow
states and compliance
states.

Riley uses the filter
functionality in the process
view and in the
compliance view to filter
the controls according to
their current status.

Riley checks the workflow
state of the controls and can
neglect all controls that are
already accepted (marked
with a dark green check). All
other controls still need to
be worked on by the team.

In the process view, Riley
uses the workflow filter
functionality to display
items with the statuses
“Open,” “In Progress,”
“Implemented,” and
“Ready for Review,”
allowing them to easily
track everything that still
requires implementation
or review.

Riley checks the compliance
state of the controls and can
neglect all controls that are
compliant (marked with a
green check mark). Controls
that are not compliant and
open need to be worked on
by the team. Riley needs to
decide what to do:

Step 5a

OR

Step 5b

With the filter
functionality for the
compliance status in the
compliance view, Riley
filters for the status “not
compliant” and can see all
the controls that are not
compliant.

Figure 7. Riley — Manage all Controls and Audit Scope

Riley checks the compliance
state of the controls and can
neglect all controls that are
compliant (marked with a
green sign). Controls that
are not compliant and
require follow-up from the
team.

Riley clicks on a specific
control and assign this
control to the respective
persan. Riley can
additionally add a
comment to provide some
further insights.

Riley opens the respective
control to get more information
about the assessment result
available; this may give Riley
further insights, who is the right
person to manage the control
further.

Riley clicks on the specific
control and sees a list of
metrics and their assessment
results. They can also get
further details regarding the
evidence when clicking on
the metric. Then Riley edits
the control to assign this
control to the respective
person. Riley can additionally
add a comment to provide
some further insights.
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3.2.3 Riley - Uncover all “blind spots”

nm

The scenario “Uncover all ’blind spots’” for Riley was divided into the following four steps, as

depicted in Figure 8.
Step 1 — Audit Scope Preparation:

e Riley’s Tasks: When preparing for an audit, Riley is responsible that all controls are
compliant, and no ‘blind spots’ (open controls) are left.
¢ Interaction with the EMERALD Ul: no interaction required.

Step 2 - Filter Controls:

e Riley’s Tasks: If Riley finds during their work some open controls, these controls need
to be directly addressed. Riley needs to make sure that Step 3a, Step 3b, and Step 3c are
fulfilled.

e Interaction with the EMERALD Ul: Riley opens the EMERALD Ul in their web browser
and signs in with their credentials. They click on audit scope and select the audit scope
they want to focus on, and filters for open controls.

Step 3a — Assignment check:

e Riley’s Tasks: Riley checks that all controls are assigned to someone.
¢ Interaction with the EMERALD UI: Riley filters in the control list for controls that do not
have anyone assigned to them via the “Assigned to” field.

Step 3b — Compliance Status Check:

e Riley’s Tasks: Riley checks that all controls are either set to compliant or non-compliant.
e Interaction with the EMERALD Ul: For this Riley checks all controls in the compliance
status pending and checks if they can be set manually to compliant or non-compliant.

Step 3c — Verification of Work:

e Riley’s Tasks: Riley verifies that a colleague has been assigned to manage the pending
and non-compliant controls.

e Interaction with the EMERALD UlI: Riley filters the list of controls in the overall view to
display controls that are both non-compliant and unassigned.

Step 4 — Escalation Plan:

e Riley’s Tasks: After these steps, Riley handles communication, follows up as needed,
and initiates an escalation plan when required.

e Interaction with the EMERALD Ul: Riley can add comments when assigning someone in
each of the steps 3a, 3b, and 3c to better structure their following communication.
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RILEY — Uncover all ,,blind spots”

When preparing for an
audit, Riley is responsible
that all controls are
compliant, and no ‘blind
spots’ (open controls) are
left.

If Riley finds during their
work some open controls,
these controls need to be
directly addressed. Riley
needs to make sure that
Step 3a, Step 3b, and Step
3c are fulfilled.

Riley opens the EMERALD
Ul in their web browser
and signs in with their
credentials. They click on
audit scope and select the
audit scope they want to
focus on, and filters for
open controls.

Riley checks that all controls
are assigned to someone.

Riley filters in the control
list for controls that do not
have anyone assigned to
them via the “Assigned to”
field.

Riley checks that all controls

are either set to compliant or

non-compliant.

For this Riley checks all
controls in the compliance
status pending and checks
if they can be set manually
to compliant or non-
compliant.

Figure 8. Riley — Uncover all “blind spots”

Riley verifies that a colleague
has been assigned to
manage the pending and
non-compliant controls.

Riley filters the list of
controls in the overall view
to display controls that are
both non-compliant and
unassigned.

Name: Riley
1 am a Cloud Provider
Compliance Manager

After these steps, Riley handles
communication, follows up as
needed, and initiates an
escalation plan when
required..

Riley can add comments
when assigning someone in
each of the steps 33, 3b,
and 3¢ to better structure
their following
communication.
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3.2.4 Riley - Accompanying an Audit

The scenario “Accompanying an Audit” for Riley was divided into the following three steps, as
depicted in Figure 9.

Step 1 - Audit Evidence Preparation:

Riley’s Tasks: The lead auditor has already selected a big sample of controls for being
checked during the audit. Riley has to show the auditor that their cloud system is
compliant with the selected controls.

Interaction with the EMERALD Ul: no interaction required.

Step 2 — Metric Assessment:

Riley’s Tasks: Riley enters the EMERALD Ul, looks for the selected controls and shows
the auditor the individual metrics and corresponding assessment results for the
controls.

Interaction with the EMERALD Ul: Riley opens the EMERALD Ul in their web browser
and signs in with their credentials. They click on audit scope and select the audit scope
they want to focus on. Riley selects a control and shows the assessment result of the
metrics for the selected control.

Step 3 — Show Evidence:

Riley’s Tasks: Riley opens the different assessment results and evidence in EMERALD.
Riley shows the auditors, for example, in the policy documents, how the different
controls and the respective metrics have been addressed.

Interaction with the EMERALD Ul: Riley can select different controls and the respective
metrics. Riley also shows the documents associated with this metric and the extracted
assessment results and evidence.
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Figure 9. Riley — Accompanying an Audit

3.2.5 Emerson - Bring your own certification scheme (BYOCS)

The scenario “Bring your own certification scheme” for Emerson was divided into the following
five steps, as depicted in Figure 10.

Step 1 - Scheme Information:

e Emerson’s Tasks: One day, Emerson was informed by their superior that the X
Department had decided to acquire a new cloud service provider for one of their
services — namely XYZ.

e Interaction with the EMERALD Ul: no interaction required.

Step 2 — Creating a Custom Certification Scheme:

e Emerson’s Tasks: Emerson builds up a new certification scheme based on the
combination of regulations that the institution needs to be compliant with, by creating
a custom certification scheme. They select the set of controls from each available
certification scheme and creates custom controls.

e Interaction with the EMERALD Ul: Emerson opens the EMERALD Ul in their web-
browser and signs in with their credentials. They select the certification schemas tab,
select the option of “create custom certification scheme", and name it. Then, Emerson
selects a list of controls from different certification schemas and saves it.
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Step 3 — Create an Audit Scope:

Emerson’s Tasks: Emerson creates an audit scope that will be used for managing cloud
solutions and the respective standard.

Interaction with the EMERALD Ul: Emerson goes to the EMERALD tab for creating a new
audit scope, selecting the previous created certification scheme and the respective
target of evaluation.

Step 4 — Automatic Check:

Emerson’s Tasks: Emerson’s task is now to go through all controls to check if all of them
can be met with some evidence (technical or organisational).

Interaction with the EMERALD Ul: Emerson goes to EMERALD Ul and visualizes the
assessment results and evidence linked to the control and the overall compliance in a
first automatic iteration.

Step 5 — Control Status Check:

Emerson’s Tasks: Emerson needs to check the status of the controls regarding the
metrics, evidence, and states. Emerson uses different functionalities available in the
EMERALD Ul to filter controls and uses different visualisations of the overall status of all
controls, etc., to find out which controls need some work, and which are already
compliant.

Interaction with the EMERALD Ul: Emerson enters the EMERALD Ul and visualizes,
filters, and manages the controls.
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EMERSON - Bring your own certification scheme

One day, Emerson was
informed by their superior
that the X Department had
decided to acquire a new
cloud service provider for
one of their services —
namely XYZ.

Emerson builds up a new
certification scheme based
on the combination of
regulations that the
institution needs to be
compliant with, by creating
a custom certification
scheme. They select the set
of controls from each
available certification
scheme and creates custom
controls.

Emerson opens the
EMERALD Ul in their web-
browser and signs in with
their credentials. They
select the certification
schemas tab, select the
option of “create custom
certification scheme", and
name it. Then, Emerson
selects a list of controls
from different certification
schemas and saves it.

Emerson creates an audit
scope that will be used for
managing cloud solutions and
the respective standard.

Emerson goes to the
EMERALD tab for creating
a new audit scope,
selecting the previous
created certification
scheme and the respective
target of evaluation.

Emerson’s task is now to go
through all controls to check
if all of them can be met
with some evidence
[technical or organisational).

Emerson goes to EMERALD
Ul and visualizes the
assessment results and
evidence linked to the
control and the overall
compliance in a first
automatic iteration.

Figure 10. Emerson — Bring your own Certification Scheme

Emerson needs to check the
status of the controls regarding
the metrics, evidence, and
states. Emerson uses different
functionalities available in the
EMERALD Ul to filter controls
and uses different
visualisations of the overall
status of all controls, etc., to
find out which controls need
some work, and which are
already compliant.

Emerson enters the
EMERALD Ul and visualizes,
filters, and manages the
controls.

Name: Emerson

I am a Compliance Manager
in Finan. Service Inst.
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3.2.6

Dylan - Control Implementation

The scenario “Control Implementation” for Dylan was also divided into six steps, as depicted in
Figure 11.

Step 1 — Checking Assigned Controls:

Step 2 -

Dylan’s Tasks: Dylan opens the EMERALD Ul to check if any newly assigned controls
require action.

Dylan’s Interaction with the EMERALD Ul: Dylan opens the EMERALD Ul in their web
browser, signs in using their credentials, and is redirected to the landing page, where all
assigned controls are displayed.

Assigning Metrics to Controls:

Dylan’s Tasks: Dylan checks the controls assigned to them and whether appropriate
metrics are already assigned to the control. If none are assigned or some are not
suitable, Dylan updates the mapping by adding, removing, or replacing metrics as
needed.

Dylan’s Interaction with the EMERALD Ul: Dylan checks the control details, and if no
metrics are assigned, they can navigate to the control in the metrics mapping (via the
certification schemes menu). In the metrics mapping, they can select a set of metrics for
the control.

Step 3 — Assigning Controls to a Colleague:

Step 4 -

Dylan’s Tasks: If Dylan identifies an open control but cannot provide the required
evidence, they assign it to their colleague Y.

Dylan’s Interaction with the EMERALD Ul: In the detailed view of the control, Dylan
assigns Y as the implementer.

Viewing Assigned Controls:

Y’s Tasks: Y reviews the newly assigned control and opens it to gather more details.
Y’s Interaction with the EMERALD Ul: Y filters for the assigned controls in the audit
scope and clicks on the control, which opens the detailed view of a control.

Step 5 — Reviewing Metrics Implementation Status:

Y’s Tasks: Y reviews all metrics for compliance and determines whether they can
implement the control themselves or if it should be assigned to someone else.

Y’s Interaction with the EMERALD Ul: Y can view the compliance status of the relevant
metrics in the control detail’s view. If the metrics are not yet implemented and Y cannot
work on them, the control can be reassigned to another colleague, Z.

Step 6:

e Z’s Tasks: Z implements the metrics for the assigned control and makes sure the
evidence is included in the EMERALD solution.

e Z's and Dylan’s Interaction with the EMERALD Ul: Z reviews the list of metrics,
implements each one, updates the required evidence, and confirms completion in
EMERALD. Dylan is automatically notified of the updated control status, and the control
workflow status reflects the new implementation progress.
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Name: Dylan
f

1 am an Internal Control

Interaction with Ul

DYLAN - Control Implementation

Owner

Dylan opens the EMERALD
Ul to check if any newly
assigned controls require
action.

Dylan opens the EMERALD
Ul in their web browser,
signs in using their
credentials, and is
redirected to the landing
page, where all assigned
controls are displayed.

Dylan checks the controls
assigned to them and
whether appropriate
metrics are already
assigned to the control. If
none are assigned or some
are not suitable, Dylan
updates the mapping by
adding, removing, or
replacing metrics as
needed.

Dylan checks the control
details, and if no metrics
are assigned, they can
navigate to the control in
the metrics mapping (via
the certification schemes
menu). In the metrics
mapping, they can select a
set of metrics for the
control.

If Dylan identifies an open
control but cannot provide
the required evidence, they
assign it to their colleague Y.

Y reviews the newly assigned
control and opens it to
gather more details.

In the detailed view of the
control, Dylan assigns Y as
the implementer.

Y filters for the assigned
controls in the audit scope
and clicks on the control,
which opens the detailed
view of a control.

Y reviews all metrics for
compliance and determines
whether they can implement
the control themselves or if
it should be assigned to
someane else.

Y can view the compliance
status of the relevant
metrics in the control
detail's view. If the metrics
are not yet implemented
and Y cannot work on
them, the control can be
reassigned to another
colleague, Z.

Z implements the metrics for
the assigned control and
makes sure the evidence is
included in the EMERALD
solution.

Z reviews the list of
metrics, implements each
one, updates the required
evidence, and confirms
completion in EMERALD.
Dylan is automatically
notified of the updated
control status, and the
control workflow status
reflects the new
implementation progress.

Figure 11. Dylan — Control Implementation

© EMERALD Consortium
www.emerald-he.eu

Contract No. GA 101120688 Page 46 of 179



http://www.emerald-he.eu/

D4.4 — User interaction and user experience concept —v2 Version 1.0 — Final. Date: 31.10.2025

3.2.7 Morgan - Checking Metrics and Evidence

The scenario “Checking Metrics and Evidence” for Morgan was divided into four steps as
depicted in Figure 12.

Step 1 — Checking Assigned Controls:

e Morgan’s Tasks: Morgan logs into the EMERALD Ul to check for any newly assigned
controls. From the landing page, Morgan can immediately see if new controls have been
assigned. By clicking on a control, Morgan is directed to the associated audit scope and
can filter the list to focus on newly assigned controls that require action.

e Morgan’s Interaction with the EMERALD Ul: Morgan logs into the EMERALD Ul, reviews
the list of assigned controls on the landing page, clicks on a newly assigned control to
open its audit scope, and applies filters to focus on controls that need attention.

Step 2 — Reviewing Target Metrics:

e Morgan’s Tasks: Morgan opens the first newly assigned control and examines the
related metrics. They review the status of each metric to gain insights and understand
the overall compliance requirements.

e Morgan’s Interaction with the EMERALD Ul: Morgan opens the control within the
EMERALD Ul, reviews the associated metrics, and checks the details and status of each
metric to gather insights.

Step 3 - Verifying Evidence:

e Morgan’s Tasks: Morgan investigates the metric details, checking which other controls
the metric is linked to, as well as reviewing the evidence extractors and any
automatically provided evidence. In some cases, Morgan needs to adapt the required
evidence (source code, policy documents) outside of the EMERALD UL.

e Morgan’s Interaction with the EMERALD Ul: Morgan opens a specific metric in the
EMERALD Ul, reviews its general information, examines the evidence extractors linked
to the metric, and evaluates the automatically gathered evidence.

Step 4 — Confirming Implementation:

e Morgan’s Tasks: If everything is correct, Morgan notifies the Compliance Manager that
the control has been successfully implemented. If there are discrepancies, Morgan
revisits specific metrics to troubleshoot and resolve issues.

e Morgan’s Interaction with the EMERALD Ul: Morgan updates the workflow status of
the control to “Implemented,” manually sets the compliance status to “Compliant” if
necessary, and ensures that the Compliance Manager is automatically notified of the
update.
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Interaction with Ul

MORGAN — Checking Metrics and Evidence

Morgan logs into the
EMERALD Ul to check for

any newly assigned controls.

From the landing page,

Morgan can immediately see

if new controls have been
assigned. By clicking on a
control, Morgan is directed
to the associated audit
scope and can filter the list
to focus on newly assigned
controls that require action.

Meorgan logs into the
EMERALD UI, reviews the
list of assigned controls on
the landing page, clicks on
a newly assigned control
to open its audit scope,
and applies filters to focus
on controls that need
attention.

Morgan opens the first
newly assigned control and
examines the related
metrics. They review the
status of each metric to
gain insights and
understand the overall
compliance requirements.

Morgan opens the control
within the EMERALD U,
reviews the associated
metrics, and checks the
details and status of each
metric to gather insights.

Morgan investigates the
metric details, checking
which other controls the
metric is linked to, as well as
reviewing the evidence
extractors and any
automatically provided
evidence. In some cases,
Morgan needs to adapt the
required evidence (source
code, policy documents)
outside of the EMERALD UI.

Morgan opens a specific
metric in the EMERALD UI,
reviews its general
information, examines the
evidence extractors linked
to the metric, and
evaluates the
automatically gathered
evidence.

If everything is correct,
Morgan notifies the
Compliance Manager that
the control has been
successfully implemented. If
there are discrepancies,
Morgan revisits specific
metrics to troubleshoot and
resolve issues.

Morgan updates the
workflow status of the
control to “Implemented,”
manually sets the
compliance status to
“Compliant” if necessary,
and ensures that the
Compliance Manager is
automatically notified of
the update.

——— !

Name: Morgan
1 am a Technical
Implementer

Figure 12. Morgan — Checking Metrics and Evidence
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3.2.8 Charlie - Preparation of an audit by an internal auditor

The scenario “Preparation of an audit by an internal auditor” for Charlie was divided into five
steps as depicted in Figure 13.

Step 1 — Logging into EMERALD Ul:

Charlie’s Tasks: Charlie, an internal auditor, is responsible for managing audit processes
against EUCS, including audit preparation. As part of the preparation, Charlie needs to
review all controls and ensure that each one has the required evidence assigned for the
relevant audit scopes.

Charlie’s Interaction with the EMERALD Ul: Charlie opens the EMERALD Ul in their web
browser, signs in using their credentials, navigates to the audit scopes, and selects the
specific scope they want to review.

Step 2 — Reviewing the current Status:

Charlie’s Tasks: Charlie reviews the workflow and compliance status within the selected
audit scope by using the different views available in the overview tab.

Charlie’s Interaction with the EMERALD Ul: Charlie navigates through the various views
in the audit scope, uses the progress view to monitor the current workflow states,
checks the compliance view to assess the compliance status of controls, and reviews a
summarized snapshot of both statuses in the overall view.

Step 3 - Identifying Non-Compliant Controls:

Charlie’s Tasks: Charlie checks the non-compliant controls.
Charlie’s Interaction with the EMERALD Ul: Charlie opens the compliance view and
applies a filter to display only the controls that are noncompliant (marked with a red X).

Step 4 — Analysing the Causes of Non-Compliance:

Charlie’s Tasks: When Charlie discovers a non-compliant control, they analyse which
metric is causing the non-compliance so they can provide accurate information to the
compliance manager.

Charlie’s Interaction with the EMERALD Ul: Charlie opens the detailed view of the
control, investigates the non-compliant metrics, and reviews the related assessment
result and evidence to identify the root cause, such as thresholds not being met, missing
measurements due to connection issues, or untrustworthy evidence.

Step 5 — Creating a Report:

Charlie’s Tasks: After reviewing all non-compliances, Charlie prepares an internal report
summarizing the findings for the compliance manager.

Charlie’s Interaction with the EMERALD Ul: Charlie exports a detailed summary of all
non-conformities, including supporting information, via the report tab in the EMERALD
ul.
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Interaction with Ul

CHARLIE - Preparation of an audit by an internal auditor

Name: Charlie

Charlie, an internal auditor,
is responsible for managing
audit processes against
EUCS, including audit
preparation. As part of the
preparation, Charlie needs
to review all controls and
ensure that each one has
the required evidence
assigned for the relevant
audit scopes.

Charlie opens the
EMERALD Ul in their web
browser, signs in using
their credentials, navigates
to the audit scopes, and
selects the specific scope
they want to review.

Charlie reviews the
workflow and compliance
status within the selected
audit scope by using the
different views available in
the overview tab.

Charlie navigates through
the various views in the
audit scope, uses the
progress view to monitor
the current workflow
states, checks the
compliance view to assess
the compliance status of
controls, and reviews a
summarized snapshot of
both statuses in the overall
view.

Charlie checks the non-
compliant controls.

Charlie opens the
compliance view and
applies a filter to display
only the controls that are
non-compliant {marked
with a red X).

When Charlie discovers a
non-compliant control, they
analyse which metric is
causing the non-compliance

so they can provide accurate

information to the
compliance manager.

Charlie opens the detailed
view of the control,
investigates the non-
compliant metrics, and
reviews the related
assessment result and
evidence to identify the
root cause, such as
threshalds not being met,
missing measurements
due to connection issues,
or untrustworthy
evidence.

After reviewing all non-
compliances, Charlie
prepares an internal report
summarizing the findings for
the compliance manager

Charlie exports a detailed
summary of all non-
conformities, including
supporting information,
via the report tab in the
EMERALD UI.

I am an Internal
Auditor

Figure 13. Charlie — Reparation of an Audit by an Internal Auditor
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3.2.9 Jarkko - Scoping

The scenario “Scoping” for Jarkko was also divided into two steps, as depicted in Figure 14.
Step 1 — Documenting the Audit Scope:

e Jarkko’s Tasks: Jarkko reviews the selected audit scope to understand its overall
status, including the number of controls in different workflow and compliance states.

e Jarkko's Interaction with the EMERALD Ul: From the landing page, Jarkko clicks on
“Audit Scopes” and reviews the information of the relevant audit scope.

Step 2 - Investigating Non-Compliant Controls:

e Jarkko’s Tasks: Jarkko investigates specific controls to identify the causes of non-
compliance, such as missing metrics, thresholds not met, or connection issues.

e Jarkko’s Interaction with the EMERALD Ul: Jarkko opens the detailed view of a non-
compliant control to review its associated metrics, assessment results and evidence,
allowing them to pinpoint the reason for non-compliance.

JARKKO - Scoping

Name: Jarkko

| am a Lead Auditor in a cyber
security consultancy company

Jarkko reviews the selected Jarkko investigates specific
audit scope to understand controls to identify the

its overall status, including causes of non-compliance,
the number of controls in such as missing metrics,
different workflow and thresholds not met, or

compliance states. connection issues.

From the landing page, Jarkko opens the detailed
Jarkko clicks on “Audit view of a non-compliant
Scopes” and review the control to review its
information of the associated metrics,
relevant audit scope. assessment results and
evidence, allowing them to
pinpoint the reason for
non-compliance.

Interaction with Ul

Figure 14. Jarkko - Scoping
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3.2.10 Jarkko - Preparing for Audit

The scenario “Preparing for Audit” for Jarkko was also divided into four steps, as depicted in
Figure 15.

Step 1 — Accessing the EMERALD Project:

e Jarkko’s Tasks: Jarkko and the auditor team need to be assigned to the existing
EMERALD project.

e Jarkko’s Interaction with the EMERALD Ul: Jarkko opens the EMERALD Ul in their web
browser, signs in using their credentials, and verifies access to the relevant audit scope.

Step 2 — Reviewing the Audit Scope:

e Jarkko’s Tasks: Jarkko needs to review the scope of the audit to understand its coverage
and focus areas.

e Jarkko’s Interaction with the EMERALD UI: Jarkko navigates to the audit scope section,
clicks on it, and selects the specific scope they want to review.

Step 3 - Verifying the Self-Assessment Questionnaire [only relevant for EUCS]:

e Jarkko’s Tasks: Jarkko and the auditor team need to check the answers to the self-
assessment questionnaire, if applicable (for EUCS only). They note any missing or
incorrect responses for further actions.

e Jarkko's Interaction with the EMERALD Ul: Jarkko navigates to the "Questionnaire” tab,
reviews the pre-filled answers, and verifies completeness. They can enter their
comments in the “Non-conformities of the control” field, strictly reserved for auditors
only.

Step 4 — Reviewing Metrics:

e Jarkko’s Tasks: Jarkko and the auditor team need to check the metrics assigned to a
control and the corresponding target values of the metrics.

e Jarkko’s Interaction with the EMERALD Ul: Jarkko selects a control and clicks on it to
see the metrics assigned for the selected control. Here, they get an overview of the
assessment results for the associated metrics of the selected control.
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JARKKO — Preparing for Audit

Jarkko and the auditor team
need to be assigned to the
existing EMERALD project.

Jarkko opens the
EMERALD Ul in their web
browser, signs in using
their credentials, and
verifies access to the
relevant audit scopes.

Jarkko needs to review the
scope of the audit to
understand its coverage and
focus areas.

Jarkko navigates to the
audit scope section, clicks
on it, and selects the
specific scope they want to
review.

Jarkko and the auditor team
need to check the answers to
the self-assessment
questionnaire, if applicable
(for EUCS only). They note
any missing or incorrect
responses for further actions.

Jarkko navigates to the
"Questionnaire” tab,
reviews the pre-filled
answers, and verifies
completeness. They can
enter their comments in
the “Non-conformities of
the control” field, strictly
reserved for auditors only.

Jarkko and the auditor team
need to check the metrics
assigned to a control and the
corresponding target values
of the metrics.

Jarkko selects a control
and clicks on it to see the
metrics assigned for the
selected control. Here,
they get an overview of

the assessment results for
the associated metrics of
the selected control.

Final. Date: 31.10.2025

Name: Jarkko

I am a Lead Auditor in a cyber
security consultancy company

Figure 15. Jarkko — Preparing for Audit
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3.2.11 Jarkko - Organisational Audit

The scenario “Organisational Audit” for Jarkko was divided into four steps, as depicted in Figure
16.

Step 1 — Checking Integrity and Validity of Results:

e Jarkko’s Tasks: Jarkko needs to ensure the audit data is accurate and reliable. EMERALD
was used to support this process.

e Jarkko’s Interaction with the EMERALD Ul: Jarkko opens the EMERALD Ul in their web
browser and signs in using their credentials.

Step 2 - Verifying Document Updates:

o Jarkko’s Tasks: Jarkko checks whether policy documents are updated regularly to
ensure compliance with the latest requirements.

e Jarkko’s Interaction with the EMERALD Ul: In the Target of Evaluation screen, under
the document tab, Jarkko views the last upload date for each policy document.

Step 3 — Accessing Non-Compliant or Pending Controls:

e Jarkko’s Tasks: Jarkko reviews the results of controls that are non-compliant or pending
to analyse potential risks.

e Jarkko’s Interaction with the EMERALD Ul: Jarkko navigates to the audit scopes, selects
the relevant scope, and uses the compliance view to filter for controls that are marked
as non-compliant or still pending.

Step 4 — Adding Notes for the Audit Report:

e Jarkko’s Tasks: Jarkko documents findings and observations by adding notes that will be
included in the audit report.

e Jarkko's Interaction with the EMERALD Ul: Jarkko navigates to the report submenu and
clicks on create snapshot. The report will be automatically downloaded and in the
downloaded document, they can enter general notes to be included into the final
report.
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included into the final
report.
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Name: Jarkko

| am a Lead Auditor in a cyber
security consultancy company

Figure 16. Jarkko — Organisational Audit
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3.2.12 Jarkko - Certification

The scenario “Certification” for Jarkko was also divided into three steps, as depicted in Figure

17.

Step 1 — Identifying Non-Compliances:

Jarkko’s Tasks: Jarkko identifies all controls that are non-compliant within the selected
audit scope.

Jarkko’s Interaction with the EMERALD Ul: Jarkko opens the EMERALD Ul in their web
browser, signs in with their credentials, and navigates to the audit scopes section to
open the relevant audit scope, and filters for all non-compliant controls.

Step 2 - Creating and Sharing the Audit Report:

Jarkko’s Tasks: Jarkko creates an audit report and translates the identified non-
compliances into documented findings, which are then communicated to relevant
stakeholders.

Jarkko’s Interaction with the EMERALD Ul: In the submenu report in the track record
of evidence view, Jarkko navigates to the compliance proof section, where the
compliance status for each control is summarized. Jarkko downloads the Report.

Step 3 — Preparing the Annex with Scope Details:

Jarkko’s Tasks: Jarkko is responsible for preparing an annex to the audit report that
clearly documents the scope. This annex should provide full transparency by
distinguishing between evaluated controls and metrics versus those not evaluated.
Jarkko’s Interaction with the EMERALD Ul: While in the track record of evidence view,
Jarkko accesses the statement of applicability, which summarizes any deviations from
the audit scope by category. This information can also be downloaded separately using
the download report option.
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Name: Jarkko
| am a Lead Auditor in a cyber
security consultancy company

JARKKO - Certification
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scope.

Jarkko opens the
EMERALD Ul in their web
browser, signs in with their
credentials, and navigates
to the audit scopes section
to open the relevant audit
scope, and filters for all
non-compliant controls.
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identified non-compliances
into documented findings,
which are then
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stakeholders.

In the submenu report in
the track record of
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navigates to the
compliance proof section,
where the compliance
status for each control is
summarized. Jarkko
downloads the Report .

Jarkko is responsible for
preparing an annex to the
audit report that clearly
documents the scope. This
annex should provide full
transparency by
distinguishing between
evaluated controls and
metrics versus those not
evaluated.

While in the track record
of evidence view, Jarkko
accesses the statement of
applicability, which
summarizes any deviations
from the audit scope by
category. This information
can also be downloaded
separately using the

download report option.

Interaction with Ul

Figure 17. Jarkko - Certification

3.2.13 Eero - Technical Audit

The scenario “Technical Audit” for Eero was also divided into six steps, as depicted in Figure 18.

Step 1 - Log In and Verify Access:

e Eero’s Tasks: Eero needs to ensure that the tools and results used in the audit are valid
and reliable. EMERALD was used to support this process, therefore Eero needs to log
into the EMERALD UlI.

e Eero’s Interaction with the EMERALD Ul: Eero opens the EMERALD Ul in their web
browser and signs in using their credentials.

Step 2 — Review Technical Evidence Updates:

e Eero’s Tasks: Eero needs to verify that technical evidence is updated regularly.

e Eero’s Interaction with the EMERALD Ul: Eero navigates to the respective audit scope
and selects the relevant scope. For each relevant control, they review the control details
to see the last update date of the assessment result and evidence for each metric.
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Step 3 — Access Non-Compliant Control Results:

Eero’s Tasks: Eero accesses the results of the controls that are non-compliant or
pending.

Eero’s Interaction with the EMERALD Ul: Eero clicks on audit scope and selects the audit
scope they want to focus on. They filter in the control list for non-compliant controls.

Step 4 — Conduct Technical Analysis:

Eero’s Tasks: Eero needs to do a technical analysis with tools and manual methods.
Eero’s Interaction with the EMERALD Ul: Not supported in the EMERALD UI.

Step 5 — Add Notes for the Audit Report:

Eero’s Tasks: They add information (notes) for the report of the audit.

Eero’s Interaction with the EMERALD Ul: Eero navigates to the report menu and clicks
on create report to download it. Any additional information and notes can be added in
the downloaded document.

Step 6 - Communicate Findings:

Eero’s Tasks: Eero communicates with compliance managers, technical experts of the
CSP/customer, the lead auditor.

Eero’s Interaction with the EMERALD Ul: This communication will happen outside of
the EMERALD Ul.
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Name: Eero
1 am an External

Eero needs to ensure that
the tools and results used in
the audit are valid and
reliable. EMERALD was used
to support this process,
therefore Eero needs to lon
into the EMERALD UL.

Eero opens the EMERALD
Ul in their web browser
and signs in using their
credentials.

Eero nees to verify that
technical evidence is
updated regularly.

Eero navigates to the
respective audit scope and
selects the rele

For each relevant control,
they review the control
details to see the last update
date of the assessment result
and evidence for each metric.

Eero accesses the results of
the controls that are non-
compliant or pending.

They need to do a technical
analysis with tools and
manual methods.

Eero clicks on audit scope
and selects the audit scope
they want to focus on.
They filter in the control
list for non-compliant
controls.

They add information
(notes) for the report of the
audit.

Eero navigates to the
report menu and clicks on
create report to download
it. Any additional
information and notes can
be added in the

downloaded document.

Figure 18. Eero — Technical Audit

Technical Auditor
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3.2.14 Eero - Reporting

The scenario “Reporting” for Eero was also divided into four steps, as depicted in Figure 19.

Step 1 - Logging in:

Eero’s Tasks: Eero needs to provide technical information to the lead auditor, so it can
be included in the final report. The audit preparation tool used was EMERALD.
Therefore, they can gather insights from the EMERALD Ul.

Eero’s Interaction with the EMERALD Ul: Eero opens the EMERALD Ul in their web
browser and signs in with their credentials.

Step 2 — Identify Non-Compliance:

Eero’s Tasks: Eero needs to identify all non-compliant controls.

Eero’s Interaction with the EMERALD Ul: Eero clicks on audit scopes section and selects
the audit scope they want to focus on. They filter in the control list for controls that are
non-compliant.

Step 3 — Generate Audit Report:

Eero’s Tasks: Eero prepares an audit report and includes additional technical details to
provide further clarification to the lead auditor on the non-compliance.

Eero’s Interaction with the EMERALD Ul: Eero navigates to the report menu and clicks
on create report to download it. Any additional information and notes can be added in
the downloaded document.

Step 4 — Communicate Findings:

Eero’s Tasks: Eero communicates the findings to the lead auditor.
Eero’s Interaction with the EMERALD Ul: This will not be supported in EMERALD.
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EERO — Reporting Name: Eero

1 am an External
Technical Auditor

Eero needs to provide Eero needs to identify all Eero prepares an audit Eero communicates the
technical information to the non-compliant controls. report and includes findings to the lead auditor.
lead auditor, so it can be additional technical details

included in the final report. to provide further

The audit preparation tool clarification to the lead

used was EMERALD. auditor on the non-

Therefore, they can gather compliance.

insights from the EMERALD

Ul.

Eero opens the EMERALD Eero clicks on audit scopes Eero navigates to the
Ul in their web browser section and selects the report menu and clicks on
and signs in with their audit scope they want to create report to download
credentials. focus on. They filter in the it. Any additional
control list for controls information and notes can
that are non-compliant. be added in the
downloaded document.

Interaction with Ul

Figure 19. Eero — Reporting
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4 Clickable Mock-up

The overall EMERALD Ul should provide a user interface (Ul) “... which is tailored to the users’
needs during all stages of an audit and guides them through the process of identifying problems
top down — from high level requirements down to specific implementation in documents (e.g.,
policies) or technical specifications.” as described in the DoA [2]. Therefore, in WP4 several
activities with pilot partners as well as component owners were conducted to elicit the needs of
the different partners (as described in Sections 2.1, 2.2, 2.3, and 2.4).

From these activities, we were able to derive three major visualisation streams and some sub-
visualisation streams so that the EMERALD Ul can support all relevant stages during an audit:
Stream 1: Setting up and managing the Certification Target; Stream 2: Setting up and managing
the Audit Scope; Stream 3: Setting up and managing the certification schemes. Additional
visualisations include metrics management, user management, and the self-assessment
guestionnaire. An overview of the EMERALD Ul, the different visualisation streams, and the
related EMERALD components is presented in Figure 20.

The different workshops which we have conducted with the individual component owners that
we have presented in D4.3 [1] have been added to the Appendix to be complete. In this section
we focus on the presentation of all functionalities which we have implemented in the clickable
mock-up. We present in detail the three main visualisation streams and we also present
additional available functionality of the UL.

e Stream 1: Setting up and managing certification schemes: This stream focuses on the
upload of the certification schemes, the possibility to browse through them as well as
to do the mapping of controls and metrics, and the mapping of controls to controls
across different schemes. Additionally, it offers the possibility to create a scheme of your
own and to download certification schemes. This stream is presented in Section 4.3 also
shortly describing the interplay of RCM and the MARI components in the EMERALD UI.

e Stream 2: Setting up and managing the targets of evaluation: This stream focusses on
the selection of the targets of certification (e.g. cloud services,...), allows to select and
setup the different evidence extractors including eknows-e3, Codyze, Al-SEC, Clouditor
Discovery, and AMOE, allows to enable/disable the TWS, and to manage the access
rights for each target of evaluation. This stream will be presented in Section 4.4.

e Stream 3: Setting up and managing audit scopes: This stream focuses on setting up the
audit scopes, thus selecting the target of certification and the corresponding
certification scheme. Furthermore, it shows the assessment results of the evidence
extractors and allows to manage all controls regarding their compliance or non-
compliance (e.g. AMOE, Clouditor-Orchestrator); additionally different controls can be
assigned to different people and departments. If dealing with EUCS as certification
scheme, a self-assessment questionnaire can be created. And different reports are
available. This stream will be presented in the Section 4.5.

e Additional Functionality: First, there is an overview page for the different self-
assessment questionnaires that have been created for different audit scopes, which is
presented in Section 4.7. Second, there is a view that allows to navigate the available
metrics per metrics category and their assignment to controls in the different audit
scopes presented in Section 4.6. Finally, there exists the possibility to invite new users,
and to manage the users’ roles presented in Section 4.8.
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EMERALD UI

Stream 1:
Certification Schemes

= Upload certification
schemes

= Browse through
certification schemes

= Mapping of controls
and metrics
* Mapping of controls
across different

Stream 2:
Target of Evaluation

= Selection of
certification targets
(e.g. cloud services)

= Setup evidence
extractors including
eknows, Codyze,
Al-Sec, Clouditor

Discovery, and AMOE

Stream 3:
Audit Scope

= Select certification
targets and scheme

= Show the
assessment result

= Manage controls
regarding compliance
and non-compliance

= Manage people

Additional
Functionality

\

=Self-Assessment
Questionnaire

=Metrics

EVIDENCE STORE || RCM | COLLECTORS
9
Codyze

EXTRACTORS EXTRACTORS

\
RCM ORCHESTRATOR ORCHESTRATOR
/ Al-SEC

Figure 20. Overview of the EMERALD Ul Visualisation Streams

4.1 Access Rights for the EMERALD Ul per Persona

Before we start with presenting the clickable mock-up, we will first describe the access rights for
the different user roles. The development of the personas, their characteristics, their tasks in
their working environment, as well as how EMERALD might support them, is used to clearly
define the access rights in the EMERALD Ul. Based on the respective roles, an EMERALD user has
more or less access to the individual EMERALD Ul parts. For example, while a compliance
manager (CM) is allowed to create, view, edit, and delete a self-created target of evaluation, an
auditor gets only read access for the target of evaluation.

In the following, we present for all major EMERALD Ul parts the concrete access rights per
persona:

Access rights for the certification schemes are presented in Table 7
Access rights for the targets of evaluation are presented in Table 8
Access rights for the audit scopes are presented in Table 9

Access rights for the metrics management are presented in Table 10
Access rights for the user management are presented in Table 11

During the development of the EMERALD Ul and after having completed all persona, scenario,
and user journey workshops, one persona turned out to be missing: namely, the Chief
Information Security Officer (CISO). The CISO is a role relevant in the compliance as a service
process for FABA, so we added this role in the access rights descriptions. Furthermore, we also
added the administrator role for completeness.
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Table 7. Access Rights for all Personas towards the Certification Schemes

Roles
3 — -
s 5 < 25
%_ b [ (] T O
g £ s g le=| EE
ACCESS RIGHTS PER ROLE S s S _E|=%| 56
c 0| O o | = 5 2 < < I~
= o + o © o = & o o £ s c
o © “ © C o C o Jr S — = =
E5| 35| &8s5|SS|88 |83 E
SS| I | E6|PE| 2|58 <
Certification Schemes
o View certification schemes X X X X X X
o View mapping of metrics to controls X X X X X X X
o View mapping of controls to controls across schemes X X X X X X
e Edit certification schemes: X X X X
o Map metrics to controls X X X X
o Map controls to controls across schemes X X X X
o Add implementation guidelines X X
e Set values for metrics X X X X X
e Download existing certification schemes X X X X
e Create new certification schemes X X
e Upload new certification schemes X X
e Delete a certification scheme X X
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Table 8. Access Rights for all Personas towards the Targets of Evaluation.

Roles
3 = -
s S c = 5
o £ § | £ £ &
ACCESS RIGHTS PER ROLE S | E 1|8 _2|£5 |58
c 0| O o | = 5 2 < < I~
S® c®| 85| 5|28 |S¢F| ¢
5| 55|85|88/138|285|5
S| 8= 6| fE |2k |GC&H| <
Target of Evaluation
e Create new ToE X X X X
e View assigned ToEs X X X X X X X
o View all ToEs X X X
e Edit ToEs X X X X X X
o Upload new policy documents X X X X X X
o Check resources X X X X X
o Adapt evidence extractor status X X X X X
o Enable and disable the trustworthiness system (TWS) X X X X
o Upload information of AI-SEC sources X X X X X X
e Delete self-created ToE X X X X
o Delete all ToEs X X X
e Manage the access rights of the self-created ToE X X X X
e Manage certifications X X X X
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Table 9. Access rights for all personas towards the audit scopes.

Roles
g - .
S 5 < 2 5
S £ § | £ £ &
ACCESS RIGHTS PER ROLE S | E_ 1|8 _2|£5 |58
c 0| O o | = 5 2 < < I~
S® cw  2g|lceE|s8| £ ¢
¥ | B c o § Soa| T | Q3| E
SS|S3|E6|RPE|2x |53 <
Audit Scope
e Create a new audit scope, but only for self-created ToEs X X X X
e Deleted only a self-created Audit Scope X X X X
e Edit an Audit Scope X X X X
o Edit name X X X X
o Change audit scope status (Setup, Internal Review, External Review, Continuous X X X X
Compliance Management, Fixed).
o Edit the assessment period X X X X
e Manage access rights X X X X
e Adapt the audit scope selection of metrics X X X X X X
e View all controls, assessment results, and metrics X X X X X X X
e Edit all controls, assessment results, and metrics X X X X X X
o Edit the workflow status of a control (open, in progress, implemented, ready for X X X X X X
review)
o Edit the workflow status of a control (set to accepted) X X X
o Change the owner of a control X X X X X X
o Set a control manually to compliant X X X X X X
o upload files and add comments, if a control cannot be assessed automatically X X X X X X
o Edit the target value of a metric X X X X X X
o Edit metrics applicability for a control X X X X X X
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e Create and edit the Self-Assessment Questionnaire if the certification scheme is EUCS X X X X X X
(except the field: "non-conformities of the requirement")
o View the Self-Assessment Questionnaire if the certification scheme is EUCS X X
o Edit the field “non-conformities of the requirement” X X
e View and download reports X X X X X X
e Check why the integrity check of the TWS fails X X X X X X X
e View notifications related to the audit scope X X X X X
Table 10. Access rights for all Personas towards the Metrics Management
Roles
8 = c
©
IS S £ =
‘s £ s | 8 © o
() £ g 9 c — E &
ACCESS RIGHTS PER ROLE = 5 o _c | = s O
c 0| O o | = 5 2 2 S = s
= @ | o 0| ® « | = E c o | £ & c
Q © “ © C o C o i — = =
ES5| 8858|8562 |58 |23 5
S| |c6|fE| 2z S8 | <
Metric Management
o View all metrics categories and metrics X X X X X X
e View the related audit scopes (they created, they have access to) X X X X X X
e View for an audit scope (they created, they have access to) to which controls the metrics X X X X X X
have been assigned to
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Table 11. Access Rights for all Personas towards the User Management

Roles
8 —= c
= 5 .| g ®
(] £ 5 9 c = E &
ACCESS RIGHTS PER ROLE S s . | 8 _c | =% 50
c 0| O o | = 5 2 < < I~
= o oo O o = E E -~
S o | £ © c o c g | 88| Z-<c | £
= v c o S < —= 5 X L > £
o8| g8 =& 2 S22 S5Sv| =8| s
SS| S| 8| E| 20 |G| <
User Management
e |nvite new users to EMERALD instance X X X X
e Assign role to users X X X X
e Change role of a user X X X X
e Delete a user X X X X
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4.2 Landing Page

Figure 21 presents the landing page of the EMERALD Ul. In the following, we describe the overall
functionality of the landing page:

On the left side of Figure 21, the Ul presents the overall navigation:

e Point 1: This is currently active, as the user is on the landing page (“Home”)
e Point 2: Go to the setup and management of the certification schemes

e Point 3: Go to the setup and management of the targets of evaluation

e Point 4: Go to the setup and management of the audit scopes

e Point 5: Go to the metrics management

e Point 6: Go to the self-assessment questionnaire

e Point 7: Go to the user management

e Point 8: Go to the glossary

On the right side of Figure 21, a user sees a current overview of the selected audit scope.

e Point 9: Shows the currently selected audit scope (“Audit Scope 1”). By using the
dropdown menu, a user can switch to another audit scope.

e Point 10: Gives an overview of the current audit scope including the target of evaluation,
the certification scheme, and the overall audit scope status.

e Point 11: By clicking on “Open audit scope” the user enters the currently selected audit
scope.

e Point 12: Provides an overview of the controls’ status progress towards their
implementation

e Point 13: Provides an overview of the compliance status of the current target of
evaluation.

e Point 14: Shows the last activities that have been done in the audit scope, for example
who was working on which control.

e Point 15: By clicking on the bell, the current list of notifications is shown. The yellow
point on the bell shows, that there have been new notifications since the last visit for
the current audit scope.

e Point 16: Here the currently logged in username and role is presented.
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4.3 Setup and Manage Certification Schemes

Figure 21. Landing Page of the EMERALD Ul

Stream 1: Setting up and managing certification schemes focuses on the management of the
certification schemes. It offers the possibility to browse through existing certification schemes
(Figure 23 point 1), it allows to do the mapping of controls and metrics (Figure 23 point 4) as
well as to do the mapping of controls to controls across schemes. It offers the possibility to
create a scheme of your own (Figure 23 point 3) by using controls of existing schemes or by
defining new controls. Finally, it allows to upload and to download certification schemes (Figure
23 point 2). Figure 22 presents an overview of what a user is able to do in the certification
scheme visualisation stream.
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Figure 22. Overall Certification Scheme Process in the EMERALD Ul
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When entering the certification scheme section (Figure 21, point 2) in the EMERALD Ul, the list
of available certification schemes is presented as shown in Figure 23. Figure 23, point 1 shows
the list of available certification schemes. For each scheme, the list presents the version number
and the date and time, when it was uploaded. Additionally, a user (depending on the rights) and
access the scheme by clicking on the name, access the mapping of controls and metrics, or delete
the scheme.

{0 EMERALD BEStUilr i R s g e Qg;

Home
"f 2 Certification Schemes Name & Version & Last Updated £
a

2 Upload Scheme EUCS 1.02 2025/05/1112:14 '% B

|
3 Gentfcation Seheme AlC4 100 2024/07/18 1006

;

Con 5 S5

4 Eii:ﬁ;rm) across B8SICS 15 2024/01/10 14:02

‘ cheme
5 Download Scheme

Targets of Evaluation
Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary -

Figure 23. Certification Scheme — Overview

4.3.1 Browse Certification Schemes

By clicking on the name of a certification scheme like EUCS, the user is guided to Figure 24. Each
scheme is presented and browsable in a hierarchical way. On top the categories are presented,
when open the category or the sub-ordinated controls are shown like for EUCS (Figure 24, point
1). For each category or sub-ordinated control, the ID, the name, and a description is presented.
When clicking on a sub-ordinated control for EUCS (or on a category in BSI C5) the different
controls are presented as shown in Figure 25.
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Glossary

Figure 24. Certification Scheme — Browse Scheme - Categories

Figure 25 presents the list of controls related to a category and sub-ordinated control. For each
control the ID is shown, the description, for EUCS the assurance level and the metrics that have
been assigned to it (point 1). If a guideline for a control has been provided, a green button is
available (point 2 in Figure 25) (grey = no guideline has been added, and green with a plus = add
a new guideline).
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Figure 25. Certification Scheme — Browse Scheme - Controls

When clicking on the name of a control like for example “ISP-01.1”, more information about the
control is presented as shown in Figure 26, point 1 allows to switch between different types of
information. Figure 26Figure 26. Certification Scheme — Browse Scheme — Control Information,
point 2 shows the description of the control; and when the scheme is EUCS, the assurance level

of the control is presented.
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Figure 26. Certification Scheme — Browse Scheme — Control Information

S\IVILLIIIIIS LU LT TITAL LA IVITLHILD  PIUVIUCD LT LUTIECIILIY dddULidLltU TTITLHILY LU LT Lutiuul as
presented in Figure 27. For each metric that is currently assigned to a control, the metric ID, the
metric category, and the metric description are listed. The last column shows additionally to

which other controls a metrics is assigned to.
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Figure 27. Certification Scheme — Browse Scheme — Metrics assigned

When clicking on the name of a control such as “NumberOfKnownLowVulnerabilities” detailed
information of the metric is presented (see Figure 28).
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Figure 28. Certification Scheme — Browse Scheme — Metrics details

The last tab in Figure 29, point 1 (right) is the “Implementation Guideline” tab. If an
implementation guideline was added to the control, it is shown as presented in Figure 29. The
guideline provides some concrete suggestions and examples of how the corresponding control

can be implemented.
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Figure 29. Certification Scheme — Browse Scheme — Control Implementation Guideline

To add an implementation guideline to a control, a user (depending on the user rights) needs to
click on the implementation guideline upload button (see Figure 25, point 2). A pop-up window

opens where the user can upload a prepared file via drag & drop — as presented in Figure 30,
point 1.

Upload Implementation Guideline

Drag & Drop File '
or 7

H i
Cancel

Figure 30. Certification Scheme — Browse Scheme — Upload Implementation Guideline
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4.3.2 Mapping of metrics to controls

The mapping of metrics to controls is one core functionality of the EMERALD Ul. To enter the
mapping of metrics to control views, a user needs to click on Figure 23, point 6. Figure 31
presents the view, where a user is able to do the mapping of metrics to a control.

e Manually Checked Controls: Figure 31, point 1 presents the progress of how many
controls and the suggested metrics have been manually checked by a user. By clicking
on the progress bar, the user can filter for the checked or not checked controls.

e Number of Metrics: Figure 31, point 2 allows to adjust how many metrics should by
suggested for a control by MARI.

e Artificial Intelligence: Figure 31, point 3 contains the Al Symbol. This symbol clearly
states that Al is used in the background.

e List of categories and controls: Figure 31, point 4 offers the hierarchical structure of the
controls, (sub-ordinate controls), and the individual controls.

e Control and Status: Figure 31, point 5 shows the currently active control “O1S01.1". So
far, this control is not marked with a green ok symbol (see Figure 31, point 6). This
indicates that all metrics that have been automatically assigned to the control have not
yet been manually checked by the user.

e Metrics suggested: Figure 31, point 7 shows the list with the metrics that have been
suggested for the current controls. For each metric, the metric ID, the similarity score, a
short description, its source, and the operator is shown. If a metric does not fit for the
control it can be removed by unmarking the checkbox in front of the metric ID.

e Add metrics: If the list of metrics is missing a specific metric, the user can click on the
“Add new” button (Figure 31, point 9), and below the list of all available metrics is
opened (Figure 31, point 11). From this list the user can add other metrics that should
be used for measuring the current control. After the user has adjusted the suggested
control, the user clicks on the “Save” button (Figure 31, point 10). This save indicates at
the same time that the current mapping of metrics to controls is approved.
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Figure 31. Certification Scheme — Mapping - Metrics to Controls
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Besides adding a new metrics, it is also possible for a user to adjust the value of the metrics.
Clicking on Figure 31, point 8 (left) a user gets more details about the metrics (not depicted).
Clicking on Figure 31, point 8 (right) opens the edit view of a metric as shown in Figure 32 opens
the metrics view in an edit mode as shown in Figure 32.

y/ = H 1 a Riley ?
& EMERALD REUSRE G VENTIRTe A
Home Manually Checked Controls
.
If Certification Schemes Metric ID: .
&6
Category: TopLevelMelricl
Upload Scheme
Name: ExampleMetric2
Create Custom Source: Technica
Certification Scheme
Description: This is the description of the metric.
Aap C: Is S5
gﬁi,.,,i'l"o acro Scale 1111
Operator: > v

Download Schem
Target Value: n

5 Target Value Datatype: Steir

Targets of Evaluation : ) =

Interval: 2
Audit Scopes Target Resource Type: Function

Security Feature: runtimelL.anguage, runtime Version
Metrics Management eyWors: TN
Self-Assessment - =
Questionnaires = Save

User Management

Organisation of Information Security
Glossary -

Figure 32. Certification Scheme — Mapping — Edit Metrics

4.3.3 Mapping of controls to controls across schemes

The mapping of controls to controls across schemes is another core functionality of the
EMERALD Ul. To enter the mapping of controls to control views, a user needs to click on Figure
23, point 4. Figure 33 presents the view, where a user is able to do the mapping of controls to
controls across schemes. The functionality is similar to the mapping of metrics to controls
(shown in Figure 31).

e Scheme selection: Figure 33, point 1 offers the user the possibility to select two schemes
e.g. on the left side EUCS and on the right-side BSI C5, thus, the mapping is done from
one control of EUCS to a control of BSI C5.

e Artificial Intelligence: Figure 33, point 2 shows the Al Symbol. This symbol clearly states
that Al is used in the background.

o List of categories and controls: Figure 33, point 3 presents the hierarchical structure of
the controls, (sub-ordinate controls), and the individual controls.

e Control and Status: Figure 33, point 4 shows the currently active control “0IS-01.2”. So
far, this control is not marked with a green ok symbol (see Figure 33, point 5). This
indicates that one or more controls of one scheme have been automatically assigned to
the control of the other schema and that this mapping has not yet been manually
checked by the user.

e Control suggested: Figure 33, point 6 shows that only one control of BSI C5 (0IS.01) is
suggested to correspond to OIS-01.2 of EUCS. For each control, the control ID, the
similarity score, a short description and its source is shown. If the suggested control of
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BSI C5 does not match with the control of EUCS it can be removed by unmarking the
checkbox in front of the control.

e Add control: If the list of suggested controls (right) does not fit to the control (left side),
the user can click on the “Add new” button (Figure 33, point 7), and below the list of all
available controls of BSI C5 is opened (Figure 33, point 9). From this list the user can add
another control that corresponds to the control of EUCS. After the user has adjusted the
suggested control, the user clicks on the “Save” button (Figure 33, point 8). This save
indicates at the same time that the current mapping of controls to controls is approved.
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. . : 1 EUCS v 2 BSICS v
‘%3:‘ Certification Schenics
Associated Controls 0 %
Upload Scheme 2 \AIJ
D < Name £ [0} 4 Sim.g Description & Source &
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[:E:'?\“Ca?llﬂn g;"eme v Al Qroanisation of Information Security 1 Information security management system (ISMS)
Information security 7=
Map Controls ac 3 el & T L < 6
Schemes
Download Scher 4
< . The ISMS shall have a val d certfication according to
Targets of Evaluation @ {5013 1S91EC 27001 ortonatonal che 7 8
The € hall document the mea:
& 0is01.4 documenting, implementing, maintaining and
o conlinwously improving the ISMS. =
Audit Scopes =
5 5 1SMS (8 3 of ISO/IEC 27001}
of applicabilty (Section 6.13), and
» OS02  Seqreqation ol Duties v A1 Organisation of nformetion Security .
Metrics Management
» 0503  Contact with Authorities and Interest Groups w [J 01501 Information Security Management System
Self-Assessment 9
Quest‘onna‘res > 01504 Information Security in Project Management
» A2 information Securly Policies 0 0i8-01.2 Meisys
User Management i
Glossary

Figure 33. Certification Scheme — Mapping - Controls to Controls

When clicking on the “Save” button, the user has also the possibility to take over the metrics
that have been assigned to the control of the left side (the control of EUCS) to the control of the
right (in the example to BSI C5) as shown in Figure 34. When clicking on the checkbox (see in
Figure 34, point 1), the user can choose to take over the metrics. Figure 34, point 2 shows which
metrics are available and will be taken over. Still a user has the possibility to select which metrics
should be taken over.
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Figure 34. Certification Scheme — Mapping - Take over Metrics

4.3.4 Create your own certification scheme

In EMERALD it is also possible to create your own certification scheme. Clicking on Figure 23,
point 3 opens the following view as shown in Figure 35. To create a new scheme, a user needs
to add a name (Figure 35, point 1), a description for the scheme (Figure 35, point 2), and a
version (Figure 35, point 3). Clicking on the “Next” button (Figure 35, point 4) guides the user to
the page (see Figure 36) where categories and/or controls from existing schemes can be selected
and added to the new scheme.
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Figure 35. Certification Scheme — Create New Certification Scheme - Overview

Figure 36, point 1 provides a list with all available certification schemes. All schemes are
browsable, and a user can either select whole categories or individual controls to be added to
the newly created scheme. For example, in Figure 36 the user has selected one control “OIS-02”
of BSI-C5 and the whole category “A2” from EUCS for the new scheme (see Figure 36, point 2).
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Figure 36. Certification Scheme — Create New Certification Scheme - Select Categories and Controls
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When clicking on the “Add new Control” button (see Figure 36, point 3) a user has the possibility
to add a newly created control. To create a new control, a user has to enter a unique ID (Figure
37, point 1), has to enter a name for the control (Figure 37, point 2), has to select a category
(Figure 37, point 3), and add a description of the control (Figure 37, point 4). When scrolling
down, the user can add information if the newly created control is related to a control of an
existing schema (see Figure 38, point 1). And additionally, the user can select one or more
metrics for the control schema (see Figure 38, point 2). This control will then be added to the
newly created scheme as presented in Figure 39, point 1.
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Figure 37. Certification Scheme — Create New Certification Scheme - Create new Control 1
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Figure 39. Certification Scheme — Create New Certification Scheme - New Control added
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4.3.5 Upload and download certification schemes

To upload a certification scheme that is available in OSCAL® or as an MS Excel file, a user needs
to click on Figure 23, point 2. For the scheme, the user needs to enter a name (see Figure 40,
point 1), a description (see Figure 40, point 2), and a version number (see Figure 40, point 3).
Then the user can upload the file via Drag & Drop (see Figure 40, point 4). When clicking on the
“Save” button (see Figure 40, point 5), the newly uploaded scheme will be made available in the
scheme overview page (Figure 21).
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Figure 40. Certification Scheme — Upload Scheme

Figure 21, point 5 offers the possibility to download an existing scheme. As shown in Figure 41,
the user needs to select the respective scheme (see, point 1), decide in which format the
download file should be (see Figure 41, point 2), and click on the “Download” button (see Figure
41, point 3) to download it.

5 https://pages.nist.gov/OSCAL/
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Figure 41. Certification Scheme — Download Scheme

4.4 Setup and Manage Targets of Evaluation

Stream 2: Setting up and managing the targets of evaluation focuses on the creation of targets
for certification (e.g., cloud services, ...). During the setup phase, the Ul offers the installation
guidelines for installing different evidence extractors (Evidence extractors need to be set up on
the respective environment of the target of evaluation, and the installation cannot be done via
the EMERALD Ul). It allows users to enable or disable the TWS as needed and to manage access
rights for the corresponding target of evaluation.

After initially setting up a target of evaluation, the user can manage it within EMERALD. This
includes updating general information (such as name, TWS, and user assignment), managing
evidence extractors (e.g., downloading installation guidelines, updating statuses, and providing
data for the A/-SEC), uploading policy documents, reviewing resources and evidence, and
managing certifications.

Figure 42 presents an overview of what a user is able to do in the target of evaluation
visualisation stream.
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Figure 42. Setup and Management of the Target of Evaluation Process in the EMERALD Ul
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When entering target of evaluation section in the EMERALD Ul, a list of targets of evaluation is
presented (in-line with the access rights of the user) as shown in Figure 43. Figure 43, point 2
presents the targets of evaluation the current user is allowed to see. For each ToE, the resource
status is presented: green means all assessment result retrieved from the resources are ok, while
read means, some assessment results are not ok, and a user has to have a closer look at it. Then
the list presents the type of the cloud service (e.g. cloud) and a short description of the ToE.
Finally, the current user (depending on the access rights) has also the possibility to delete an
existing ToE.

& EMERALD RELGSLIAEITET £
: Home
Certification Schemes Name & Resources Status & Type & Description &
@ Targets of Evaluation Target of Evaluation 1 X Cloud  Thisis my first target of evaluation o
1 E\Cgi:‘lﬂ; Target of Target of Evaluation 2 v Cloud This is my second amazing target of evaluation n

Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary

Figure 43. Target of Evaluation — Overview

4.4.1 Setup Targets of Evaluation

When clicking on the “Create new Target of Evaluation” on the left (see Figure 43, point 1), the
current user can create a new target of evaluation. Figure 44 presents the first step of setting
up a new target of evaluation. Figure 44, point 1 presents the four steps that need to be fulfilled
to set up a new target of evaluation. In the first step, a user enters a name (Figure 44, point 2)
and a short description (Figure 44, point 3), adds some tags (Figure 44, point 4) and selects the
type of the ToE (Figure 44, point 5). After clicking “Save”, the ToE gets assigned a unique target
id (not depicted in Figure 44).
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Tags:

Tag$5

B W~

:
o

Type: *

Cloud v 5

Cancel

project has received funding from t

Figure 44. Setup a Target of Evaluation — General Information

In the next step presented in Figure 45, a user gets all the necessary information on how to
install the relevant evidence extractors for the ToE. Figure 45, point 1 just shows the available
evidence extractors, and when clicking on Figure 45, point 2, a pop-up window is opened as

shown in Figure 46.

& EMERALD

Home
Certification Schemes

@ Targets of Evaluation

Create new Target of
Evaluation

Target of Evaluation 1

D=0

Evidence Extractors

How to add an Evidence Extractors

Evidence Extractors

Fort

Audit Scopes .
Metrics Management 1
Self-Assessment : .
Questionnaires | '
User Management
Glossary
Figure 45. Setup of ToE — Step 2 — List of Evidence Extractors
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Figure 46 provides for each evidence extractor a detailed description on how to install it — this
information can also be downloaded. It consists of an installation guideline and some source
code that needs to be adapted so that the extractor is connected to the ToE. For example, the
description presents the Target ID of the current ToE and the Evidence Extractor URL offered by
the Orchestrator (see Figure 46).

Evidence Extractor Installation Instructions

» Al-SEC
> AMOE

» Clouditor-Discovery

> Codyze

~eknows-e3

Prefequisites mwmw!::!wr:y‘.

rrertatordna)
Dption 1 - Use eknows-e3 in GitLab Cl (recommended):
Ackd Thee fiodiwing configuration 1o your Gitlab C1 oepeiine and Bl in the respectve values for Ciuth

Option 2 - Use eknows-e3 as standalone program:
e g 0 el LTS Balps g

Figure 46. Setup of ToE — Step 2 — Evidence Extractor Installation

In the third step of the ToE setup, settings regarding the Trustworthiness System (TWS) can be
adjusted. Here, a user can define when and how often the integrity validation is performed in
the TWS - automatically and/or on demand, as depicted in Figure 47. Options are:

e Always, when entering a respective audit scope
e On demand by the user
e Automatically every 1, 5, 10, or 15 minute(s).
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-\/, EMERALD RELCEIIASEINE N g ey | Qg
Home @
Certification Schemes TWS Settings

@ Targets of Evaluation ) )
Set Trustworthiness System Settings
Create new Target of

Evaluation
Enable Trustworthiness System 1

Audit Scopes Select your preferences for updating the Trustworthiness System:
Always, when entering an audit scope

[J Ondemand

Metrics Management ) 2
[ Every [ 15mn | automatically
Self-Assessment
Questionnaires
User Management
Glossary
< Back Next >

Figure 47. Setup of ToE — Step 3 — TWS Settings

The fourth step allows to deal with the user assignment as presented in Figure 48. Figure 48,
point 1 allows to search for a user. Below is a list of all users in the EMERALD instance. For each
user, one sees if the user has access to the current ToE, the name of the user, and the role (Figure
48, point 2). When clicking on “Save” (Figure 48, point 3), the new ToE is created.

& EMERALD RELEISEIEIY A, @P;
Home
Certification Schemes Gene Extractors : User Assignment
@ Targets of Evaluation ) )
Assign Users to Target of Evaluation
Create new Target of
Evaluation Please select or deselect the respective users: 1
Audit Scopes
Access & Name £ Role &
B [ morgan ] Technical Implementer
Metrics Management m-:- c::‘:lmnm Md“g
T Auditor B 2
Self-Assessment O [ to ) Auditor
Questionnaires 0 [ Oyian ] Internal Control Owner
O [ Emerson ] Compliance Manager
O [ Anderson ] Technical implementer
User Managemem (i) [ Cameron ] Technical Implementer
@) [ Claude  } Technical mplementer
0 [ Gideon ] Technical Implementer
Glossary @ e Technical Implementer 3
0 [ Ens ] Technical Implementer
0O [ kode ] Technical Implementer
Figure 48. Setup of ToE — Step 4 — User Assignment
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4.4.2 Manage Targets of Evaluation

After having created a new ToE, a user has the possibility to manage the newly created ToE.
Therefore, the user needs to click on the Targets of Evaluation (see Figure 21, point 3) and then
click on the name of the ToE like “Target of Evaluation 1” in the overview page (see Figure 43).

When entering a ToE, the following view is presented as shown in Figure 49. Using the tabs in
Figure 49, point 1 allows a user to go through all the pages, that offer the management of the
ToE. These include beside the “Information View”, the evidence extractors, the policy
documents, the resources and the certifications.

Figure 49 shows the “Information View”. Figure 49, point 2, presents the general information
about the ToE. Figure 49, point 3, shows if the TWS is enabled or disabled and which settings
were selected. Figure 49, point 4, shows the status of the user assignment.

& EMERALD

> @' Information Evidence Extractors Documents: Resources Certifications
Home v General
Name: Target of Evaluation 1
Certification Schemes Description This s ry frst target of evaluation
Type: c 2
,ﬂ‘} " Tag(s) { ag2 X Tag3 J
@ Targets Of Evaluatlon Target ID: @ ab38-343a-feee-be94-3471-3423-aa12-deed
Date of creation 2024/04/2310:34
Create new Target of =
Evaluation ~ Trustworthiness System
Trustworthiness System: @@ Enabled
Audit Scopes - TR i - m for .
Update Frequency: Choose when the TWS checks the integrity of the data 3
Metrics Management Always, when entering an audit scope:
[ oncemand
Self—Assesslment O wey (mn ) suomatcely
Questionnaires § -
User Management v User Assignment
Glossary 4
Access £ Name £ Role
02.04 2024 [ Riey ] Gompliance Manager
5

Figure 49. Manage ToE — Information

When clicking on the “Edit” button (Figure 49, point 5), the same page is shown in edit mode,
thus, a user can change the following parts as presented in Figure 50. In Figure 50, point 1, the
name, the description, and the ToE type can be changed. In Figure 50, point 2, the TWS can be
enabled and disabled, and the settings can be changed. In Figure 50, point 3, the user assignment
can be changed. When clicking on the “Save” button (Figure 50, point 4) all changes are stored.
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& EMERALD REFGTHASEIEGIE

A

~

Role: CM \Q?

o

m

o Information Evidence Extractors Documents Resources Certifications
Home v General
Name: Target of Evaluation 1
Certification Schemes )
Description: This is my first target of evaluation
= T f Eval ) Type: Cloud 1
(@) Targets of Evaluation |,
Target ID: ® b38:3435-feee bed4-3421-3423 5012 deed
Create new Target of DateOreIaation 2024/04/23 10:34
Evaluation
v Trustworthiness System
Audit Scopes Trustworthiness System: ‘@M@ Enabled
f enabled the T audit trail of
” iy
tificatior 5 in @ verifiak n
Metrics Management Update Frequency Choose when the TWS checks the integrity of the data 2
Always, when entering an audit scope
Self-A_ssess'ment T e
Questionnaires O every [ 15min N | automatically
User Managerﬂent v User Assignment
Please select or deselect the respective users:
Glossary 3
Access Name & Role ¢
- arTe— Tanhninal Imnlnmantar

Figure 50. Manage ToE — Edit Information

When clicking on the tab “Evidence Extractors” (see Figure 51, point 1), all installed evidence
extractors for the ToE are shown, as presented in Figure 51. For each extractor, one sees the
status of it (active or paused), the extractor’s name, and when the last evidence was extracted
(see Figure 51, point 2). When clicking on Figure 51, point 3, the user gets the description of how

to install other available extractors as already shown in Figure 46.

After installing the evidence extractors AMOE and AI-SEC, additional functionality is available in

the EMERALD UL.
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& EMERALD

Home
Certification Schemes

@ Targets of Evaluation

Create new Target of
Evaluation

Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary

Target of Evaluation 1

Resources Certifications

Information I =5 Evidence Extractors I

Al Extractors®

2 3

Status & Extractor Naine & Last evidence extracted &
active W Codyze 11/12/2024 0910
aclive W AMOE 11/12/2024.09:10 @ 4
active W Al-SEC 11/12/2024 0910 @ 5
active N Clouditor-Discovery 11/12/2024 0910
aclive WV eknows-e3 11/12/2024 0910

ject has received fundin
rogramm

Figure 51. Manage ToE — Evidence Extractors

When clicking on Figure 51, point 5, a view opens that allows to upload models or data
information that is used by AI-SEC (see Figure 52). Documents needed for A/-SEC are model
information and data information. Models can be uploaded either using an URL or by uploading
a file (see Figure 52, point 1). Data for the model can be uploaded via files (see Figure 52, point
2). All uploaded documents are presented in a list as shown in Figure 52, point 3.

& EMERALD

Home
Certification Schemes

@ Targets of Evaluation

Create new Target of
Evaluation

Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary

Target of Evaluation 1

All Extractors » Al-SEC

Model Data

URLs

Uploaded Documents

Target £ Target Type £ Filename / URL
Model URL https:/git mycompany.com/aimodel
Model Upload my_modelv37.2.zip
Model Upload voice_recogrition.tar
Data Upload my_datasetzip
Data Upload my_dataset old.zip

oooom

Figure 52. Manage ToE — Al-SEC Information
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When clicking on Figure 51, point 4, a user is guided to the “Documents” tab (to be used by
AMOE extractor), as presented in Figure 53. This view presents a list of all uploaded policy
documents (Figure 53, point 1). For each document, it shows the decision status of the

assessment results, the associated metrics, by whom the document was uploaded, and the
upload date.

& EMERALD RELGIEIAEITENIE

Information Evidence Extractors H Documents Resources Certifications
Home All Documents®
! 2
Certification Schemes
Filename < Assessment Decision Status £ Associated metrics £ Uploadedby ¢ Upload date <
f . Security policy document 1.pdf L 1| 4 [ Morgan ] 11/12/2024 10010
@ Targets of Evaluation
Security policy document 2 pdf e 7 13/12/2024 1010 B
Create new Target of
Evaluation Security policy document 3.pdf 0 14/12/2024 1010
. Security policy document 4.pdf [ 2 2 B 5 CDy 15/12/2024 10:10
Audit Scopes
Security policy document 5 pdf [ 3 | [ | Morgan ] 16/12/2024 10:10
Metrics Management Security policy document 6.0df O T 8 [ Morgan
Self-Assessment

Questionnaires

User Management

Glossary

Figure 53. Manage ToE — AMOE Documents

When clicking on the “Upload” button (Figure 53, point 2), a new policy document can be
uploaded (see Figure 54). With drag & drop, a user can drag a new policy document to the view
to be uploaded (see Figure 54, point 1). Second, the user needs to define which metrics should
be extracted from the policy document (see Figure 54, point 2). When clicking on “Save” (see

Figure 54, point 3), the document will be uploaded and stored, and the respective assessment
results for the metrics will be extracted.
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Upload New Policy Document

Filename: ( Security policy document 1.pdf

Please choose the metrics to be extracted:

» O Vulnerability Management
» 02 Development Lifecycle
[ ] EndpointSecurity

» (O 4 Identity Management

Figure 54. Manage ToE — Upload Policy Document

After uploading a policy document, the user can access more detailed information regarding the
policy document. The evidence view shows information about the extracted evidence (Figure
55). By clicking on “information” (Figure 55, point 4) the user can open the information view to
get more insights about the just uploaded document (Figure 56).

In the evidence view, each evidence is shown in a row with the assessment decision, evidence
ID, status, metric ID, and extraction date (Figure 55, point 1). When all evidence has been
checked manually by the user (Figure 57), it can be committed to the Evidence Store (Figure 55,
point 2). The user also has the possibility to add an additional metric to be extracted from the
policy document (Figure 55, point 3). And the user is also able to search for evidence (Figure 55,
point 5).
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Certification Scl g "

(@, Targets of Evaliation (J Assessment Decision & Evidence D £ Status < Metric ID & Extraction date <

? deff-te38-323a-0032 Ready for Audit TLSVersionUsed 11/12/202412:10

’ y

Create new Targer or
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Audit Scopes
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Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary

Figure 55. Manage ToE — Security Policy Document Evidence View

More detailed information about the policy document is depicted in Figure 56. The user can see
details such as the filename, file ID, uploaded by, upload date, status (Figure 56, point 1).
Additionally, the user can also download (Figure 56, point 2) the policy document or delete the
policy documents (Figure 56, point 3).

(I, EMERALD BELEXIREEITEIN

Home All otuments » Security policy document 1

Evidences Information

Certification Schemes =+~ General

Filename: Security policy document 1.pdf
@ Ta rgets of Evali | File ID: de38-343a feee be9d 3421-3423-a01 2-deed
1 Uploaded by: D
Upload date: 11/12/2024 1070
Create new Target of Status: Ready for audit

Evaluation

Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary
2 3
Figure 56. Manage ToE — Security Policy Document Information View
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For each evidence the user needs to review the automatic assessment hints (Figure 57). The user
can review the general file, metric and assessment information (Figure 57, point 1). Additionally,
the user is also able to review the information as an html (Figure 57, point 2) or pdf file (Figure
57, point 3). Based on the extracted information the user needs to decide if the evidence
provided proofs the metric and is complaint via selecting either “compliant” or “non-compliant”
and providing an assessment comment (Figure 57, point 4). In EMERALD all content that has
been generated with the support of Al is marked with an Al Icon (Figure 57, point 5). The added
information of the user is automatically saved by EMERALD.

|

i \
< EMERALD BECESIAAEIIE TN Jag @
A = Role:CM \w
Home [ 5 ) y y ment 1 > LoggingServiceAuthentication
Filename: Securtty policy docurnent 1.pdf
Certification Schemes File uploaded: 1/12/2024 101034
f . Metric ID TLSVersionUsed
(O} Targets of Evaluation Metric Description: Chiecks that only secure TLS versions (€. TLS 1.2, TLS 1.3) are used
Metric Category: Crypto
Create nef of
Evaluation 3
Evidence ID deff-de38-32as-bb32
Assessment hint: X Non compliant (detected TLEA.Y; required LS 1.2) | =

Audit Scopes| 5 = Q0

Assessment hint extraction date: 11/12/202412:10.02

Metrics Management

Assessment decision: +/ Compliant

¢ Non-compliant

Self-Assessi 4
Questionnaire

Assessment comment
User Management

Glossary

Figure 57. Manage ToE — Security Policy Document Metric View

When clicking on the “Resource” tab (see Figure 58, point 1), the certification graph for the
technical evidence will be shown (see Figure 58, point 2). For each resource, all properties and
collected evidence can be displayed when clicking on the resource. A user can also view the
same information in the form of a table as presented in Figure 59 (Figure 58, point 3).
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Figure 58. Manage ToE — Resource Graph

The table view presents more information about each resource, namely the assessment status,
the resource name, the resource type, the number of metrics extracted, and the date and time
when the last evidence was extracted.

& EMERALD

Home
Certification Schemes

@j Targets of Evaluati‘_,,l

Create new Target of
Evaluation

Audit Scopes

Metrics Management

Self-Assessment
Questionnaires

User Management

Glossary
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@ v
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3 112720241210
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Figure 59. Manage ToE — Resources in a Table view
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If a resource is marked in red — independent of the view - the assessment result of a metric is
not compliant. In both views — when clicking on the red marked resource, a user gets deeper
insights about the metrics and its non-compliance status as presented in Figure 60.
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@ Targets of Evaluation

Create new Target of
Evaluation

Audit Scopes
1

Metrics Management

Self-Assessment
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User Management
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Figure 60. Manage ToE — Assessment Results per Metric

When clicking on the metric marked with a red cross (see Figure 60, point 1), detailed
information about why the assessment result is not compliant, is shown in Figure 61.
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Figure 61. Manage Toe — Show detailed Assessment Result of a Metric

When clicking on the “Certification” tab (see Figure 62, point 1), a user can see all related
certifications that have been issued and uploaded. Additionally, a user can upload new
certificates (see Figure 62, point 2) and can view already uploaded certificates (see Figure 62,
point 3). Additionally, the user gets an overview in which audit scope the ToE is used and has
been certified (see Figure 62, point 4).
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Figure 62. Manage ToE — Certifications

4.5 Setup and Manage Audit Scopes

Stream 3: Setting up and managing audit scopes involves defining, organizing, and overseeing
the implementation of controls. To create an audit scope, a target of certification and a
certification scheme are selected. Afterwards, user access can be granted to different users.
Then the audit scope is set up in EMERALD.

When entering an audit scope, a user can manage the compliance of all controls based on the
metrics, assessment results, and evidence retrieved from the evidence extractors (e.g., AMOE;
Clouditor-Orchestrator, etc.). Additionally, controls can be assigned to different people. The user
can also adapt some general information about the audit scope, as well as the audit scope status.
Over more, the user can adapt the scope of the selected certification scheme (e.g., by adding or
removing different metrics). If the audit scope covers the EUCS certification scheme, a self-
assessment questionnaire can be created. Additionally, reports to export audit information from
EMERALD are available.

Figure 63 provides an overview of the actions a user can perform in the audit scope visualisation
stream.
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4.5.1 Overall Audit Scope Process

Before we present the audit scope views in detail, we are going to present the process flow that
guided the development of the audit scope interaction concept.

In order to prepare an audit thoroughly, a concrete process needs to be followed, as shown in
Figure 64. This process consists of four different states an audit scope can be in. To support
different focus areas during the audit process, two distinct views are available. The “process
view” is used to manage all controls along a workflow process. Figure 64 (grey box) presents the
different workflow states, their icons, and a concise description of each. The “compliance view”
helps to check and track the compliance status of the respective controls. The following sections
explain the different states and outline the available actions for each status in the various views.

e Audit Status 1: Setup: If an audit scope is in the setup status, typically, the “process
view” is the default view. This view shows the status of the control implementation by
presenting the workflow status of the controls, as presented in Figure 68. A control can
be in the following four different workflow states:

o Open: This control needs to be dealt with
o In Progress: Someone is working with this control
o Implemented: Someone has implemented the control, and a CM needs to check
if the control has been correctly implemented
o Ready for review: This indicates that a CM has verified the control, and it is now
ready for final review by the CISO.
o Accepted: This workflow status is relevant for the next audit scope status
“Internal Review”.
At the end of the setup phase, all controls should be set to the status “Ready for
Review”.

e Audit Status 2: Internal Review: If an audit scope is in the internal review status, first,
the “process view” is the default view. In this view, the CISO or internal auditor does the
final internal review and sets all controls that have been ready for review, after a check
to accepted.

o Accepted: The control and its implementation have been accepted by the CISO,

and it can be internally or externally reviewed.

Then, the CISO or internal auditor switches to the “compliance view”. The compliance
view shows the overall compliance status of the controls (compliant, non-compliant, or
pending) as presented in Figure 71. The CISO checks the non-compliant controls and sets
them manually to compliant, if this is possible or necessary. Additionally, the CISO
checks non-applicable controls to find out if they are now applicable and can be
manually checked with an additional justification.

e Audit Status 3: External Review: If an audit scope is in the external review status, the
“compliance view” is the default view. The external review takes place; thus, external
auditors check the compliance and non-compliance of all the controls.

e Audit Status 4: Continuous Audit: If an audit scope is in the continuous audit status, the
“compliance view” is the default view. In this phase, the compliance status of all the
controls is continuously tracked.

The third view that is available in the audit scope is the “Overall View”. This view provides a
combined view of the workflow status and the compliance status of the controls. The user can
switch between the views whenever needed.

Be aware that changing the audit scope status can only be done by the (Expert) CM of an audit
scope. However, the (Expert) CM is allowed to change the audit scope status whenever a change
is needed.
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Figure 64. Audit Scope — Status Overview
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When entering the audit scope section in the EMERALD Ul, a list of audit scopes is presented (in
line with the access rights of the user) as shown in Figure 65. Figure 65, point 2, presents the
audit scopes that the current user is allowed to see. For each audit scope, one can see the related
ToE and the respective certification scheme. Additionally, one can see the workflow status
showing how many of the controls of the audit scope are in which state. The compliance status
is presented, showing how many controls are compliant or non-compliant. Finally, the overall
audit scope status is presented.

{p EMERALD RAULOETES g e (&g

Home

Certification Schemes

Name £ Target of Evaluation <& Scheme £ Workflow Status £ Compliance . AuditScope

Status ¥ Status V¥
Targets of Evaluation
9 Audit Scope 1 Target of Evaluation 1 EUCS O . e v X Setup B
90 26 6 90 160 160 212
TC} Audit Scopes
b Audit Scope2  Targetof Evaluation1  BSIC5 O ® 0 ° v X Internal Review ﬁ
30 2 43 165 /n 120
1 Create new Audit Scope
AutiScope  TometofEvelustionl BN ® 0O O VvV X uiorReiew ﬁ
17 3 0 23 100 133 10
Metrics Management
Audit Scope 4 Target of Evaluation 2 EUCS O . o ° \/ Continuous Complian: n
[] 23 20 23 57 00 a3
Self-Assessment ! !

Questionnaires

User Management

Glossary

Figure 65. Audit Scopes Overview

4.5.2 Setup Audit Scopes

When clicking on “Create new Audit Scope” on the left side (see Figure 65, point 1), the current
user can create a new audit scope. Figure 66 presents the first step of setting up a new audit
scope. Figure 66, point 1, presents the two steps that need to be fulfilled to set up a new audit
scope. In the first step, a user enters a name (Figure 66, point 2), selects an existing target of
evaluation (Figure 66, point 3), and selects the respective certification scheme (Figure 66, point
4. After clicking “Next” the user is guided to the user assignment page (see Figure 67).
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Figure 66. Setup Audit Scope — Step 1 — General Information

In the second step, user assignments can be managed as presented in Figure 67. Figure 67, point
1 allows to search for a user. Below is a list of all users in the EMERALD instance. For each user,
one sees if the user has access to the current audit scope, the name of the user, and the role
(Figure 67, point 2). Clicking “Save” (Figure 67, point 3) creates the new audit scope.
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. SR 3 K
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(@) [ Blioke ] Technical implementer 3
(] [ Eis ] Technical Implementer
(m] [ koda ] Technical Implementer
Figure 67. Setup Audit Scope — Step 2 — User Assignment
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4.5.3 Manage Audit Scopes

After having created a new audit scope, a user has the possibility to manage it. Therefore, the
user needs to click on the name of the audit scope like for example, “Audit Scope 1” in the
overview page (see Figure 65).

When entering an audit scope, the following view is presented as shown in Figure 68. Using the
tabs in Figure 68, point 1 allows a user to go through the submenu; these include the overview,
general information about the audit scope, the scope selection to adjust the certification
scheme, the self-assessment questionnaire (if the certification scheme of the audit scope is
EUCS), and the reports.

Each of the tabs will be presented in detail: the overview tab (see Section 4.5.3.1), the general
information tab (see Section 4.5.3.1), the scope selection tab (see Section 4.5.3.2), the self-
assessment questionnaire tab (see Section 4.5.3.3), and the reports tab (see Section 4.5.3.4).

4.5.3.1 Overview Tab

Figure 68 presenting the overview tab is described briefly. Then, we present each functionality
available in this view in more detail along the bullet point list below.

e Audit Scope Information: Figure 68, point 2 provides the general information about the
audit scope, namely the related ToE, the selected security scheme (and assurance level
if the scheme is EUCS), the current audit scope status, and an edit button (for details see
Figure 69).

e Audit Scope - TWS: Figure 68, point 3 shows the result of the TWS (see Figure 70).

e Audit Scope - Process view, compliance view, overall view: Figure 68, point 4 allows to
switch between the different views: the process view — shown when the audit scope
status is setup or internal review (see Figure 68), the compliance view — shown when
the audit scope status is external review or continuous compliance (see Figure 71), and
the overall view — combining insights from both views (see Figure 72).

e Audit Scope - Control workflow overview and details: Figure 68, point 5 displays the
control workflow overview as percentages, indicating how many controls fall into each
workflow status Figure 68, point 6 presents how many controls in which status is
assigned to the current user (Assigned to me — left column) from all available controls
(All controls — right column) By clicking on the numbers, a user can filter for controls in
the respective status.

e Audit Scope - Search bar: Figure 68, point 7 allows searching for different categories
and controls.

e Audit Scope - Categories and Controls of certification scheme: Figure 68, point 9,
presents the status of the categories and controls hierarchically. By clicking on the
categories, one can browse to the individual control. For the categories of a scheme, an
aggregated status is presented of the underlying controls. When having opened a
category and a sub-ordinated category, the respective controls and the controls
individual workflow status are presented. By clicking on the control name, a user gets
more information about the control, as shown in Figure 74. Figure 68, point 8 allows
switching between the hierarchical view of categories and controls (shown in Figure 68)
and a flat view of the individual controls.
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Figure 68. Manage Audit Scope — Overview

Audit Scope Information: Figure 68, point 2, provides the general information about the audit
scope. When clicking on the Edit button, the following pop-up opens as shown in Figure 69. On
top of Figure 69, point 1, a user sees the certification scheme and ToE selected — this information
cannot be changed. A user can change the name of the audit scope (Figure 69, point 2), the audit
scope status (depending on user rights; Figure 69, point 3), and assign a new audit scope owner
(Figure 69, point 4). When clicking on the “Save button”, all changes will be stored (Figure 69,
point 5).
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Figure 69. Manage Audit Scope — Edit an Audit Scope

Audit Scope: TWS: Figure 68, point 3, shows the result of the integrity check provided by the
TWS. If the integrity check is ok, a green symbol is presented (Figure 68, point 3). If the integrity
check fails, the green symbol turns into a red symbol (see Figure 70, not depicted). Additionally,
a user can open (Figure 70, point 1) and/or download (Figure 70, point 2) the TWS report to get
more information about the failed integrity check.
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Figure 70. Manage Audit Scope — Integrity Check by TWS failed
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Audit Scope: Process view, compliance view, overall view: Figure 68, point 4 allows switching
between the different views.

e Process view: The process view shown in Figure 68 allows tracking the workflow process
states of all controls. This view is used when the audit scope status is either set to
“setup” or “internal review”. Each control has one of the following states: open, in
progress, implemented, ready for review, and accepted (for details, see Section 4.5.1).
Regarding the list of categories and controls of the current certification scheme, it
presents the categories and controls with the workflow implementation status in a
hierarchical way. For example, in Figure 68, point 9 shows that category A.8 IDENTITY,
AUTHENTICATION, AND ACCESS CONTROL MANAGEMENT has below 20 open controls,
10 in progress controls, 5 implemented controls, 2 ready for review controls, and 30
accepted controls. Another example is that it shows that the control “IAM-08.3" is
currently “open”.

e Compliance view: The compliance view is presented in Figure 71. This view is used when
the audit scope status is “internal review” (depending on the status of the controls
implemented), “external review”, and “continuous audit”. It shows the overall
compliance status of the audit scope. Figure 71, point 1, shows in percentage how many
controls are already compliant, how many of them are not compliant, and how many of
them are pending. Figure 71, point 2, provides the same information but with absolute
numbers and some further subdivision. It shows how many controls have been set
automatically to compliant, how many controls have been set manually to compliant,
how many controls have been set automatically to non-compliant, how many controls
have been set manually to non-compliant, and how many controls are still pending
regarding their compliance status. Figure 71, point 3, shows the categories and controls
with their compliance status in a hierarchical way. For example, category A.8 IDENTITY,
AUTHENTICATION, AND ACCESS CONTROL MANAGEMENT has 30 compliant controls
and 17 non-compliant controls. Another example is that control IAM-08.3 is non-
compliant so far.

e Overall view: The overall view combines the process view and the compliance view into
one view for getting a quick overview (see Figure 72). This view is not related to any
status of the audit scope. Figure 72, point 1, shows the detailed view of the workflow
status per control of the audit scope. Figure 72, point 2, shows the detailed view of the
compliance status of the controls along the 5 types possible. Figure 72, point 3, shows
again all categories and controls in a hierarchical way. In this case, a user sees the
workflow status as well as the compliance status of categories and controls.
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Figure 71. Manage Audit Scope — Compliance View

(/, EMERALD E.NGHELLEN

fE Overview Information Scope Selection Questionnaire Report
Home
Target Scheme Assurance Level Audit Scope Status
oy
Target of Evaluation 1 EUCS high Setup g

Certification Schemes
Process View Compliance View Overall View

Targets of Evaluation Control Workfiow Detalls Control Compliance Details:
Assigned to Me Al Controls \/ ‘Automatically Compliant 140
@ Audit Scopes 0 &= * = Vs Manually Compliant zu
[N A In Progress 2 26 x e . 2
@  impiemented ° 5 or-complent
Create new Audit Scope () Ready for Review 16 %0 Xz Manually Non-Compliant s
@ Accepted 57 160 ? Pending 2
Metrics Management
g = P
‘Show Categones

Self-Assessment

Workflow Status & Compliance Status < Description £ Assignedto & '
Questionnaires
OO0 @ O O e | - omsion
and information processing
2 10 5 2 3 i
User Management faclities
AT Thioughour their lifecycle,
Gl o O O @ O O cnm— e e
ossary 3 b 2 2 0 2 2 :E?Lit:::ed 1o ensure that
e The CSP shallrequire users
o Passwords shall be only
1AM-08.4 Vs stored using [ Eero )
Accepted . cryplographically.
1o} The CSP shalllink the access
IAM-08.5 v control policy defined in [ Riicy |

Figure 72. Manage Audit Scope — Overall View

Independent of the views — the process view, the compliance view, and the overall view we
presented the categories and controls in a hierarchical way, where a user can click on categories,
subordinate controls, until the user reaches the individual controls. All three views offer the
option to switch from a hierarchical view to a flat list view, in the process view Figure 68, point
8, in the compliance view Figure 71, point 4, and in the overall view Figure 72, point 4.
Exemplarily, we show the flat list view on the basis of the process view (see Figure 73, point 1);
for the compliance and the overall view, the flat control list looks similar.
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Figure 73. Manage Audit Scope — Process View — Controls in a List

Audit Scope: Categories and Controls of the certification scheme:

To get further insights about a control e.g., why a control is marked as open, the user needs to
click on the name of the control, like for example in Figure 68, point 9, and control IAM-08.3.
Then the user sees the following control view as presented in Figure 74. First, Figure 74 is
described briefly. Second, we present each functionality available in this view in more detail

along the bullet point list below.

e Control: Navigation: On top of Figure 74, point 1, the user sees the name of the control

and the related audit scope. When clicking on the name of the audit scope, the user is
redirected to the overview of the audit scope (to Figure 68).

Control: Control properties: Figure 74, point 2 provides more information about the
control itself, for example, the compliance status, the workflow status, to whom the
control is assigned, and the owner of the control. When clicking on “More details" the
user gets information about the date and time when the control was updated and until
when the manual compliance is valid (if applicable). Also, some of the control properties
can be edited as presented in Figure 75.

Control: Further Control Information: Similar to the audit scope, there is also the
possibility to switch between different views in the control overview. In the assessment
views (shown in Figure 74, point 3) a user sees the assessment results. In the information
view, the user can access the description of the current control provided by the
respective certification scheme (see Figure 76). Finally, a user can access the history of
a control, showing which user did what with respect to the control (see Figure 77).
Control: Control Metrics List: Figure 74, point 4 presents the list of metrics that have
been assigned to the control. For each metric, the assessment status, the name of the
metric, the description of the metric, the last compliant evidence extracted, and the last
evidence extracted are shown. Additionally, a user can still decide on the applicability
of the different metrics. For example, in the third line of Figure 74, point 4, it shows that
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the assessment result of the “ExampleMetric2” is not ok, while the assessment results
for the other three metrics are fine.
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Figure 74. Manage Audit Scope — Enter a Control

Control: Control properties

When clicking on the edit button, Figure 74, point 2 on the right side, the user is able to change
some relevant properties of the control, as shown in Figure 75. For example, the user can
manually adjust the compliance status (see Figure 75, point 1), the user can change the workflow
status of the control (see Figure 75, point 2), the user can assign the control to another person
or department (see Figure 75, point 3), and the user can also change the owner of the control
(see Figure 75, point 4).
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Figure 75. Audit Scope — Control — Edit Control Properties

Control: Further control information: Figure 74, point 3, shows that further information about
a control is available. When the “Assessment” tab is active, the assessment results per metric
are shown (see Figure 74).

Clicking on the “Information” tab (see Figure 76 point 1), further information about the control
is shown, namely, to which certification scheme, which category, and sub-ordinate category it
belongs. If an implementation guideline for the control is available, then it will also be presented
in this view.

Switching to the “History” tab (see Figure 77), the view presents the history of the control. It
shows which actions were conducted, which changes were made, by whom, and when. This
enables monitoring the progress of the control over time.
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Figure 76. Audit Scope — Control — Further Information
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Figure 77. Audit Scope — Control — History
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Control: Control Metrics List: Figure 74, point 4 presents the list of metrics that have been
assigned to the control. For each metric, the assessment status, the name of the metric, the
description of the metric, the last compliant evidence extracted, and the last evidence extracted
are shown. When clicking on the name of the metric, more information about the metric will be
shown as depicted in Figure 78. Figure 78 shows the information about the compliant metric
named “TLSVersionUsed”. Figure 78, point 1 shows the breadcrumb navigation for the metric —
the name of the audit scope, the control, and the name of the metrics, which can be used for
navigation. Figure 78, point 2 provides general information about the status of the metric,
including the assessment result, the last compliant assessment result retrieved, the last
assessment result of the metric retrieved, and its applicability. When clicking on the edit icon,
some properties of the metrics can be changed (see Figure 80, point 1) — the operator, the target
value, and the target value datatype. Figure 78, point 3 provides more information about the
metrics —on the one hand there is a description of the metrics and to which metric category the
metric belongs to — on the other hand it presents in which other controls of the current audit
scope the metric is used and which evidence extractors (e.g. Codyze, AMOE) are related to the
control to extract the assessment result. Figure 78, point 4 shows the assessment results of the
evidence extractor Codyze, and Figure 78, point 5 shows the assessment results of the evidence
extractor AMOE. In both cases, the assessment status is compliant, indicating that both
extractors can provide evidence demonstrating the metric’s fulfilment.
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Metrics Management Col te: 11/12/202412.05:35

Co sh: 3b15¢584
Self-Assessme 4 Ex 11/12/2024 12:10:12

1 i R
Questionnaires °
= Server.java: from repositoryl, Lines 5-9

User Management Rssessment status: v/ Complnt (detected: 1.3;required: atleast 1.2
G ‘Ossary v \/ AMCE Policy document 1.pdf 03/09/2024 09:23
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Relevant documents:
= Policy document 1.pdf: see HTML, see original

Figure 78. Audit Scope — Control — Metric compliant

Figure 79 shows the same information for another metric “ExampleMetric2”. In this case, the
assessment result is non-compliant. Having a closer look at Figure 79, point 1 provides more
insights about the assessment result of the evidence extractor eknows-e3, showing that in the
file “repositoryl” in the lines 5-9, the evidence extracted stated that the logging is disabled
instead of being enabled. A user can directly jump to the respective source files to see where
the non-compliance is coming from.
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Figure 79. Audit Scope — Control — Metric non-compliant
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Change Metric
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Target Value: E 2

Target Value Datatype:

Cancel

Figure 80. Audit Scope — Control — Edit Metric Properties

Figure 74 above is a representation of how the control view looks if metrics are assigned to a
control (in this case, to control IAM-08.3). However, it can also happen that no metrics can be
assigned to a control, for example IAM-08.4 (Figure 74). Thus, no assessment result and evidence
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can be automatically extracted with the help of an evidence extractor. Therefore, it needs to be
possible to manually upload documents that show that a control is fulfilled, as presented in
Figure 81. In Figure 81, point 1, a user can add a comment for the control and how evidence is
shown so that the control is fulfilled. Clicking on the “Upload” button (Figure 81, point 2), a user
can upload respective files. Figure 81, point 3, presents the list of files that have been uploaded
to show evidence that the control is fulfilled.

™~
' H d Riley
& EMERALD [UELERY 1 (ol
Home Audit Scope 1 1AM-08.4
Compliance Workflow Assigned to Owner
J thmdeale /2 Manually compliant @ Accepted [ £ero ] [ Morga
. . anually compliant cepted Ecro
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Assessment  Information  History
TGI'QEIS of Evaluation This control eannot be assessed automatically. Please add the required evidence manually
Comment:
rf‘\; Audit SCOPES As the provided evidence shows, passwords are only stored using cryptographically strong hash functions.
g
Creale new Audil Scope
2 Upload ]
Metrics Management :
Filename & Uploaded by & Upload date ¢
Self-Assessmen evidence 1321009 Morgan ] 1112/2024 1010 D
Questionnaires
evidence 31d pdf organ J 11/12/2024 10:00 0

User Management

Glossary

Figure 81. Audit Scope — Control without Metrics

4.5.3.1 Information Tab

The information tab (Figure 82, point 1) presents further information about the audit scope
divided into three parts:

e General: The general part of the audit scope covers general information about the audit
scope (see Figure 82, point 2) like the name of the audit scope, the selected ToE, the
selected certification scheme, the creation date, the assessment period with a start and
end date, the audit scope status, and the audit scope owner.

e User assignment: In the user assignment part (see Figure 82, point 3), all users who are
currently assigned to the audit scope are listed.

e History: The history part (see Figure 82, point 4) presents all activities and changes that
have been done by whom and when in the audit scope.
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Figure 82. Audit Scope — Information Tab

When clicking on the “Edit” button (Figure 82, point 5), some general information as well as the
user assignment can be changed, if a user has the corresponding rights (e.g., CM or Expert CM).
Figure 83, point 1 shows that a user is allowed to change the name of the audit scope, the start
and end date of the assessment duration, the audit scope status, and the audit scope owner.
Figure 83, point 2 shows that a user is also allowed to manage the access rights, thus, grant
access to further users or remove users' access rights.
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Figure 83. Audit Scope — Information Tab — Edit

4.5.3.2 Scope Selection Tab

The scope selection tab (see Figure 84, point 1) presents the current certification scheme,
including the categories and controls applicable for the current audit scope. Figure 84, point 2,
shows the certification scheme in a hierarchical view, the checkbox on the right indicates that
the respective category and control are applicable for the current audit scope.
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Figure 84. Audit Scope — Scope Selection Tab — Overview

When deselecting a complete category — as shown in Figure 85, point 1 — a pop-up window
shows up, Figure 85, point 2, asking to provide some explanation why the category will be

removed.

Figure 85. Audit Scope — Scope Selection Tab — Deselect Category

Change Audit Scope Selection

You want to exclude A.7 ORGANISATION OF INFORMATION SECURITY from the audit scope.
why

This is an exampk hy the category is not relevant 1o be Included in the Audit Scope 1

Cancel
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It is also possible to click on an individual control and see which metrics have been assigned to
the control (see Figure 86). On the one hand, the user gets a description about the control (see
Figure 86, point 1). On the other hand, the user sees the metrics assigned to the control (see
Figure 86, point 2). For each individual metric, the user can change its applicability. If a user
decides to deselect a metric, then the user has to add an explanation why this metric is not
applicable anymore (this looks similar to Figure 85, point 2). Additionally, when clicking on the
“Add new” button (see Figure 86, point 3), the user also has the possibility to add another metric
from the set of available metrics (see Figure 86, point 4) and save it accordingly (see Figure 86,
point 3).

& EMERALD LULIEMSEY

QOverview Information 'i' Scope Selection Questionnaire Report
Home Audit Scope Selection » 015.01.1
~0IS.01.1
Certification ScH 1 Assurance Level: Basic
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covering at least the operalional units, locations and processes for providing the cloud serviee

Targets of Evaluation Associated Metrics
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MalwareProtectionSignatureUpdateEnabled Whether malware protection signature updates are enabled -

Metrics Management

Self-Assessment
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User Management

v+ (O Vulnerability Management .
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4 8 11 NumberOfknownLowVulnerabiities
a 2 NumberDfKnownMediumvVulneranilities
03 NumberOfknownHighVuinersbilities

Figure 86. Audit Scope — Scope Selection Tab — Control and Metrics

4.5.3.3 Questionnaire Tab

The self-assessment questionnaire tab is only available if the certification scheme selected for
the audit scope is EUCS. Otherwise, this tab is not visible in the audit scope.

When a user clicks on the questionnaire tab for the first time, the user can create a new
questionnaire as shown in Figure 87, point 1.
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Figure 87. Audit Scope — Questionnaire Tab — New Questionnaire

If there has already been created one or more questionnaires for the audit scope, the user gets
shown a list of the available questionnaires as shown in Figure 88. For each questionnaire, a user
sees the creation date, when it was updated for last time, and by whom. Additionally, a user
(depending on the user rights) can access the history of the questionnaire and delete it.
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Figure 88. Audit Scope — Questionnaire Tab — Existing Questionnaires
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After entering a questionnaire, a user is shown a doughnut diagram Figure 89, point 1 about the
self-assessment control compliance status of the questionnaire. A control question can be not
answered (white), compliant (green), partially compliant, non-compliant (red), or not applicable
(grey). Thus, this diagram shows to what extent the questionnaire has already been filled in.
Figure 89, point 3 offers the possibility to download the questionnaire. When clicking on the
green segment of the doughnut diagram, more information about the compliant controls is
provided, as depicted in Figure 90.

Y/ R ﬁ iley /
& EMERALD [ULIEEITY AQAE 3
< Information Scope Selection ﬂ Questionnaire "

Home Questionnaire List » Self-Assessment Questionnaire 1 Overview

Target Scheme Assurance Level Audit Scope Status
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Metrics Management 55 Cantrols 3 |

130 Controls >

Self-Assessment
Questionnaires

User Management

38 Controls >

Glossar
y not applicable . non-compliant partially compliant ) compliant | not answered

4 Continue Questionnaire

Figure 89. Audit Scope — Questionnaire Tab — Doughnut Diagram

Figure 90, point 1 shows that the green part (compliant controls) of the chart is highlighted and
present in Figure 90, point 2, the list with all compliant controls. If a user clicks on the other
coloured parts of the doughnut diagram, the respective controls in the respective status are
listed.
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Figure 90. Audit Scope — Questionnaire Tab — Compliant Controls

When clicking on Figure 89, point 2, the view is changed to a bar chart visualisation as shown in
Figure 91. For each category of the EUCS, a bar chart shows the compliance status of the controls
in the questionnaire (Figure 91, point 1). Clicking on Figure 91, point 2 redirects the user back to
the doughnut view (Figure 89).

& EMERALD [LULLEEEY
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Figure 91. Audit Scope — Questionnaire Tab — Bar Charts

Figure 89, point 4 “Continue Questionnaire” leads the user to the questions of questionnaire.
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Figure 92 and Figure 93 show an example of the questions. Figure 92, point 1, provides an
overview of the progress of the questions answered so far. Figure 92, point 2, provides an
overview of the progress of the answered questions for a category — in this case, category “A.1
Organisation of Information Security”. Figure 92, point 3, shows the status of the individual
control being answered. For example, OIS-01.1 has not been answered; OIS-01.2 is not
applicable; 01S-01.3 is partially compliant; OIS-01.4 is compliant, and OIS-01.5 is not compliant.
Figure 92, point 3 shows that the control OIS-01.1 is currently active. Therefore, Figure 92, point
4 presents the description about the related sub-ordinate category OIS-01 and the description
of the control 0IS-01.1 itself. Below (Figure 92, point 5) a user can find the different questions
related to the control. For each of the question a user can set the status to fully supported,
partially supported, not supported at all, and not applicable. Additionally, a user can upload or
describe the evidence and an add a comment.
3

Ja

Riley
Role: CM

Audit Scope 1

Information

& EMERALD

Scope Selection Questionnaire

Home JUestionn: t > Self sment » Questions
Target Scheme Assurance Level Audit Scope Status
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1 800
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1 The scope of the IS! onal units, locations and processes for providing the cloud
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Figure 92. Audit Scope — Questionnaire Tab — Questions 1

At the end of a questionnaire page (see Figure 93), auditors can add some information (see
Figure 93, point 1) such as mentioning non-conformities of the control. The compliance status
of the control is automatically calculated (see Figure 93, point 2) depending on the answers
given. The calculation of the compliance status is presented in Table 12.

Table 12. Audit Scope —Tab Questionnaire — Calculating the Compliance Status

Answer to questions

Compliance Status

All answers are ,fully supported” or “not applicable

Compliant

All answers are “not supported at all” or “not
applicable”

Non-Compliant

All answers are “not applicable”

Not applicable

Any answer is “not supported at all”

Partially compliant

Any answer is “partially supported”

Partially compliant
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Figure 93, point 3 offers the possibility to got to the previous or the next page or to leave the
questionnaire.

Audit Scope 1

& EMERALD

Overview Information Scope Selection ﬁ Questionnaire Report
Home Jestionnaire List » Self-As t Questionna view » Questions
Target Scheme Assurance Level Audit Scope Status
Certification Schemes Target of Evaluation 1 EUCS high Setup

Progress of answered Questions
800

Targets of Evaluation

Q1: Does the CSP provide documented information of the ISMS applied to the cloud service, include
rfé\ﬂ Audit S FET—— atleast ISO/IEC 27001 requirement 6.1.3 item ¢)?
{©) Audit Scopes TR T
(=] P INFORMATION SECURITY Fully supported. =
14 . e SIS [Scope]

at o
1S-01 INFORMATIOM SECURITY t apalicable
Create new Audit Scope v P PR Not appiicable

0IS01.1 Q2: Does the CSP provide documented information of the ISMS applied to the cloud service, include

at least ISO/IEC 27001 requirement 6.1.3 item d)?
Metrics Management AT
- e

0 o
01501.3 Par TSRS [declaraion of applicabiity

0

|

Nt

Self-Assessment v Notapplicatle.
Questionnaires [ ]
Q3: Does the CSP provide documented information of the ISMS applied to the cloud service, include

» n:luslli?{!iliﬁﬂ!ﬂ l‘:.:dllem i pi g to
User Management 7t cloud sarviost

» ® TS [Scope]
Glossary

»

R )

» PoLicH
z = I 1

Figure 93. Audit Scope — Questionnaire Tab — Questions 2

4.5.3.4 ReportTab

The reports available for an audit scope can be accessed when clicking in Figure 68, point 1 on
the report tab. The report functionality is divided into two views. The “Audit Report History” and
the “Track Record of Evidence”. Figure 94 presents the Audit Report History. For switching
between the two views, a user can use the two tabs (see Figure 94, point 1). Audit Report History
presents the evolvement of the compliance status of the controls over time in a diagram (see
Figure 94, point 2). Below, monthly reports can be downloaded. For example, Figure 94, point 3
presents the monthly report for June 2025. When clicking on the Download Report button, this
report is downloaded as a PDF document. When clicking on the Create Snapshot button (see
Figure 94, point 4), a report of the current status of the audit scope is created and downloaded.
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Figure 94. Audit Scope — Report - Audit Report History

Figure 95 presents the Track Record of Evidence. In this view a user first gets an overview of the
compliance status of the current audit scope (Figure 95, point 1 and point 2). Then, the user can
select which category should be shown (Figure 95, point 3). The information presented (Figure
95, point 4) shows first the “Compliance Proof” part - compliance information for each control.
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Figure 95. Audit Scope — Report — Track Record of Evidence — Compliance Proof
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When scrolling down in the list (Figure 95, point 4), the “Statement of Applicability” is presented
as shown in Figure 96, point 1.

& EMERALD [LULLELLTER

2 Overview Information Scope Selection
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A8 IDENTITY, AUTHENTICATION, AND ACCESS CONTROL MANAGEMENT ~ |
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User Management b IAMO7 AUTHENTICATION MECHAN! Adequare S
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Audit Scope 1.
from the E
r grant agr

Figure 96. Audit Scope — Report — Track Record of Evidence — Statement of Applicability

Metric Applicabllity TLSVersionUsed

b IAM-09 GENERALD ACESS RESTRICTIONS

The “Download Report” button, as presented in Figure 95, point 5, offers the possibility to
download a report. A user has the possibility to decide which content should be included in the

report (see Figure 97, point 1) and in which format the report should be downloaded (see Figure
97, point 2).
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Figure 97. Audit Scope — Report — Track Record of Evidence — Download Report

4.6 Metrics Management

The metrics management view can be entered when clicking on Figure 21, point 5. The Metrics
Management section allows viewing the categories, the assigned metrics assigned to the
categories, and in which audit scopes the individual metrics are used. Figure 98 presents the
overview of the metrics management. First, it presents an overview of the existing categories
like for example, Figure 98, point 1. When clicking on a category, all metrics assigned to this
category are listed (Figure 98, point 2). Clicking on the “Synch Repository” button (Figure 98,
point 3) will synchronize the metrics with the metrics management repository (e.g. import new
metrics).
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Figure 98.

Metrics Management - Overview

When clicking on a metric, for example “TLSVersionUsed”— see Figure 99, point 1 — the view
presents in which audit scopes the metric is used. The metric selected is used in Audit Scope 1,
and the related controls that the metric is assigned to are shown (see Figure 99, point 3).
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Figure 99. Metrics Management — Metrics in Audit Scopes
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When clicking on Information on Figure 99, point 2, more information about the metric is
presented, as shown in Figure 100, point 2.

RV TN Metrics Management g @ |
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1D: TLSVersionUsed
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Target Expression: 12,13}
Self-Assessment Extractor: Clouditor-Discovery
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1D: Crypto

User Management

Description: Checks that safe cryptography standards are applied

Glossary “3‘ t

Figure 100. Metrics Management - Metrics Information

It is important to note that only specific fields of a metric can be edited directly within the
EMERALD Ul. To modify any other fields, or to add a new metric, users must make these changes
directly in the Metrics Repository.

4.7 Self-Assessment Questionnaires

The self-assessment questionnaires are accessible in the related audit scope but can be also
accessed in the Self-assessment Questionnaire section when clicking in Figure 21, point 6. Figure
101 presents the overview of the available self-assessment questionnaires per audit scope
(depending on the user rights). For example, Figure 101, point 1 shows that two self-assessment
guestionnaires are available for audit scope 1 and one self-assessment questionnaire is available
for audit scope 4. For each questionnaire, the following information is presented: the related
audit scope, target of evaluation, the assurance level of the EUCS, when the questionnaire was
lastly updated, and the creation date of the questionnaire. When clicking on the name of a
qguestionnaire, the questionnaire is opened as shown in Figure 89.
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Figure 101. Self-Assessment Questionnaire

4.8 User Management: Roles and Access Rights

The user management allows to manage the EMERALD users. Users themselves cannot be
created through the EMERALD Ul, instead they have to be created in keycloak® —an Open-Source
Identity and Access Management software used for the EMERALD CaaS framework.

Figure 21, point 7 allows a user to enter the user management. Figure 102 shows the entry page
of the user management. In this view, all EMERALD users are shown like for example Figure 102,
point 1 or point 2. When clicking Figure 102, point 3 a new user — who has already been created
in keycloak can be invited to the EMERALD UL.

6 https://www.keycloak.org/
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Figure 102. User Management — Overview

To add a new user, the email address or the user ID needs to be entered (see Figure 103, point
1) and the corresponding role needs to be selected (see Figure 103, point 2). When clicking on
Figure 103, point 3 an invite is sent to the user, and after accepting this invitation the user is
able to access the EMERALD UI.

Add New Users to Emerald Instance

Add Email or UserID: | ( azriel@emerald.com

Role Assignment: | ( control Owner

Cancel

Figure 103. User Management — Add new User
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Additionally, it is also possible to edit or delete an existing user (Figure 102, point 2 — right
buttons). Figure 104, point 1 a new username can be entered and Figure 104, point 2 allows to
change the role of the user.

Edit User User

User Name: |E Emerson

Role Assignment |( Control Owner

S “

Figure 104. User Management — Edit User

4.9 Glossary

The EMERALD glossary can be accessed when clicking in Figure 21, point 8. The glossary provides
a definition of the terms used in the context of EMERALD. These definitions are gathered as part
of WP1, Task 1.2 Architecture.

Figure 105 presents the glossary in the EMERALD Ul. There is a list of terms used, and when
clicking on the term, the description is presented, like for example in Figure 105, point 1 or point
2.
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5 Validation

5.1 Insights from the Target Users

At the general assembly in Pisa (March 2025), we conducted a validation round with all
consortium partners to get further feedback regarding the implemented EMERALD Ul features
in the clickable mock-up.

5.1.1 Methodology

Procedure:

At the beginning of the 2-hour workshop, we presented the consortium partners what we expect
them to do in the workshop. First, we divided them into groups of three people, where each
group member was from a different consortium partner. Each group received printed
instructions on what to do. Second, we asked them to fill in a general questionnaire. Afterwards,
we asked them to access the clickable EMERALD mock-ups and go step-by-step through the
three prepared user journeys. After each user journey, they were asked to provide feedback
through the feedback questionnaire.

Evaluation Tools and Materials:

e General Questionnaire: This questionnaire consisted of a consent form including a
neutral participant ID, so that all participants confirmed that we are allowed to use
collected data for the project and for a publication. This was followed by a demographic
guestionnaire.

e User Journeys: Altogether we have used nine different user journeys, which were based
on the available functionality of the clickable mock-up. It is important to remark that
each group received three different user journeys related to three different EMERALD
personas. We also divided the user journeys according to their length (some user
journeys had more steps and took longer than others), so that the time spent going
through all three user journeys was similar across all groups.

e Feedback for each user journey: This questionnaire consisted again of a consent form
and the unique participant ID. Then we had a set of items to ask about the user journey
and its implementation in the Ul. We used the ”System Usability Scale” (SUS, [21]) to
evaluate the participants perceived usability of the clickable mock-up. The System
Usability Scale (SUS) is a widely used and reliable tool for assessing system usability. It
consists of ten Likert-scale items. Each item is rated on a five-point scale ranging from
“Strongly disagree” to “Strongly agree.” Responses are converted into an overall
usability score from 0 to 100, with higher scores indicating greater perceived usability.
At the end of each questionnaire per user journey we requested for additional
comments and feedback.

Participants:

A total of 25 participants from the EMERALD consortium participated in the study. Among the
participants, 13 identified as male, 11 as female, and one preferred not to disclose their gender,
with a mean age of M = 39.96 (SD = 10.6). Seven of them have a PhD degree or higher, 16 have
a MSc or equivalent, one has a short-cycle Tertiary Education (e.g., apprenticeship) and one BSc
or equivalent. Seventeen of them work in Information Technology (IT), six in science and
research, and two in economy & finance with an average work duration of M = 14.0 (SD = 9.3)
years. Regarding their experience in Ul/UX design, 14 stated to have little experience, three have
basic experience, and five perceived themselves as UIUX expert.
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5.1.2 Results

Altogether, nine different user journeys have been used in the validation round.
Table 13 shows how often each user journeys was conducted by the different groups.

Table 13. Number of how often each User Journey was conducted.

User Journeys Number of
times worked
through

MORGAN — Checking Metrics and Evidence

CHARLIE — Preparation for an audit by an internal auditor
DYLAN — Control Implementation

EMERSON — Bring your own certification scheme (BYOCS)
RILEY — Manage all Controls of an Audit Scope

RILEY — Managing a New Audit Scope

RILEY — Accompanying an Audit

JARKKO — Scoping

JARKKO — Preparing for Audit

Ao |(d|O

For each user journey, we asked how easy it was to complete the user journey using the
EMERALD Ul on a 5-point Likert scale (very easy (5) — very difficult (1)). The users rated the
completion of the user journey as very easy to easy with 61,5%, as neither easy nor difficult with
28,9% and only 9,6% rated it as difficult to very difficult. We also asked users how confident they
were that they had completed the user journeys correctly. Nearly half of the participants (48,1%)
reported being very confident. Fifteen percent (15,4%) of the responses were distributed equally
across the categories of confident, neither confident nor unconfident, and not confident. Only
5,7% of participants reported being not very confident in having correctly completed the user
journeys. To evaluate the subjectively perceived usability of the clickable mock-up, we used the
System Usability Scale (SUS, [21]). The SUS scores varied across the different user journeys,
ranging from 68.50 for Riley — Manage all Controls of an Audit Scope to 42.50 for Jarkko —
Scoping. A detailed overview of the SUS scores per user journey is provided in Table 14.

Table 14. System Usability Scores for each User Journey.

User Journeys System Usability Scale (SUS)
Score
RILEY — Manage all Controls of an Audit Scope 68.50
RILEY — Managing a New Audit Scope 67.50
DYLAN — Control Implementation 61.67
EMERSON — Bring your own certification scheme (BYOCS) 57.50
CHARLIE — Preparation of an audit by an internal auditor 55.36
MORGAN — Checking Metrics and Evidence 53.89
JARKKO — Preparing for Audit 53.13
RILEY — Accompanying an Audit 50.50
JARKKO — Scoping 42.50

The overall SUS results indicate an average score of 56.63 (SD = 13.21). According to Bangor et
al. [22], this value falls between the categories “OK” and “Good.” Considering that the evaluation
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was based on a clickable mock-ups rather than on a fully implemented user interface, this result
is very encouraging.

The variation in SUS scores across user journeys can be partly explained by insights from the
open-ended feedback. Several participants expressed frustration when attempting to interact
with interface elements, such as buttons, that were not yet clickable. This limitation is inherent
to the prototype, as not every possible interaction was implemented. Additionally, some users
noticed that data entered or modified on one screen was not carried over to subsequent
screens. This behaviour was also due to the constraints of the clickable mock-ups rather than
the intended functionality of the final product.

Further analysis of the qualitative feedback revealed several recurring usability themes. Overall,
participants expressed positive impressions of the interface and its learnability. As one
participant noted, “We use audit scope in different journeys, and during the second time it is
easy to go through, so it is fast to learn how to use it.” Another stated, “It was a nice experience
given that it was the first time | was using this interface”. These comments suggest that the initial
onboarding experience was perceived as intuitive and that the interface supports a relatively
quick learning curve.

Despite these positive impressions, several usability challenges were identified. Some
participants encountered prototype-related limitations, reporting issues such as “non-clickable
buttons, data not carrying over between screens, [and] incomplete functionality”. Others
highlighted navigation challenges, for example: “Unclear difference between buttons/icons,
missing ‘back’ functionality, [and] difficulty navigating between metrics, controls, and
assessments”.

Beyond prototype-specific issues, participants experienced uncertainty when moving between
controls, metrics, and assessment results. The visual design and information hierarchy were also
perceived as inconsistent, with some screens appearing overcrowded while others lacked
sufficient emphasis on key actions. Furthermore, users reported difficulties in understanding
system states and notifications, indicating a need for clearer terminology, labelling, and visual
cues. Finally, several participants expressed a desire for additional guidance, suggesting the
inclusion of tooltips, contextual hints, and explanatory help pages, particularly when interacting
with unfamiliar features.

Importantly, a significant portion of the negative feedback stemmed from the limitations of the
clickable mock-ups used during testing. Missing interactions, non-functional buttons, and the
absence of data persistence across screens frequently disrupted user flows. Other concerns,
such as filtering inconsistencies and the scalability of controls management, highlighted areas
that required refinement in the design.

These insights were incorporated into the subsequent design iteration, which introduced clearer
visual hierarchies, improved status communication, and enhanced guidance mechanisms. As a
result, many of the usability issues identified during testing have since been addressed, laying a
stronger foundation for a more intuitive and user-friendly interface.

5.2 Insights from the EAB

On the 30" of September 2025 the 3" External Advisory Board meeting (EAB) was held. In this
meeting, we presented the co-creation and co-design approach applied (see Figure 1), then we
shortly presented the overall EMERALD process before we conducted a short in-depth
presentation of the clickable mock-ups. Altogether four external advisory board members, who
are experts in the cybersecurity domain, participated in the meeting.
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During meeting, the discussion focused on the articulation and standardisation of control
safeguards in cybersecurity assessment and compliance. It was noted that the recent normative
versions published by ETSI provide a valuable reference point for developing structured
languages that can support automation and interoperability in tool implementation. Several
members highlighted the relevance of EMERALD’s ongoing work, particularly the development
of notations for assessment results and controls, and the importance of aligning these efforts
with related initiatives and standardisation bodies. The general need for better specification of
controls and metrics in traditional audit preparation was emphasized, together with the
ambition of EMERALD to contribute to a common and standardised language for cybersecurity
risk assessment and compliance.

The discussion also addressed the perspective of end users, with pilot partners confirming the
importance of practical and user-friendly mock-ups to ensure adoption in industrial contexts
such as manufacturing. From a value proposition standpoint, the meeting raised questions
regarding compliance status, interoperability with risk management tools, and connections with
external initiatives such as the Cybersecurity Alliance (CSA). The Board noted that EMERALD’s
pilot work with CSA benchmarking approaches could provide useful insights, though further
exploration of technical alignment with projects such as those led by TECNALIA and Fraunhofer
was recommended.

No direct feedback was given on the co-creation and co-design approach or on the clickable
mock-ups. However, one advisory board member underlined the value of using Figma, noting
that it provides an efficient way to demonstrate the look and feel of the EMERALD solution to
target users and to facilitate engagement with potential end users.
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6 Conclusions

This deliverable presents the methodology applied in Task 4.3 — Designing a User Interaction
and User Experience Concept, along with the final user journeys and clickable mock-ups
developed within the EMERALD project.

Specifically, it includes:

e The final set of user journeys designed for the different personas, which served as the
foundation for developing the clickable mock-ups.

e The final version of the clickable mock-ups, which act as the baseline for the
implementation of the EMERALD UI.

e The first validation results from target users, confirming that the implemented mock-
ups meet user needs.

e A summary of input from the External Advisory Board (EAB), which mainly addressed
technical aspects rather than the direct design of the EMERALD UI.

This document constitutes the final version of the UI/UX results of Task 4.3, focusing on the
design of the EMERALD user interaction and user experience concept.
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8 APPENDIX A: Mock-ups derived from Interviews with Pilot
Partners

In the context of WP4, we have conducted different types of interviews. On the one hand, we
conducted an interactive interview session with all pilot partners at the general assembly in
Bilbao (March 2024). The goal of this session was to get insights about the pilot partners, their
pain points and needs during the set-up and conduction of audit processes, and to get first ideas
or insights where the EMERALD Ul could support them. On the other hand, we conducted
interviews with all pilot partners individually. The goal of these interviews was to elicit in-depth
insights about the work of auditors (A), compliance managers (CM), and (chief information)
security officers (CISO) in relation to continuous cloud auditing processes. From these, we were
able to derive concrete work processes and 17 initial requirements (as presented in D4.2 [14])
for the development of the EMERALD UI/UX.

More information about the interactive interview session and the interviews conducted with
the pilot partners was presented in D4.2 [14].

Based on the insights gained from the different types of interviews, as well as the derived Ul/UX
requirements, we derived a first set of paper-based mock-ups. These mock-ups were drawn with
PowerPoint to get a first impression of how the EMERALD Ul/UX could look like and which
functionalities should be available.

Altogether, we were able to create around 20 mock-ups consisting of the following parts:

e EMERALD Look & Feel: Before starting with the development of the mock-ups, we
developed an initial EMERALD Design, as depicted in Figure 106, which was then used
throughout all the mock-ups.

e EMERALD Landing Page: We developed a first version of how the EMERALD Landing
Page could look like, as depicted in Figure 107.

e Set-up an audit scope: We drew first mock-ups about how an EMERALD audit scope
(previously called target of evidence) could be set up, as shown in Figure 108.

e Overview of an audit scope: After having created an audit scope, we prepared some
mock-ups of what the audit scope overview page might look like as, presented in Figure
109.

e Managing individual controls: We developed mock-ups showing the respective
information per control, including an overview of the control, evidence, non-
compliance, metric, assignment, and history, as presented in Figure 110.

Be aware, that in this first set of mock-ups only the needs of the pilot partners were considered.
Up to this point, we had not talked in detail with the component owners, consequently these
mock-ups did not yet represent the needs of each component, nor their functionalities and
features. This means that the mock-ups presented below were not completed and needed
further refinements and continuous design iterations.

Figure 106 presents the first idea of the EMERALD design, considering the overall EMERALD
project design and the colour palette designed of the project.
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& EMERALD

Figure 106. Paper-based Mock-ups — EMERALD Design

Figure 107 presents the landing page which should provide direct access to the most relevant
functionalities and features of EMERALD, including the respective EMERALD components. In the
first draft, we added all EMERALD components explicitly here, however, as the EMERALD Ul
should be an integrated Ul including all EMERALD components, this would be changed.

& EMERALD .
Compliance Center

Self-
Assess-
ment

Manage
an audit
instance

Setup an

N—— audit
instance

Trust & Evidence Center

Repository
of controls
& metric

Requirement
Drchestrato

Mapping
Assistant

Administration Center

Roles &

Settings
Teams &

Figure 107. Paper-based Mock-ups — EMERALD Landing Page

AMOE
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Figure 108 shows the initial version of how-to setup an audit scope (still called “audit instance”
in the mock-up). In addition to naming the audit scope, it allows the user to select a predefined
cloud service and the respective certification scheme (still called “standard” in the mock-up).
Furthermore, it is possible to upload policy documents. What is missing is the relation to the
technical evidence, which would be addressed at a later stage.

Copy

31.5.2024 - Cloud Service 1 - Test

Cloud Service 1

Cloud Service 2
Cloud Service 3

EUCS

BSI C5
1S0 42001

Security Management Document.pdf ¢
Policy Document.pdf b 4

To Do

Figure 108. Paper-based Mock-ups — Setup of a new audit scope

Figure 109 shows what the overview page for an audit scope might look like. On top it presents
information regarding the audit scope, the selected certification target (still called “cloud
service” in the mock-up), the certification scheme (called “standard” in the mock-up) and the
assurance level. Below it provides some boxes with overview information about the compliance
and non-compliance states across all controls, general status information about the individual
controls as well as a box regarding the upload of the policy documents. Below it presents a
search bar allowing to search for specific controls and then presents a list of the categories and
controls of the respective certification schemes, functionalities for filtering the list and accessing
the individual controls.
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& EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS Trustworthiness Check
Compliance Check Requirements status Overview Policy documents upload status
W 70% Verified
T hsecuri .
10% Waiting for confirmation by CM SLEW"V Management Document
. 70% 10% Waiting for input Policy Document.pdf
ompliant . X
5% Need for discussion
v 70% % 30% B 5% Open
s R .| Assign Requirements
O\ GAret .. = | Verify Requirements

Compliance ¥ StatusY ] Description OwnerT Assigned to T .
Filter

O v n 01501 !:Z?:{,(\’TAUOI\ SECURITY MANAGEMENT VI X CM: X :
Show Requirements
O X 051-02 SEGREGATION OF DUTIES Ch: X Legal Department
0 % 01504 :\,’:;z:g;\,‘;é)mmrncumw IN PROJECT oM X C-leval
O x 15p01 ggl;z:l INFORMATION SECURITY CM: X ik

Figure 109. Paper-based Mock-ups — Audit scope overview

Figure 110 presents a detailed view of a control. Information about the audit scope and the
control are on top of the mock-up. Below a user can switch via several “tabs” to the different
information including: i) overview of the control - presenting some general information, ii)
evidence — showing the pieces of evidences extracted for the control, iii) non-compliance — if
this control would be non-compliant, the reasons would be presented here, iv) metric
information — presents which metrics were assigned to the control, v) assignment information —
showing information on who is responsible for the control, vi) and a history — showing how the
implementation of the control has evolved over time.
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e

& EMERALD

Cloud Service: Cloud Service 1

Audit instance: 31.5.2024 - Cloud Service 1 - Test
Standard: EUCS Trustworthiness Check

The CSP shall de fine, implement, maintain and continually improve an information security management system

Metric Owner:
Implementer:

O
Metric State:

Interval:

Source:
Target Value:
Operator:
Comments:

0OI5-01.1 {ISM5), covering at least the operational units, locations and processes for providing the cloud service
Compliance: «  Status: B Level: Basic
—_—
Overview Evidence Non-compliance Metric Assignment History
——
Resource Type:

Category as Object:

Is Implemented

Security Feature:

Current Assessment Result:

Scale [true,false]:

Additional Documents (images, pdfs):

|
Figure 110. Paper-based Mock-ups — Show information about a control

Further mock-ups can be found
APPENDIX C: User Journeys and

in the APPENDIX B: Mock-ups derived from the interviews and
paper-based Mock-ups.

© EMERALD Consortium
www.emerald-he.eu

Contract No. GA 101120688 Page 150 of 179

o) RN


http://www.emerald-he.eu/

D4.4 — User interaction and user experience concept —v2 Version 1.0 — Final. Date: 31.10.2025

9 APPENDIX B: Mock-ups derived from the interviews

In this appendix, we present all other mock-ups that we have derived from the interviews with
pilot partners, including a short description for each of them.

9.1 Mock-ups for managing an audit scope

In the following we present several mock-ups for managing audit scopes. Figure 111 presents
the possibility to select an existing audit scope.

-
& EMERALD Manage an audit instance

Open Update Standard

Select an audit instance: |31.5.2024 - Cloud Service 1 - Test

4.4.2024 - Cloud Service 2
1.2.2024 - Cloud Service 3

Figure 111. Paper-based Mock-ups — Open an existing audit scope
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Figure 112 presents a mock-up on how to update an existing audit scope when a new
certification scheme is available.

L/ L
< EMERALD Manage an audit instance
Open Update Standard
Select an instance: |31.5.2024— Cloud Service 1 - Test 4
Select a cloud service: | Cloud Service 1
Old Standard: EUCS 2.0

Select Updated Standard:| EUCS 3.0 v
EUCS 1.0

Upload your policy documents:

Security Management Document. pdf

Policy Document.pdf

XX

Upload your technical evicences:
To Do

|
Figure 112. Paper-based Mock-ups — Update the certification scheme
of an existing audit scope
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Figure 113 presents a mock-up that allows to copy an existing audit scope to create a new one.

7 .
< EMERALD Setup an audit instance
Trustworthiness Check
Setup Copy
Set a name: 1.6.2024 - Cloud Service 7
Make a copy from: 31.5.2024 - Cloud Service 1 - Test

4.5.2024 Cloud Service 1
Cloud 5ervice 2
Cloud Service 3

Standard: EUCS

Upload your policy documents:

—_—

Security Management Document.pdf

X X

Policy Document.pdf
Upload your technical evicences:

To Do

~_topy  j tancel
Figure 113. Paper-based Mock-ups — Make a copy of an existing
audit scope
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9.2 Mock-ups presenting the overview of an audit scope

In the following, several mock-ups are presented on what an overview page of a selected audit

scope might look like.

Figure 114 presents an overview of an audit scope showing the categories of EUCS as an
example. Clicking on a category would show the corresponding controls of the category.

‘\91 EMERALD Audit instance: 31,5,2024 - Cloud Service 1 - Test

Cloud Service: Claud Service 1 Standard: EUCS

Trustworthyness Check

Compliance Check Requirements status Overview

Policy documents upload status

W 7 Verified

10 Whaiting for input

5% Meed for discussion

FOM
Compliant

B 10% Wailing for confirmation by C

0

Security Management Document...

Policy Document. poif

_— w TO% X% 30% W 5% Open
Q Search ..
) Close Requirements
ComplianceT Status T '3 Description Owner T Assigned to7
INFORMATION SECURITY MANAGEMENT -
~ | Q15-01 CM: %
o SYSTEM ™
The C5F shall cefing, implemeant, maintain -
and centinually improve an infarmation Shows Requirement
D *® 0slo11 serurily managemes syslem (ISMS), E Shoew Asslgnment
EG‘J-C\'IHE atleast the ope 'Et\0!1al units. X Legal Department S\how Eviderce
locations a cesses far providing the Shiow History
cloud service
The 205 chall be in 3ccerdance to
Qls-01.2 |
D ® I50/IEC 27001 O X Colevel
The 315 shall have a valid certification
O * | 015013 aceording te IS0/1EC 27001 of b Ch X ChA: ¥

nalienal schermes based an 15027001

Figure 114. Paper-based Mock-ups — Show overview of a category and
the respective controls
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Figure 115 presents the overview of an audit scope showing only controls (without any
categories).

—_—

@ EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Coud Service: Cloud Service 1 Standard: EUCS Trustworthiness Checle
Compliance Check Requirements status Overview Palicy documents upload status

W 70% Veritied

@) Seecurily Mamsgemenl Dooumenl...

— ) B 10% Waiting for confirmation by Ch
Cnr?lopelbiﬂanl 10% Waiting for input Folicy Documnc nt. pof
5% MNeed for discussion
—

o TO% % 30% W 5% Open

O\ Search ...

Compliance T StatusT [[¥] Description OwnerT Asslgned to T

Tre C5P shall defing, Implerne t, mai rtair

D " ] 015-01.1 ntinually irmprove ninformalian CM: K O X N N
seaurity m ment system {5MS), *| Show Requirement
cowering at least the aperational units, Show Assignmment
locations and processes for providing the Shw Cvidenoe

cloud service

Shiow Histony

The C5P zhall document the moasures
for documnenting, implementing, _—
trialntalning and continuous by Cha:x Legal Department

impraving Lhe 1SS

O x 05-11.4

The C5Ms top managemeant shall
O e 15P-01.2 approve and encorze the global Ch: % C-Level

inforrmalion securly policy

The CSF shall maintain 2 li

O *® | | 15P-03.1 sxceptions to the securi
procedures, including o
cantrals.

Cha: X Ch:X

Figure 115. Paper-based Mock-ups — Show an overview of the
controls only (no categories)
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9.3 Mock-ups presenting the controls

In the following, several mock-ups are presented showing which information could be presented
regarding individual controls of a certification scheme.

For each control a lot of information needs to be shown. Figure 110 in APPENDIX A: Mock-ups
derived from Interviews with Pilot Partners presents an example of showing some general
information about a control. Figure 116 shows how possible evidence extracted for the current
control could be presented where organisational and technical evidence is divided into two

(l, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS

Trustworthiness Check
o15-01.1 The C5P shall define, implement, maintain and cantinually improve an infarmation security management system

T (I5M5), cavering at least the operationzl units, locatians and processes far praviding the cloud service
Compliance; «~+  Status: @  Level: Basic

Overview Evidence  Mon-compliance Metric Assignment History

Organisational Evidence:

Document: Security Management Document.pdf
This is a text snippet extracted from one of the upleaded policy decuments that shows evidence
how Lhe requirement is Tullilled

T
|ezm

i
SRS

>

[

Document: Policy Document.pdf
This is a text snippet extracted from one of the uploaded policy documents that shows evidence
hew the requirgment is fulfilled

Technical Evidence:

To Do

et

Figure 116. Paper-based Mock-ups — Suggestion — Different types of
evidence for control (v1)

parts.
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Figure 117 shows how possible evidence extracted for the current control could be presented,
where organisational and technical evidence are shown in a combined view.

<¢, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS Trustworthiness Check

The C5P =hall define, implement, maintain and cortinually improve an informatian security ranagement system
(I5M5), covering at least the operational units, lacztions and pracesses for providing the cloud service

Compliance: ~»  Status: @ Level: Basic

0I5-01.1

Dverview Evidence  Non-compliance Metric Assignment History

Evidences:

Document: Security Management Document.pdf
This i= & Lexl snippel extracted from one of the uploaded policy dacuments thal shows evidence
how the requirement is Mulfilled

Document: Palicy Document. pdf
Thiz is & text snippet extracted from ane of the uploaded policy documents that shows evidence
how the requirement is fulfilled

Code Snippet

XML File = Config ﬁ

|
Figure 117. Paper-based Mock-ups — Suggestion: Different type of
evidence for control (v2)
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Figure 118 presents a suggestion of how information on possible non-compliances detected can
be presented for the respective control.

<I, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test

Cloud Service: Cloud Service 1 standard: EUCS Trustworthiness Check

The C5F shall define, implement, maintain and continually improve an infarmation security management system
[15K5), convering at least the operational units, loeations and processes for providing the cloud@ervies

Compliance: X Status: |l Lewvel: Basic

015-01.1

Overview Evidence  Non-compliance Metric Assignment History

Non-concompliance:

NOTI-C Mot g the
Explanalion of Lhe nen-conlfarmily al 15 01.1

oY
]

Non-compliance: metric not measured
The metric ot this requirement could net be measured because ..

ol

Figure 118. Paper-based Mock-ups — Suggestion: Information about non-compliances
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Figure 119 presents a mock-up of what an assignment of a control to either an individual person
or to a whole department might look like.

& EMERALD

Cloud Service: Cloud Service 1

Audit instance: 31.5.2024 - Cloud Service 1 - Test

Standard: EUCS

Trustwortiness Check

015-01.1 The C5P shall define, imalement, maintain and continually improve an infarmation security management system
B (ISM5), covering at least the aparational units, lacations and processes for providing the claud service

Compliance: Status: @ Level: Basic

Ovarview Evidence

Owner: X (CM)

MNon-compliance Metric Assignment

History

Assigned to Department: | |egal Department

v

Finance Department
IT Department

Assigned to Colleague: F (CFO)

E (CED)
T(CTO)

Figure 119. Paper-based Mock-ups — Suggestion: Assign a control to a colleague/department
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Figure 120 shows what a control history, showing all changes of the control, might look like in

the EMERALD UlI.

& EMERALD

Cloud Service: Cloud Service 1 Standard: EUCS Trustworthiness Check

Audit instance: 31.5.2024 - Cloud Service 1 - Test

015-01.1

Compliance: + Status: l Level: Basic

The C3F shall define, implement, maintain and centinually improve an infermation security management system
(15M15), covering at least the eperational units, locatians and processes for providing the cloud service

Dverview Evidence Non-compliance Metric Assignment Histary
Date Who What Description
5.5.2024 LIz ¥ Assignment to Requirement was assigned taY
4.5.2024 Ch: X Add Evidence A new evidence was added ...

Figure 120. Paper-based Mock-ups — Suggestion: History information of a control
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10 APPENDIX C: User Journeys and paper-based Mock-ups

Based on the personas and scenarios, user journeys were developed. To do so, each scenario
was divided into different steps. Thereby, each step was divided into two sections. The first
section consists of the description of the task the persona would like to do according to the
scenario. And the second section describes the desired interaction with the EMERALD Ul,
including the relevant functionalities that the EMERALD Ul should offer to be able to conduct
the task.

In the following sections, we first describe in detail the user journey, and then the resulting
paper-based mock-ups.

10.1 User Journey 1: Emerson - Bring your own certification scheme.

The scenario for Emerson was divided into the following six step, as depicted in Figure 121. For
each step, first Emerson’s task is described and then the interaction with the EMERALD UI.

Step 1:

e Emerson’s Task: One day, Emerson was informed by their superior that the X
Department had decided to acquire a new cloud service provider for one of their
services — namely XYZ.

e Interaction with the EMERALD Ul: no interaction required.

Step 2:

e Emerson’s Task: Emerson builds up a new certification scheme based on the
combination of regulations that the institution needs to be compliant with ("Bring Your
Own Certification Scheme -BYOCS-" option). Emerson selects the set of controls from
the available certification schemes. Emerson would also like to define their own
controls.

e Interaction with the EMERALD Ul: Emerson enters the EMERALD tool, selects the
certification schemes tab, chooses the "new certification scheme" option, and enters a
name for it. Emerson then selects a list of controls from different certification schemes.
Additionally, Emerson also wants to define their own controls. Then they save the
scheme.

Step 3:

e Emerson’s Task: Emerson creates an audit scope that will be used for managing cloud
solutions and the respective BYOCS standard.

e Interaction with the EMERALD Ul: Emerson goes to EMERALD tab for creating a new
audit scope (target of evaluation) and selects the previous tailored certification scheme
of Step 1.

Step 4:

Emerson’s Task: Emerson opens the EMERALD solution, selects the audit scope and the
XYZ cloud solution to be audited, and uploads all relevant documents (and links, ...) to
be able to get the respective evidence for some of the controls.

e Interaction with the EMERALD Ul: Emerson selects the audit scope and the provider
XYZ and starts uploading evidence.

Step 5:
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Step 6:

Emerson’s Task: Emerson’s task is now to go through all controls to check if all of them
can be met with some evidence (technical or organisational).

Interaction with the EMERALD Ul: Emerson goes to EMERALD Ul and visualizes the
evidence linked with the control and the overall compliance in a first automatic
iteration.

Emerson’s Task: Emerson goes to the EMERALD Ul to check the status of the controls
regarding evidence and status. Emerson uses different functionalities available in the
EMERALD Ul like to filter controls and uses different visualisations of the overall status
of all controls, etc., to find out which controls need some treatment, and which are
already ok.

Interaction with the EMERALD Ul: Emerson goes to EMERALD Ul and visualizes, filters,
and manages the controls. Emerson can also extract metrics. Furthermore, from this
view, Emerson must be able to follow the whole process to understand the decisions
made.

© EMERALD Consortium Contract No. GA 101120688 Page 162 of 179
www.emerald-he.eu () ev-=n |



http://www.emerald-he.eu/

D4.4 — User interaction and user experience concept —v2

Version 1.0 — Final. Date: 31.10.2025

Step 1

One day, Emerson was

informed by his/her superior

that the X Department had
decided to acquire a new
cloud service provider for

EMERSON - Setup Cloud Service Provider Assessment

Step 2

Emerson builds up a new
certification scheme hased
an the combination af
regulations that the
institution needs to be

Step 3

Emersan creales an audit
instance (target of evaluation)
that will be used for managing
cloud salutions and the
respective BYOCS standard.

Step 4

Emerson opens the EMERALD
solution, selects the audit
instance and the XYZ cloud
solution to he audited, and
uploads all relevant documents

Step 5

Emerson's task is now to go

through all controls to checl

if all of them can be met
with same evidence
[technical or organisational).

Name: Emerson

Compliance Manager in
Financial Service Inst.

Step 6

Emerson goes to the EMERALD
UI/UX to check the status of the
control regarding the evidence
and status.

Emersan uses different

'E ane of their services - compliant with ["Bring Your {and links, ...} ta be abla to gat functionalities available in the
c namely X¥Z. Own Certification Scheme - the respective evidences for EMERALD ULFUX like to filter
8 BYQCS-" option). He seleets some of the controls. requirements and uses different
s the set of centrols from visualisations of the overall
each available certification status of all controls, etc., to find
scheme. out which control nead same
treatment, and
which are already ok.
Emerson enters EMERALD Emerson goes to the Emerson selects the Emerson must go to Emerson must go to
teol, selects the EMERALD tab for creating instance and the provider EMERALD's LIX/UI and EMERALD's LIX/UI and
= certification schemas tab, a new audit instance XY E and starts uploading visualize the evidence visualize, filter and manage
= 5 selects the option of "new (target of evaluation) documents and evidence. linked with the control and the controls. As well as
= a certification scheme", and selecting the previous the overall compliance in a being able to extract
g El introduces a name for it. tailored certification first automatic iteration. metrics.
P Then Emerson selects a list scheme of Step 1. Furthermare, fram this
g el of controls from different view, Emerson must be
& 2 certification schemas and able to follow the whole
E H'I saves it process to understand the

decisions made.

Figure 121. User Journey 1: Emerson — Bring your own certification scheme
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10.1.1 Mock-ups: Emerson - Bring your own certification scheme

Based on the user journey, we have created a set of mock-ups that maps parts of the user
journey to the mock-ups. In the case of user journey 1, we present the mock-ups for creating a
new certification scheme (Step 2), where Emerson can select different controls from different
schemes. Additionally, the mock-ups present how to select for a new audit scope the newly
developed scheme (Step 3).

Figure 122 shows that an BYOCS (“Bring your own certification scheme”) was added to the
landing page of the EMERALD UI.

& EMERALD
Compliance Center

Setup an Manage

— audit an audit Report
instance instance

Trust & Evidence Center

Repository
of controls

: ness System
& metric ¥

Administration Center

Roles &

Teams Settings

Figure 122. Paper-based Mock-ups — User Journey 1 — Step 2: Add BYOCS to Landing Page

Figure 123 asks Emerson to add a name for the new scheme and to choose those certifications
schemes from which they would like to use the controls from to create a new scheme.
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& EMERALD

Bring your own certification schema

Setup New Certification Schema Update Existing Certification Schema

Setaname:  CaixaBank — EUCS — C5 Schema (high)

Select Schemas: X EuCs
> BSICS

ENS

~ DOCRA

Figure 123. Paper-based Mock-ups — User Journey 1 — Step 2: Scheme name and

schemes

Figure 124 shows the user interface that allows to select different controls including their
respective metrics assigned from existing certification schemes like EUCS or BSI C5 to the new
certification scheme.

& EMERALD

Bring your own certification schema (BYOCS)

Setup New Certification Schema Update Existing Certification Schema

Schema Name: CaixaBank — EUCS — C5 Schema (high)

Select from existing Schema: Your Schema:
| EUCS v Q

v [JOIS-01 INFORMATION SECURITY MANAGEM. ..
> []01S-01 INRORMAJION SECURITY MANAGEM. . [[] 015-01.3 The ISMS shall have a valid certi ...
>[1101S-03 CONTACT WITH AUTHORITIES AND ... v []ISP-01 GLOBAL INFORMATION SECURITY ...

v []0IS-02 SEGREGATION OF DUTIES [7115P-01.4 The C5P shall review the global ...
[[] ©15-03.1 - The CSP shall stay informed about ...
[[] Q15-03.2 - The CSP shall maintain contacts ...
[[] 0I5-03.3 - The CSP shall maintain regular ...

>[]OIS-03 CONTACT WITH AUTHORITIES AND ...

v [1CX-01 MY SELF-DEFINED REQUIREMENT 1
[[] CX-01.11 am a requirement by CX...
CX-01.2 | am a requirement by CX...

>[]0I1S-03 CONTACT WITH AUTHORITIES AND ...

v []ISP-01 GLOBAL INFORMATION SECURITY ...
[[] 15P-01.1 The CSP shall document a global .
[7] 1SP-01.2 The CSP’s top management shall .
[]15P-01.3 The CSP shall review the global ...
[[] 15P-01.5 The CSP shall communicate and...

Figure 124. Paper-based Mock-ups — User Journey 1 — Step 2: Add controls to new

scheme
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Figure 125 presents the possibility to add a new self-defined control.

- ______________________________

& EMERALD

Setup New Certification Schema Updata Existing Certification Schema

Bring your own certification schema (BYOCS)

Schema Name: CaixaBank — EUCS — €5 Schema (high)

Add new requirement:
1D:

Description:

Resource Type:
Category as Object:
Metric Owner:
Implementer:

Is Implemented: []
Metric State:
Security Feature:
Interval:

Current Assessment Result:
Scale [true,false]:
Source:

Target Value:

Figure 125. Paper-based Mock-ups — User Journey 1 — Step 2: Define own control

Figure 126 presents how to select the newly created scheme for setting up a new audit scope.

- ]

& EMERALD

—ay

Setup Copy

Set a name: | 22.6.2024 - Cloud Service 1 - Test |

Select a cloud service: Cloud Service 1 W
Cloud Service 2
Cloud Service 3

Select a Standard: CaixaBank — EUCS — C5 Schema (high) | 77
EUCS
BSI C5
1SO 42001

New audit instance

Upload your policy documents:
Security Management Document.pdf
Policy Document.pdf g
Upload your technical evicences:
To Do

Figure 126. Paper-based Mock-ups — User Journey 1 — Step 3: Select new scheme for

audit scope
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10.2 User Journey 2: Dylan - Internal Control Owner Control
Implementation

The scenario for Dylan was also divided into six steps, as depicted in Figure 127. For each step,
first Dylan’s task is described and then the interaction with the EMERALD UL.

Step 1:

Step 2:

Step 3:

Step 5:

Step 6:

Dylan’s Task: Dylan opens the EMERALD Ul to check if there are any new controls that
need to be worked on.

Dylan’s Interaction with the EMERALD Ul: Dylan opens the EMERALD Ul in their web-
browser and signs in with their credentials. They are then redirected to the EMERALD
Dashboard where all assigned controls can be easily seen.

Dylan’s Task: If Dylan finds a new control, but they cannot provide the evidence by
themselves, they assign it to colleague Y.

Dylan’s Interaction with the EMERALD Ul: In the detail view of a control, Dylan assigns
a colleague of theirs as its implementer. EMERALD notifies their colleague about a new
control.

Y’s Task: Y views the personal control Todo list.
Y’s Interaction with the EMERALD Ul: Y navigates to their personal control overview
and opens the detailed view of a control.

Y’s Task: Y checks if there are already recommended metrics that can be used. Y assigns
the metrics to the control.

Y’s Interaction with the EMERALD Ul: Y opens the MARI tool and selects a set of metrics
for the control.

Y’s Task: Y checks all metrics for their implementation status. If they are not yet
implemented, they are assigned.

Y’s Interaction with the EMERALD Ul: Y can see the implementation status of the
necessary metrics in the overview of the control. If they are not yet implemented, they
can also be assigned to another colleagues — colleague Z - in the view.

Z’s Task: Z implements the metric and makes sure the evidence is included in the
EMERALD solution.

Z’s and Dylan’s Interaction with the EMERALD Ul: Z sees the list of metrics to be
implemented. Z implements the metric and confirms the implementation once it is
done. Dylan gets notified about the new status of the control. The dashboard is updated.
Dylan sees the new status of their controls.
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Step 1

Dylan opens the EMERALD
UIAUX to check if there are
any new controls that need
to be worked on.

Scenari

Dylan opens the EMERALD
UIL/UY in their web-browser
and signs in with their
credentials. They are then
redirected to the EMERALD
Dashboard where all
assighed controls can be
easily seen,

Interaction with
EMERALD UI

DYLAN — ICO Control Implementation

Step 2 Step 3

If Dylan finds a new control,
but they cannot provide the
evidence by themselves,

they assign it to colleague ¥.

¥ views the personal control
todo list

In the detail view of a
contral, Dylan assigns a
colleague of theirs as it's
implemanter. EMERALD
notifies their colleague ¥
about a new contral.

Y navigates to their personal
control overview and opens
the detail view of a contral.

Step 4

Y checks if there are already
recommended metrics that
can be used. ¥ assigns the
metric to the contral,

¥ opens the MARI tool and
selects a set of metrics for
the control.

Step 5

¥ checks all metrics for their
implementation status. If they
are not vet implemented, they
are assighed.

¥ tan see the
implementation status of
the necessary metrics in
the overview of the
control. If they are not yet
implamentead, they can
also be assigned to other
colleagues — likke Z - in the
viewr,

Name: Dylan
Internal Control Owner

Step 6

Zimplements the metric and
makes sure the evidence is
included in the EMERALD
salution,

Z sees the list of metrics ta be
implemented. Z implements
the metric and confirms the
implementation once it is
done.

Dylan gets notified about the
rew status of the contral.
The Dashhoard is updated,
Dylan sees the new status of
their contral,

Figure 127. User Journey 2: Dylan — ICO Control Implementation
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10.2.1 Mock-ups: Dylan - Internal Control Owner Control Implementation

Based on the user journey from Dylan, we have created a set of mock-ups that maps parts of
the user journey to the mock-ups. In the case of user journey 2, we focus on the mock-ups for
filtering for non-compliant controls (Step 1) and for assigning an open control to a colleague
(Step 2).

Figure 128 shows how to select an existing audit scope.

& EMERALD Manage an audit instance

Open Update Standard

Select anauditinstance: | 20.6.2024 - Cloud Service 1 - Test

4.4.2024 - Cloud Service 2
1.2,2024 - Cloud Service 3

. ____________________|

Figure 128. Paper-based Mock-ups — User Journey 2 — Step 1: Open an existing audit
scope

Figure 129 presents the overview page of an existing audit scope and the list of the respective
controls.

© EMERALD Consortium Contract No. GA 101120688 Page 169 of 179
www.emerald-he.eu o) IR



http://www.emerald-he.eu/

D4.4 — User interaction and user experience concept —v2

Version 1.0 — Final. Date: 31.10.2025

& EMERALD

Cloud Service: Cloud Service 1

Standard: EUCS

Audit instance: 20.6.2024 - Cloud Service 1 - Test

User: Dylan {ICQ)

Trustworthiness Check

Compliance Check

Requirements status Overview

Policy documents upload status

—
70%
Compliant
—

v 70% X 30%

W 70% Verified

B 10% Waiting for canfirmation by CM

10% Waiting for input
5% Need for discussicn
W 5%0pen

Security Management Document...
Folicy Document. pdf

Q Search ..

ComplianceY StatusT D

Description

OwnerYT

Assigned to T

|

v ]

0I5-01

051-01.1

0Is-01.2

Qls-01.3

INFORMATION SECURITY MANAGEMENT
SYSTEM

The CsP shall define, implement, maintain
and continually imprave an informatian
security management system (ISMS),
covering al least the operalional units,
|ocations and processes for providing the
cloud service

The ISMS shall be in accordance to
150/1EC 27001

The 15M5S shall have a walid certification
according to ISO/IEC 27001 ot to
national schemes based on 150 27001

CM: X

CM: X

CM:X

CM: X

=

Legal Department

C-Level

CM: X

|

Figure 129. Paper-based Mock-ups — User Journey 2 — Step 1: Audit scope with list

of controls

Figure 130 presents the overview of an audit scope and the p
—these are controls that have not been dealt with so far.

ossibility to filter for open controls

<l, EMERALD Audit instance: 20.6.2024 - Cloud Service 1 - Test v
Cloud Service: Cloud Service 1 Standard: EUCS Trustworthiness Check
Compliance Check Requiremnents status Qverview Policy documents upload status
W 70% Verified . .
B 10% Waiting for confirmation by CM seeurity Management Document...
Cor‘{gﬁa nt B 10% Waiting for input Policy Document pdf
5% Meed for discussion
L — v 70% X 30% W 5% Qpen
Q Search .
ComplianceY Status Y 1D Description OwnerY Assignedto T
[ W Verified 'y
O [ W Waiting for confirmation by CM  RITY MANAGEMENT CM: X i
[ m waiting for input
[0 = Need for discussion
H Open implement, maintain
jave an information
security managament system (ISMS),
D g 0s-01.1 covering at least the operational units, M- X L D rt £
locations and processes for providing the - egal Departmen
cloud service
. The 15M5 shall be in accordance to .
O X 0l5-01.2 s0/1EC 27001 CM: X C-Level
The I5M5 shall have awalid certification
O X ] 0I1s-01.3 according to ISO/IEC 27001 ar to CM: X CM: X
national schemes based on IS0 27001

v

Figure 130. Paper-based Mock-ups — User Journey 2 — Step1: Filtering of controls
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Figure 131 presents the list of open controls.

& EMERALD

Cloud Service: Cloud Service 1

Audit instance: 20.6.2024 - Cloud Service 1 - Test

Standard: EUCS Trustwarthiness Check

Compliance Check

Requirements status Qverview Policy documents upload status

70%
Compliant

v 70% X 30%

W 70% Verified
B 10% Waiting for confirmation by CM
10% Waiting for input
5% Meed for discussion
B 5% Open

Security Management Decument...

Palicy Document.pdf

Q Search ...

Compliance Y StatusY

D Description Owner Y AssignedtoY

0 x [ ]

|

The CSP shall maintain a list of exceptions
to the security policies and procedures,
including associated contrals.

I5P-03.1

I

The exceptions shall be subjected to the
RM-01 risk management process,
including approval af these exceptions
and acceptance of the associated risks by
the risk owners

ISP-02.3
Legal Department

The exceptions to a security policy or
procedure shall be approved by the
top management or authorized bady
who approved the security poliey or
procedure

|SP-03.4 C-Level

The list of exceptions shall be
automatically monitored to ensure that
the yalidity of approved exceptions has
not expired and that all reviews and
approvals are up-to-date

ISP-03.7

Figure 131. Paper-based Mock-ups — User Journey 2 — Step 1: List of open controls

Figure 132 presents the Ul for assigning a control to either an individual person or to a whole

department.
User: Dylan (ICO
<}, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS
1SP-03.1 The CSP shall maintain a list of exceptions to the security policies and procedures, including associated contrals.
Compliance: x Status: @ Level: Basic
—
Overview Evidence  Non-compliance Metric Assignment History
—_— Owner: X (CM)

Department(s) selected:

Select Departiment: v
Finance Department
Legal Department
IT Department

User(s) selected: PersonY x

Select Person: Person Y Avd
E (CEO)
T(CTO)
F(CFO)

Select Task: Add Note:

O Add Evidence

O Check Evidence

O Add Implementation

O Check Implementation

O

(e —
Figure 132. Paper-based Mock-ups — User Journey 2 — Step 2: Assigning control to

employee/ departments
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Figure 133 presents an example of how the individual workspace looks like. Additionally, it
shows the person’s assigned number of tasks.

& EMERALD

User: Y (I} |
My Workspace

Settings

Compliance Center

Manage
an audit
instance

Trust & Evidence Center

Repository
of controls
& metric

Figure 133. Paper-based Mock-ups — User Journey 2 — Step 3: Personal workspace

10.3 User Journey 3: Charlie - Preparation of an audit by an internal
auditor

The scenario for Charlie was divided into five steps as depicted in Figure 134. For each step, first
Charlie’s task is described and then the interaction with the EMERALD UI.

Step 1:

Step 2:

Step 3:

Charlie’s Task: Charlie is an internal auditor at a Cloud Ferro and is responsible for the
management of the audit processes against EUCS, including the preparation of the
audit. Charlie needs to review all the controls and check if all have their respective
evidence assigned to them.

Charlie’s Interaction with the EMERALD Ul: no interaction is required.

Charlie’s Task: Charlie enters the EMERALD UI/UX, looks for the controls related to EUCS
high.

Charlie’s Interaction with the EMERALD Ul: 1) Charlie logs into the EMERALD UI/UX. 2)
Charlie selects the components to be audited. 3) Charlie selects the EUCS scheme. 4)
Charlie looks for the associated controls.

Charlie’s Task: Charlie checks the non-conformities of the associated evidence.
Charlie’s Interaction with the EMERALD Ul: 5) Charlie clicks on the red flag /icon for the
controls that are not compliant.
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Step 4:

e Charlie’s Task: When Charlie discovers a non-compliance, Charlie wants to see which of
the metric/assessment result is causing that non-compliance so that they can inform the
compliance manager.

e Charlie’s Interaction with the EMERALD Ul: Charlie opens the detailed view on the non-
conformities cause: not reaching the threshold, metric not measured (connection lost,
etc...), non-trustworthy evidence, etc.

Step 5:

e Charlie’s Task: Once Charlie has reviewed all the non-compliances they complete an
internal report for the compliance manager.

e Charlie’s Interaction with the EMERALD Ul: Charlie exports the summary of the non-
conformities (including the detailed information).
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Name: Charlie

CHARLIE — Preparation of an audit by an internal auditor Auditor

Step 1

1.Charlie is an internal
auditor at a Cloud Ferro.

As Charlie, is responsible for
the management of the
audit processes against

Step 2

Charlie enters the
EMERALD UI/UX, looks for
the cantrols related to
ELICS high.

Step 3

Charlie checks the
non-conformities of the
associated evidences.

Step 4

When Charlie discovers a non-
compliance, Charlie wants to
see which of the metric/
assessment result is causing
that non-compliance so that

Step 5

Once Charlie has reviewed
all the non-compliances

she completes an internal
report for the compliance

Manager.
‘E EUCS, including the they can inform the
= preparation of the audit. compliance manager.
8 2.Charlie needs to review all
w the controls an
to check if all have assigned
their respective evidences.
1) Charlie logs into the 5) Chatliz clicks an the red 6} Charlie opens the 7] Charlig exports the
EWERALD UI/UX. flag ficon for the control detailed view on the non- summary of the non-
s 2) Charlie selects the that are not compliant. conformities cause: not conformities {including the
= = components to be audited. reaching the threshaold, detailed infermation).
2 a 3) Charlie selects EUCS metric nat measured
S ] scheme. [connection lost, ete...),
- g 4] And Charlie is looking non-trustworthy evidence,
x [} tor the associated cantrols. etc,
T
s 2
£

Figure 134. User Journey 3: Charlie — Preparation of an audit by an internal auditor
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10.3.1.1.1 Mock-ups: Charlie - Preparation of an audit by an internal auditor

Based on the user journey from Charlie, we have created a set of mock-ups that maps parts of
the user journey to the mock-ups. In the case of user journey 3, we have mapped the whole user
journey steps 2-5, setting up a new audit scope (Step 2), filtering for non-compliant controls
(Step 3), checking the reason for non-compliance (Step 4), and downloading a report (Step 5).

Figure 135 presents the mock-up for setting up a new audit scope in EMERALD.

. I B> =I=II D »Zmm--mmhtiobbbbi;-:

& EMERALD New audit instance

Setup Copy

Set a name: | 22.6.2024 - Cloud Service 1 - Tast |

Select a cloud service: Cloud Service 1 v
Cloud Service 2
Cloud Service 3

Select a Standard: EUCS v
BSICS
150 42001

Upload your policy documents:

Security Management Document.pdf
Policy Document.pdf

Upload your technical evicences:

To Do

Figure 135. Paper-based Mock-ups — User Journey 3 — Step 2: Setting up a new audit
scope
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Figure 136 presents the overview of the audit scope including the control list.

\'I, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS Trustwaorthiness Check
Compliance Check Requirements status Qverview Policy documents upload status
W 70% Verified
—_— B 10% Waiting for confirmation by CM pecurity ManegcgliigRecument...
Cor?l%??a nt 10% Waiting for input Policy Document.pdf
5% Need for discussion
— v 70% x 30% W 5% Open

Q Search ...

Compliance Y Status T [[+] Description Owner T Assignedto T
A
v _ INFORMATION SECURITY MANAGEMENT . =
O | ois-01  TOR CM: X 0

The CSF shall define, implement, maintain
and continually improve an informatian
O x OSHOLL e e perstionst it
. ChM: X
locations and processes for providing the Legal Department
cloud service

The ISMS shall be in accordance to
QI15-01.2 4 g
o x I50/IEC 27001 CM: X C-Level

The 15M5 shall have a valid certification
0 x ] 0I5-01.3  according to 1SO/IEC 27001 or to CM: X CM: X
national schemes based on 150 27001

bwd
W

Figure 136. Paper-based Mock-ups — User Journey 3 — Step 2: Audit scope overview
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Figure 137 shows how to filter for non-compliant controls in the control list.

{z, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS Trustworthiness Check
Compliance Check Requirements status Qverview Policy documents upload status
W 70% Verified = )
—— B 10% Waiting for confirmation by CM pacurity Managa ugiiRgeument...
COI’?]UD??EI nt 10% Waiting for input Palicy Dacument pdf
5% Need for discussion
N — v F0% X 30% W 5% Open

Q Search ...

ComplianceY StatusT D Description Owner Y Assigned 10

O v compliant Ol5.01  INFORMATION SECURITY MANAGEMENT

CM: X
B x MNon-Compliant SYSTEM

I

The CSP shall define, implement, maintain
and continually improve an informatian
O x 00T e spraionalunts
locations and processes for providing the CX Legal Department
cloud service

. The I15MS5 shall be in accordance to .
O X 0l5-01.2 ISOMEC 27001 CM: X Clevel

The 15M5 shall have a valid certification
O X ] 0I1s-01.3 according to 1SO/1EC 27001 or to Ch: X CM: X
national schemes based on 150 27001

Figure 137. Paper-based Mock-ups — User Journey 3 — Step 3: Filter for non-
compliant controls
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Figure 138 presents how to quickly check for the reasons of a control marked as non-

compliant.

Figure 138.

(;, EMERALD Audit instance: 31.5.2024 - Cloud Service 1 - Test
Cloud Service: Cloud Service 1 Standard: EUCS Trustworthiness Check
Compliance Check Requirements status Overview Policy documents upload status
W 70% Verified .
— B 10% Waiting for confirmation by CM pecurity MRy o ment.-.
COI’?‘I%??E nt 10% Waiting for ingut Palicy Dacument. pdf
5% Need for discussion
L — v 70% X 30% W 5% Open
O\ Search ...
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Paper-based Mock-ups — User Journey 3 — Step 4: Check reason of non-
compliance

Figure 139 presents more detailed information about why a control is non-compliant.
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Figure 139. Paper-based Mock-ups — User Journey 3 — Step 4: Information of non-

compliance
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Version 1.0 - Final. Date: 31.10.2025

Figure 140 presents the mock-up of how to download the report about non-compliant controls

for a compliance manager.
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Figure 140. Paper-based Mock-ups — User Journey 3 — Step 5: Download the report
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