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Terms and abbreviations

AISEC Al Security Evidence Collector
AMOE Assessment and Management@fganisational Evidence
BYOCS Bring Your Own Certification Scheme
BSI Bundesamt fur Sicherheit in der Informationstechnik
CaaS Certificationasa-service
CISO Chief Information Security Officers
CM Compliance Manager
CSP Cloud Servic@rovider
DoA Description of Action
EAB External Advisory Board
EC European Commission
ECM Expert Compliance Manager
ENS Esquema Nacional de Seguridad
EUCS European Cybersecurity Certification Scheme for Cloud Service
GA Grant Agreement to the project
ICO Internal Control Owner
KPI Key Performance Indicator
MARI Mapping Assistant for Regulations with Intelligence
M Mean Value
NLP Natural Language Processing
OSCAL Open Security Controls Assessment Language
RCM Repository of controls and metrics
SD Standard deviation
SUS System Usability Score
TLS Transport Layer Security
ToE Target of Evaluation
TWS Trustworthiness System
Ul User Interface
UX User Experience
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Executive Summary

The EMERALD Ul/U{iser interface/user experience) offers the user interface (Ul) and user
experience (UX) to addretie vision ofCompliane-asa-service(CaaS) and its continuous and
leanreOSNIATFAOIF GA2Y aLlSota ALK || F20dza 2y GKS
The goabf complianceasa-service is to develop an integratedasy to useand fullyfledged

UI/UX forthe EMERALBolution

This deliverable D4.s related toWP4- User interaction and user experience developnaert
presentsthe final results regardingT4.3- Designing a user interaction and user experience
concept.The document describes the applied methodology for deriving the user interaction
concept and the user interface by considering the needs from the pilot partners as well as the
component owners. The deliverabdso presents two sets of papdrased mockups of the
EMERALD Ul/UKat were developedand presented inD4.3[1], andthe final version of the
clickable mochups.

In more detail, this deliverable presents the following results:

1 Methodology: The whole cecreation and cedesign approach usefr developing the
EMERALD UI/UX. The methodology used brodwghether the needs of the pilot
partners and the available EMERALD components including the features and
functionality from the technological component owners.

1 The final user journeysBased on the different workshops, we pres¢ne final user
journeys aligned with the developed personas and scenarios.

1 Clickable moclups We present thdinal workflow for the EMERAD Ul. Additionaike
present the final version of thelickable mockupsfor the integrated EMERALD Ul

1 Validation: We present the restd of a Ul Validation of thelickable moclups by the
consortium partners as well abe insights we received from thEMERALDxRert
AdvisoryBoard.

This deliverable concludes the work doneTi4.3 - Designing a user interaction and user
experience concefiM24). The clickable moekps serve aguideline for implementing the
EMERALD Ul ir4.4- Technical implementation of EMERALD Ul
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1 Introduction

The EMERALD UI/UX offers the user interface (Ul) and user experience (UX) to address
complianceasa-service (CaaS) and its continuous and leacergification aspects with a focus

2y G(GKS dzaSNRa ySSRad ¢KS dza SNJ S HseihmsivdehOS 6! - 0
interacting with a product, focusing on understanding their needs, behaviours, and pain points.

It aims to design intuitive, efficient, and satisfying experiences through factors like usability,
accessibility, information architecture, andemnaction designTheUl, on the other hand, deals

with the visual and interactive aspects of a product, such as layout, typography, buttons, and

colour schemes. Its goal is to create an appealing andteasgvigate interface, helping users

quickly find what they need and cqiete tasks efficiently.

In this deliverablewe present the final version of thelickable moclups for the integrated

EMERALD UI/UX. Different methods were applied and different activities and workshops were
conducted bringing together the insights gained from the EMERALD pilot partners and the
EMERALD component owners. The goal efEMERALD Ul is to provide the EMERALD target

users a seamless user experience for continuous auditing in the cloud cybersecurity domain,

offering easyto-use and explainable workflows to support thedzZRA 12 NEQ 62 NJ] Yy R
conducted.

This sectiorsets this deliverable tn the context of the overall EMERALD project, presents the
goal of the deliverable, as well as the target audience and the document strudtuaiso
summarizes thdinal results of taskT4.3- Designing a user interaction and user experience
concept

1.1 About this deliverable
¢tKAad RSTEAGSNIOGES Aa NBfFGSR (2 (R®s:LINP2SO0GQa 1 ¢

0KR6: EMERALD Ul/UXJser experience for complexity reductioA: user interaction concept

and conducted studies to show what information each user needs in an audit process. The
O2yOSLJi akKFff €SIR G2 | dzaSNJAYOGSNFIFIOS o6/ L0 ¢
of an audit and guides them through tipeocess of identifying problems top dowifrom high

level requirements down to specific implementation in documents (e.g., policies) or technical
ALISOATFAOFI A2y ada

This deliverable summarizes tfiaal results tailored to reach key result KR6 of the project. It
presents the methodological approach taken to develop an integrated user interface for
EMERALD and presettg final concrete outcomes regardinig.3- Designing a user interaction

and user experience concephese outcomes consist of pageErsed andhe final clickable
mockups on how the EMERALD UI/UX should look, covering the perspectives of the pilot
partners as well as the component owners of EMERALD.

Different methods have been used and applied for developing the EMERALD UI, consisting of
three major iterative approaches and following aaesign, participatory, and contextual design
approach:

1 Interviews with the pilot partners A series of interviews and focus groups with the pilot
partners was conducted to derive insights about the working processes and tasks in the
respective companies. From the insights gained, a first set of gzgemerd mockups was
developed.

1 Development of personas,scenarios anduser journeys Different workshops with
project partners were conducted for developing personas, scenarios, and user journeys.
Especially the user journeys were used for developing concrete interactions of a
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respective persona with the EMERALD Ul to fulfil specific tasks. The insights from the
user journeys helped to improve the papleased mockups.

1 Individual workshops with the component ownersDifferent workshops were
conducted with the individual EMERALD component ownersni@stigate which
information the different components offer and how to integrate them into the
EMERALD user interface. The papased moclkups were used aagbaseline, and after
having discussed therthe clickablanockupsof the EMERALD Were developed.

1 Further workshopsTo continuously improve the EMERALDfWwther workshops were
held with the pilot partners antechnical component owner®ur goal was to elicit all
necessary and relevant information from all stakeholders involved to gather their
feedback and new insights, to clarify misunderstandiragsl allow their input to be
integrated throughout the whole design phase.

The target audience of this deliverable is twofold:

9 First, all EMERALD partners: The pilot partners, as their employees including compliance
managers, internal control owners and auditors, are the target groups of the EMERALD
project. The technical partners, because their components and the corresponding
outputs will be connected to and presented in the EMERALD UL.

1 Second, this document is also targeted to the broader EMERALD target users (e.g.,
potential endusers, strategic partners, communities, or policymakers) who are
interested in socigechnical design, coreation, and calesign. For them, it will provide
some guidance and concrete examples on how to elicit knowledge from people with
different backgrounds (e.g., interviewsyorkshop$ and derive mockups that are
iteratively refined with the target users. It shows how to carry out a user interface
developmentprocess that corresponds to the needs and wishes of the target users.

The goal of this deliverable is to present the applied methodology as well disdheersion of
the clickablenockups for the EMERALD UI.

1.2 Document structure

The document is structured as follows: After the introduction section (Sediipsection2
presents the overall methodology used for fulfilling the objectives of Tasks 4.3, and includes
separate suksections for each step of the methodology taken to describe the different phases
of the development of the EMERALD UI/UX.

The subsequent sectiorSection3, Sectiond, and Sectiorb - present theachievedresultsin
detail. Section3 presents a short summary of thHmal set of personas and scenarios, followed
by a detailed description of the developed user journeys, including the interaction of the
personas with an EMERALD AB.a starting point for developing the clickable mogs, aset

of paperbased moclups were developedthesehave not been further refinetbecausewith
the change to Figma all relevant megfs were added therdherefore the paperbased mock
ups arepresented iNnAPPENDIA Mockups derived from Interviews with Pilot Partners
APPENDIR Mock-ups derived from the interviewand APPENDIR User Journeys arghper
basedMock-ups Section4 presentsa summary of theclickablemockups along a workflow
processcovering all relevant features of the EMERAQMtion. Additionally, we present the
user rights along the persondsveloped Sectiorb presents some first validation results gained
from the EMERALD consortium as welfesexiback receivedrom the External AdvisoryBoard
(EAB)

Finally, Sectiol concludes the reponvith the major results achieved in T4.3
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The results presented in D4[B] regarding the papebased moclups that were derived from

the interviews and focus groups conducted with the pilot partners and which served as starting
point are included for completeness sakeAiRPENDIX Mock-upsderived from Interviews with

Pilot Partners APPENDIB. Mockups derived from the interviewsand APPENDDC User
Journeys an@aperbasedMock-ups

1.3 Technological Advances from the MEDINA project

The EMERALD project builds tre foundations of the earlier BDINAproject: Security
framework to achieve a continuous aublsed certification in compliance with the lidle

cloud security certification schenf&A 952633)3], a Horizon 2020 research and innovation
action In MEDINAa range of technical components were developed, but they largely operated
as standalone tools. Most had individual user interfaces, yet there was no unified framework to
bring them together.

EMERALD advances this work by pursuing one of its central objectives: the creation of an
integrated user interface (Ul). This Ul consolidatesMiiEEDINAcomponents further enhanced

within EMERALDInto a single, coherent complian@es-a-service framework. Crucially, the
EMERALD Ul is not designed in isolation. It is tailored to the needs of all pilot partners through
a codesign and careation process, ensing usability and practical relevance. UnlMEDINA

where such patrticipatory design was not foresethis approach has significantly strengthened
9a9w! [5Qa 2dzi 02 YSa Zcedr&damd EnPadtfulysd@utidn. Y2 NB  dza S NJ

1.4 Updates from D4.3

This deliverable evolves from D4[B]. Our ultimate goal is to make ith deliverableself
contained. Therefore, several sect®that have not been changed have been directly taken
over from D4.3. Other parts that have been developed during theykestare new. To simplify
the tracking progress and updates from the previous versi@blel briefly summarises the
changes and additions to each section of the document.

Tablel. Overview oDeliverableUpdates with respect to D3.

Section Changes

1. Introduction It is based on the text from D4.3 but enhanced with the n
achievements and results.

2. Methodology Thissection was updatedall further activities that have taken place
between M12 and M24 of the project have been added.

3. User Journeys | This section was updateahd restructured reworkedand improved
user journeyswere addedthere. The origindly developed paper
based moclups have been movedo the Appendiesto make this
section clearer.

4. Clickable Mock | This section was completaelypdated andcovers a detailed descriptio
up of the developedUX workflows and most of the screens of t
clickable moclup.

5. Validation This section is new and presents first insights from some Ul te
with9 a 9 w! far§eQusers and feedback frothe EAB
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2 Methodology

The overall methodology of WP4 follows a-dmsign, participatory and contextual design
approach (sed4], [5], [6], and[7]) using different methods such as interviews, workshops, and
mockups development. A calesign strategy like this seeks to close the communication gap
between target users, technology developers, and designers. This method, which came forth as
a result of designers and end users working together, moved the emphasis frommgksng

things to taking care of users' requiremeiff3. Similar ideas are emphasized by terms like "co
design"”, "participatory design" and "contextual design", which emphasize the active
participation of all stakeholders to satisfy organizational and individual {@®fal® accordance

with software developers. Giving end users a voice duhiaglevelopment ofhe software they

will use can be seen as ampoweringact[7]. Cocreation involves shared creativif§], while
co-design applies this creativity throughout the entire design prof&sd hroughout the whole
development process, active user participation is encouraged, creating a hybrid space that
O2Y0oAySa dzaSNBRQ YR RS@GSt2LISNEQ {y2¢f SR3IS FYyR
"user as partner" has changed stakeholder rdi&s with users potentially becoming meta
designers and researchers acting as facilitatorsd€xign is characterized by iterative learning
processes involving all relevant stakeholdén® a 9 w! ¢a&eteistakeholders consist tiie

pilot partners andan external auditor company (DNWIXU (as end usersihe component
owners (as software developers)s well as thenembers of theExternal AdvisoryBoard (EAB)

Mock-ups were used in industrial design long before they were used in software design
processeq9]. In the middle of 1990s, a number of wkliown companies adopted paper
prototyping in their product development proce$s0]. Prototypes were already taken into
consideration by Floyfl1] as a way to help software developers and customers communicate
and provide feedback, and by EHr2], who regarded prototypes as a way to help designers as
well as a way to involve neexperts in the design process. According to Bgdker and Grgnbaek
[8], the goal of cooperative prototyping is to start a design process where users and designers
actively and creatively work together to create a prototype, with the goal of giving users the
chanceto experiment with it and to try it out.

In software development, moelps and clickable prototypes are essential tools that facilitate
the visualization and testing of a product before-sdhle developmertL0]. Mockups are static
representations of a user interface, providing a detailed visual design without interactive
elements. They help stakeholders and developers understand the look and feel of the final
product. Clickable prototypes, on the other handg &mteractive models that simulate the user
experience by allowing users to click through the interface as they would in the final product
[13]. These prototypes are crucial for usability testing, enabling early detection and resolution
of potential issues. Utilizing these tools not only improves communication among team
members but also accelerates the development process by providing cleaangeidand
reducing the need for extensive revisions.
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Figurel. Overall Methodology for developing the EMERALD UI.

The application of colesign as the overarching technique for WP4 activities was viewed as a
feasible way to close the gap between the EMERALD pilot partners and technology partners in
order to create an advanced EMERALD UI/UX that satisfies their regpeetds. The overall

goal is to have a fully developed user interaction and user experience concept that can be
validated regarding its usefulness and acceptance together with the target groups.

Figurel presents the methodology applied for developing the EMERALD Ul so far. The first
mockups were developed with the insights gained from the pilot partmghe EMERALD target
users. These moeakps were then iteratively refined with the component partnegsthe
EMERALD technology partners. In more detail:

1 Pilot partners In spring 2024, we conducted a series of interviews with the pilot
partners (see D2.[14]). From these interviews, a first set of pagmrsed mockups
were developed (seAPPENDIX Mock-upsderived from Interviews with Pilot Partners
and APPENDIR Mock-ups derived from the intervielsThese papebased mockups
were then used in the first Persona, Scenario, and User Journey Workshop to develop
concrete User Journeys for three personas. After the workshop, the gagssd mock
ups were reworked, and new mocips were developed so thate EMERALD can fulfil
the activities developed in the workshop (SARPENDIR User Journeys arghper
based Mockupg. From autumn 2024 until March 2025, we conducted further
workshops with the pilot partners. We conducted process workshops (see D4.2), to
better understand the audit preparation processes. In these workshops, we also
presented the clickable moakps to collect feedback and input to improve the meck
ups. From June 2025 to September 2025, we conducted further workshops with the pilot
partners regarding the reporting functionality. Again, during these workshops, we
presented thdateststatus of the clickable moekpsand asked for feedback and input.

1 Component owners Subsequently, a series of workshops was conducted with the
individual component partners of EMERALD. Two workshops were conducted with each
componentpartner. In the first workshop, the EMERALD component was presented
followed by a discussion on how to integrate the component into the EMERALD UI.
Based on these discussions, the existing pdgzesed mockups were elaborated in
depth and implemented in Figrhdésee Sectiom). During autumn 2024 and summer
2025, we conducted further workshops with the component owners. The gaaisto
discuss the clickable mocips, the integration of the respective components atai
identify potential gaps.

! Figmahttps://www.figma.com
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2.1

With theseinterviews we aimed to elicit UX/Ulrequirements for EMERALLY engaging our
targetusergroups, i.e., (internal) auditors, chief information security officers (CISO), compliance
managers Through the interviews, idepth insightsaboutthe targetusers'working tasks and
activitiesregardingcontinuous cloud auditing processes were elicit€Edus,we aimedto gain

i) asolidunderstanding of the work of our target users in general, ii) activities and tasks relevant

to the certification process afloud computing systemsiii) insights on how EMERALD could
support these working activities,)iinsights: 6 2 dzii G K S ebipediiHoSsegantiagiies Q
EMERALDI, v)insightsabout existing pain points, and ¥isightsk 6 2 dzi G KS dza SNA Q
knowledge, especially regarding artificial intelligence (Al) (as some parts of EMERALD will use Al
technologies)

Interview with Pilot Partners

After having analysed the interview results, the first set of work processes were derived, and an
initial set of requirements was developednore details can be found in 2414]. Moreover, a

first set of papetbhased mockups were created that served as initial starting point for the
future EMERALD UI/UX.

A detailed descriptiorof the interviews, the derived work processes and the corresponding
UI/UX requirements can be found in R414].

2.2 Personas, Scenarios, and User Journeys Workshops

Based on the insights gained from the interviews and the focus groups, e.g., what the audit
preparation processes and audits in general look like, which persons and roles are involved in
these processes and what information is needed, a Retsonas, Scenarios, and User Journey
workshop was organised.able2 gives an overview of the conducted workshops. The goal of
these workshops was tdevelop detailed personas, scenarios, and user journeys on how the
target groups will use the EMERALD UI/UX and which functionalities should be available. Details
about thefinal developedpersonas andcenarios can be found in 2414].

Table2. List of the Personas, Scenarios and User Journeys Workshops

Personas & Scenario Date Type Workshop Results

Workshop

PersonasScenariosind User | 05.06.2024| Online in Development of 4 Personas:

JourneysNorkshop Part | MS Teams | Emerson, Riley, Dylan, Charli

Personas, Scenarios and Usqd 12.06.2024| Online in Development of 3 Scenarios

Journeys Workshop Pdit MS Teams | for Emerson, Dylan, Charlie

Personas, Scenarios and Usg 13.08.2024| Online in Development of 2 Personas

Journeys Workshowith MS Teams | and 2 Scenarios for Jarkko ar

NIXU/DNV Eero

Personas, Scenarios and Usg 07.10.2024| Online in Development of 1 additional

Journeys Workshop Pdit MS Teams | Persona, Morgan, and all
missing scenarios

After having created personas and scenarios, user journeys can be easily deJéBjpétser
journeys illustrate how a user interacts with a system dbgstep, incorporating their emotions

to identify the needs of the intended application or tool. User journeys help designers and
businesses understand the user's needs, motivations, atehpial pain points throughout their
interaction. This visual representation can highlight gaps in the user experience, leading to
targeted improvements in functionality and satisfaction. By employing techniques like journey
mapping organizations can bedt empathize with users and refine their offerings to enhance
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usability and engagemeit6], [17]. Consequently, weltrafted user journeys are instrumental
in fostering useicentric development and driving successful outcomes.

2.2.1 Procedure

To invite participants to the workshop, we contacted the pilot partners and all members of WP4
and WP5 by email. THeersonas Senariosand User Journeysworkshop was conducted online
using MSTeams. To facilitate collaboration, we used Mimn online collaborative whiteboard.

The first workshop was conducted on two different days, i.e., in two partsTabke2). In the

first part of the workshop, four different personas were developed. In the second part of the
workshop, for three out ofthe four personas, concrete scenarios were developed. More
information about the personas and the scenard®/eloped in thePersonas, Scenarios, and
User Journeys Workshop Part&n be found in D4.214].

Personas, Scenarios, and User Journeys Workshop Pditiésecond part of thevorkshopwas
attended by 911 participants. After the development of the three scenarios for the personas
Emerson, Dylan, and Charlie, three corresponding User Journeys were developed. To do so, we
asked the participants to divide each scenanio individual steps. For each of these individual
steps, the participants were asked to describe the interactivity of the persona with the EMERALD
Ul. For this task, they should congidee prepared papebased mockupsc either as inspiration

for the interaction with the EMERALD Ul or to add concrete suggestions or ideas of how the
EMERALD moalps should be further developed or which functionalities to add. To guide the
development ofthe User Journeys, we developed a templéteeFigure2) consisting of three

parts:

1 Scenario steps: the upper part of the template allows to split the scenario into different
steps (sed-igure2, point 1).

1 Interaction with the EMERALD UI: For each step of the scenario, a description of the
interaction with the EMERALD Ul should be added Fsgere2, point 2).

1 Mockups: Below we have added some magks that might fit to the corresponding
scenario (se€igure2, point 3).

2 Miro: https://miro.com/
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User Journey x: Name

Scenario:

EMERALD:

i
|
Interaction with

Mock-ups

Figure2. Template for developing thdserJourneys

Personas, Scenarios & User Journggrkshop with NIXU/DNYThe Workshop with NIXU/DNV
was held in August 2024. This workshop was conducted online in MS Teams, and we used Miro
again to facilitate the collaboration.

Before the workshop, we updated the EMERALD Miro board to supipedevelopmentof
personas In a brief meeting with NIXU/DNV colleagues, we explained our goals, the use of the
board, and introduced two templates from previous workshops. They then created personas
and scenarios independently. In the following workshop, we reviewed and refir@dwork,
resulting in two new personas: Jarkko, a lead auditor, and Eero, a technical auditor, both from a
consulting company presented in D412]. In this workshopno user journeys were developed.

Final Personas, Scenarios & User Journey Workshop Pafiwklve participants attended the

final workshop. Before inviting all EMERALD partners, we reviewed [D8] 1o identify
stakeholders involved in the pilot setup. We compiled a table of these stakeholders and, with
the consortium, determined which were relevant to EMERALD and which were missing. This
informed the final workshop, where we used a structured Mimatdl to address remaining
gapg one persona, several scenarios, amdpecially alluser journeys using templates
documented in D42 [14] (Figure 2) and D4[3] (Figure 2).

Table3 reflects the final status upon completion of all workshppsluding all developed user
journeys

Table3. Status Overview of the Development of Personas, Scenarios and User Journeys.

Roles Notes Personas| Scenarios | User Journeys
o ¢ | Compliance Manage| UI/UX: they will be Riley 5 4
% S | Compliance Manage| merged in one role Emerson 1 1
= 2 | for financial services| in the EMERALD U
g % Internal Control
©h Owner ) Dylan ! !
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Roles Notes Personas| Scenarios | User Journeys|
One role covering
_ all technical roles
S 3 . including the
== Technical metric
= . Morgan 2 1
S % Implementer implementer,
— (%S developers, etc.
(Old name: Metric
Implementor)
S Internal Auditor - Charlie 1 1
._% % External Lead Audito| yjux: they will be| Jarkko 4 4
2 ¥ | External Technical | Merged in one role
&5 Auditor in the EMERALD y ~ Eero 2 2

The workshops resulted in altogethg4 different user journeysWe will presentall of them in

detail in Sectior3.

2.3 EMERALD Ul & ComponentOwner Workshops

Following interviews and focus groups with pilot partners, along with workshops focused on
personasscenarios, and in particulauserjourneys, we launched a dedicated workshop series
involving all EMERALD component own@eeTable4). The goal of this workshop series is to
find out how to integrate all EMERALD components into the EMERALD UI.

Table4. Overview of th&Workshops: EMERALD Ul & Components

Component(Owner) | Part | | Part I | Part Il | PartIVv
Workshops with Major Component Owners

AMOE(FABA) 31.07.2024 22.08.2024

Orchestrator(FhG) 31.07.2024 11.10.2024

MARI(CNR) 23.07.2024 09.10.2024

RCM(TECNALIA) 24.07.2024 10.09.2024 17.10.2024 | 1002.2025

TWSTECNALIA) 01.08.2024 26.08.2024

Workshops with Evidence Extractor Component Owners

eknowse3/Codyze(SCCH / 09.10.2024 10.12.2024

FhG)

ALSECQFhG) 30.10.2024

Clouditor Discover{FhG) 07.11.2025

Additional Workshops

All Component Owners 12.02.2025

SelfAssessment Questionnair| 13.03.2025 09.5.2025 26.05.2025

- EUCSTECNALIA)

Audit Scope UWP4)& 07.04.2025

Exploitation WorkshoWP6)

(FABA)

Audit ScopdFhG& FABA 09.04.2025 04.06.2025

Further Functionalities and 18.09.2025

Features (FhG & FABA &

TECNALIA)

Final Mockups Workshop 23.09.2025

(ALL)
© EMERALDBonsortium Contract No. GA01120688 Page200f 179
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2.3.1 Workshops with Major Component Owners: Procedure

To set up the workshop series, we sent out an invitehi® EMERALDRomponent ownerf
AMOE(FABA) Orchestrator(FhG) MARI(CNR) RCM(TECNALIAand TWS(TECNALIAWe
asked them to fill in a Doodle to schedule two dates for each component. The first workshop
date for each component meeting (Workshgpart 1) was set for the last two weeks of July and
the beginning of August 2024. The second workshop series (WorksRapt II) took placat

the end of August and mid of September 2024. In all workshops, we used agiran online
collaborative whiteboardWith TECNALIA & RCM we conducted an additional workshop in
October 2024Workshop Part Iland another one ifrebruary 2025 (WorkshapPart V).

Workshop (Part ) Each workshop followed the same structure. At the beginning of each
workshop, we presented the goal of the workshop namely to find out how to integrate the
EMERALD component into the EMERALD Ul. For each of the compaventeated a Miro
board with three different frames as presentedkigure3. In the first Miro frame, we shortly
summarizedhe purpose of the respective componemuring the initial discussion round, we
engaged with each component owner to confirm our understanding of their compéhéant
purpose and to uncover aryncertainties Following this, we engaged with each component
owner to explore Ul integration from twgerspectives first, the setup process of the
component, if necessary, and secoitd integration into the Ul during user interaction.

1 a{-B8Ax 2F GKS O02YLRySyayYy Ly (GKS aS02yR FNI YS
predefined moclkups of the EMERALD landing page, possibilities to set up EMERALD
well as neutral mockips. Then we discussed with the component owner sigystep
what was needed for setting up the component (if necessasking questions such as:
Which information is needed to set up the component? Which information should be
presented in the UI? Which functionality should be offered by the UI?

1 a22NJAy3Ie gA0K GKS O2YLRYSYydyY Ly GKS (KANR
ups we have prepared regarding how we thought the component could be integrated
into the Ul. On the other hand, we again added empty rgg& to leave room for
innovation and ceativity. Again, we asked similar questions regarding the visualisation
and functionality.

Workshop (Part Il)The goal of each followp workshop was to present the created clickable

prototypes developed in Figrhido discuss if they work in a way that is in line with what the

component owners would like to have and if the prototyjodfils all required functionalities.

Similar to the first workshop, we first presented the results from two perspectjthe setup

phase (where applicable) and the working phase. As those phasestrongly dependent on

the different components, the workshops were tailored to the compor2mi y Sniéil<Oand

GKS O02YLRYSy(uQa AydSaNIGA2Y Ayd2 GKS !'Ld C2NJ ¢
evidence extractors need to be added to the cloud service to retrieve the assessment results

from Cloudibr-Orchestrator. For AMOE no sap is hecessary, and it must be possible to upload

the respective policy documents for the different controls or schemes.

Workshop (Part Iif)Based on the workshops done before, we met again to disaitbsthe

project partnersthe implementation of the MARI and RCM Tool in Figiida.clicked stefby-

step through the respective moakelLJa = (2 aSS AT 6S dzyRSNEG22R GKS
We received a lot of feedback and further suggestion how to improve the integration and

how to combine the smooth interplay between both tools.

3 Miro: https://miro.com/
4 Figmahttps://www.figma.com
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Workshop (Part I\V)After several months, when the clickable megs had been significantly
improved, we reconvenethe workshop Again,we went through the clickable moakps to
discuss if thig implementation fulfisthe needs of the component owners of RMC and MARI.

© EMERALDBonsortium Contract No. GA01120688 Page220f 179
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Component: Trustworthiness System

T ——

il Pl 6 & blsdkehan ey
i ki, et < it 5

10 and Furshes N

S oEa=sn
i U For kv 10 Sulamatically

T ey

Trustworthiness System - Workshop |

Figure3. Example of a prepared Miro board for TWS with the three different frames
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2.3.2 Workshops with Evidence Extractor Component Owners : Procedure

In autumn 2024, weda in contact with the owners of thdifferent evidence extractors téind

out to what extent the evidence extractorsuld or should be integrated o the EMERALD UI.

For eknow=3 (SCCH) and Codyze (Ftv@) meetingswere conducted while for Clouditor
Discovery (FhG) and-8EC (FhG) only one meeting was necessary. In all meetings, we presented
the current status of the clickable mocips to the participantsand how we envisioned
integratingthe evidence extractotsThereupon, we stded a discussion with the participants,
collected their input and feedbaclkfterwards we implemented the requested changesd
presented the resultgither in a seconevorkshop meeting oin a bi-weekly WP4 meeting

2.3.3 Additional Workshops with Component Owners : Procedures

Workshop with all component ownersin February 2025, wiavited all component owners to
participate in @ onlineworkshop.In this workshop, we presentetthe current status of the
clickable moclups to the component ownersand guided them stefpy-step through the
different parts of the EMERALD Bbr each part, we asked thefor feedback about how we
integrated the respective components in the Ul, if somethimgmissing, if something elseas

needed or if theyhadother ideas. All feedback received wasted down andaterimplemented

in the clickable mockips (if feasible).

Audit ScopeWorkshops with FIGand FABAALt the General Assembly Meeting in Pisa (March
2025),a discussion walsitiated on how to improve the audit scope vies it did not represent

all relevant stati necessary for continuousomplianceasa-service for cloud services
Subsequently, several meetings took place. The first meetingcasaguctedin April 2025 in
Grazwith FABA, to get a better understanding of what the audit scope views need to ptovide
offer a) the possibility to manage the implementation of the conteoid b) to offer continuous
complianceasa-service. Based on these discussions, we prepaMil@Boardg as depicted in
Figure4 ¢ for the next Audit Scope Workshop together withGdnd FABAApril 2025) In this
workshop we discussed the current implementation of the audit scope views and made
decisions on how to improve and change the#iter having implemented all thdiscussed
pointsin the clickable mockips, we conducted a followp meeting n June 202%vith FhG and
FABAwhere we presented all changes conducted to check if the audit scopewmwtailored

to accommodatehe whole spectrum of @omplianceasa-serviceplatform. Overal] we came

to a final audit scope view that serves all expectations and needs of the component owners and
the pilot partners.

Further Functionalities and Features with FhG & FABA & TECNAbLIhis workshop we
discussed some specific functionalities and features to clarify if the last changes made in the
mockups were correct and if somethingvas still missing. We discusseadpics such as:
MARI/RCM Setting pagelistory functionality for the certification scheme and audit scope, as
well as the audit scope reportRelevant feedback received was integrated into the magk.

Final Mockups Workshop For thefinal mockups we invited the whole EMERALD consortium
Altogether 10 people participated in the workshapming from FABATECNALIACNRand
SCCHNn this workshop we went through the whole clickable mogk, showed all features and
functionalities to collect final feedback form all consortium partnéiterwards,the feedback
we receivedvas integrated ito the mockups.
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Figure4. Prepared MirdBoard for discussing thienprovementof the Audit ScopeViews
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SelfAssessmenQuestionnaireWorkshops with TECNALIAOnerequirement for the EMERALD

Ul was the provision of a sedlssessment questionnaire for EUCS, which is implemented by
TECNALIA. Altogether, we setup 3 different workshops for discussing this questionnaire. In the
first workshop, TECNALIA presented the satsessment questionnaire implemented in the
MEDINAproject[19], which served as starting point for tldickable mockup views. Based on
these insights, a first version of the questionnaire was implemeatatidiscussed in a meeting
mid of May 2025. In this workshop, further requiremerdbout functionalitiesthat the
questionnaire should provide were discussédter having implemented all changés the
clickable moclups, another workshop meeting was setup with TECNAtolAee if the self
assessment questionnaifelfilled all functionaliies and featuresAfter this meeting, we also

got some additional requirements for the questionnaire via eraatd implemented them as
well.

2.4 EMERALD Ul & Pilot Partner Workshops

In parallel to the different types of workshops with the component owners, we also conducted
different workshops with the pilot partners.

Tableb. Overview of thaVorkshops: EMERALD UP&cesses & Reports

Pilot Partners | Part | | Part Il
Workshops about the Ul and Processes

Workshop for Ul and processes (CF) 14.11.2024 2502.2025
Workshop for Ul and processes (FABA) 2402.2025 04.03.2025
Workshop for Ul and processes (DNV/NIXU) 28.02.2025 07.03.2025
Workshop for Ul angrocesses (CXB) 04.03.2025

Workshop for Ul and processes (IONOS) 05.03.2025

Presentation of pilot partner processes (TECNALIA) | 03.04.2025

Workshops about reports

Mock-ups Review and Report Workshop (FABRAnd | 14.07.2025
breeze

Mock-ups Review and Reports Workshop (FABA) 16.07.2025
Mock-ups Review and Reports Workshop (CF) 16.07.2025
Mock-ups Review and Reports Workshop (IONOS) | 2407.2025

2.4.1 Workshop for Ul and processes - Procedure

From the interviews conducted (see Sectibt), we were able to derive simple processéshe

audit (preparation) processesvithout and with EMERALD suppoiiio elaborateon these
processes, we conducted a series of workshops with all pilot partners IONOS, CF, FABR4, CXB
DNV/NIXUWe refined the initial simple processes and created two workflow representations
without and with EMERALD supportor each pilot partner andor the auditors. These were
visualized on individual Miro board$rom these we derivedan initial blueprint process
intended to unify all partner workflows.

In February/March 2025, we conduct&MERALD Ul apidocess workshops (s@eble3) with

each partner and the auditors to review and refitike EMERALD Ul and the respective
workflows. Based on the collected feedback, we adapted the processes and asked participants
for final confirmation.The finalversionsof the simple processes, workflow processes and the
EMERALD blueprimiere presented inD4.2[14]. The feedback weog from the pilot partners

and NIXU/DNVegarding the EMERALD Wés implemented in the clickable moakps (see
Sectiord).
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2.4.2 Mock-upsreview and report workshops - Procedure

In July2025, we invited the pilot partners and DNV/NIXU again to another series of workshops
aiming at presentinghe current version of th&EMERALD th them. Additionally we discussed

with them which informationregarding theaudit scopes and the compliance status of controls
should be availablén downloadablereports (e.g. reportsfor internal or external audits)To
support the discussions about theports with the pilot partners and DNV/NIXU we again
prepared aviro board(seeFigureb) showing some of our ideas of how such a report could look
like. Together with the participantave discussed theuggestions and adapted them accordingly
with the participant$needs and suggestiondlore details about the developed reports are
presented in Sectiod.5.3.4
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Audit Report: Document compiled by auditors, summarizes the findings of the audit process. It outlines
areas of compliance, identifies any noncompliance issues and can be created anytime troughout the

process.

Monthly Audit Report  Track Record of Evidence

Monthly Audit Report
June 2025

43%
Compliance Status

Monthly Audit Report
May 2025

43%
Compliance Status

Compliance Status

Categorisation of the Service

Monthly Audit Report
April 2025

43%
Compliance Status

43%
Compliance Status

[ Download Report

43% 57%
\/ Compliant x Non-compliant

003%
| ¢ NoData available

43%
Compliance Status

v 43% 57%
Compliant Nen-compliant

003%
No Data available

Download Report

4% 57% 43% 57%
| Compliant Non-compliant v {:o-f:;?anz x Non grrpham Comphiant Non-compliant
0,03% 0.03%
‘ = NoData available ogﬂug‘u:g No Data available
| T
Monthly Audit Report Monthly Audit Report Monthly Audit Report
March 2025 February 2025 January 2025

43%
Compliance Status

43% x 57%
Compliant Non-compliant

0,03%
No Data available

Download Report

Audit Report Track Record of Evidence Compliance Status Categorisation of the Service

FROM TO Download Report
D £ Compliance Status Description £
A8 IDENTITY,
37
> :gg?égggﬁ;g& AND = . Limit access to information and infermation processing facilities
MANAGEMENT

S >
» I:‘r::: %ﬂréggé%‘II\:‘?N _— Adequate authentication mechanisms are used in to be granted access to any enviorment and

CREDENTIALS within an environment
T The CSP shall require users to whom authentication credentials are provided to sign a
v 1AM083 x declaraion in...
v/ ouimaonicoult e og storage must have authentcztion 11/12/2024 0910
v o/ Codyze Serverjava 11/12/2024 12110

Commit date: 11/12/2024 12:05:35
Commit hash: 3b715¢c584
Extraction date: 11/12/2024 12:10:12

Relevant source files:
* Serverjava: from repository], Lines 5-9

Assessment status: +/ Compliant (detected: 1.3; required: at least 1.2)

Figureb. Prepared Miro board for discussing ttiewnloadableReports
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2.5 EMERALD Terminology

During the development of the papdéased and clickable moalps, the consortium discussed

YR dzyATASR GKS ylIYAy3a 02y @SyidAzy F2N GKS gK2ft
(cloud) service that will be certified according to a specific certifinascheme; it represents

what a system or service does and how it does it (including the architectaré)e last GA in

spring 2025 the naming convention was again discussatithe consortium decided to call the

G/ SNIAFAOFGA2Y @&JaldkHOB (TéE) y2 6 a¢l NASG 27

¢KS adGFNBSGO 2F S@Oltdad adAz2yé 06¢290 O2YLINRARaSa | ff
resilience to risk. This includes (cloud) infrastructure resources, source code or binary code of
deployed services, documents detailing company processe®laas other services offered to

customers, like Al models.

G! dzZRAG a02LIS¢ 0 LINB JA efdrs tb the 0dpé df SnRindivicizR Audit. 1A y a G I y C
includes the Target of Evaluation (j.@ subselection of resources, documents detailing

processes and Source code/Binaries of cloud SW) set into context of relevant controls from

relevant Security schemes.dve information about the EMERALD terminology can be found in

the EMERALD glossanybh.4[20].

As the development of the EMERALD terminology took place after the development of the first
paperbased moclups, the papeibased mockups presentedn the appendixesAPPENDIX:
Mock-upsderived from Interviews with Pilot Partne/SPPENDIE Mock-ups derived from the

interviews and APPENDIX: User Journeys amgaperbasedMock-ups contain the previous
terminologycy I YSt & al dzZRA G Ay aill yabcertficatioita@ed I R 2 F | dzRA

The clickable moelaps Eee Sectiord) are usinghe consolidatedEMERALD terminology.
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3 EMERALDUSser Journeys

The Personas, Scenarios, and User Journey workstene conductedbetweenJune 20240
October2024 These workshops resulted aitogether sevendifferent personas divided into
three stakeholder groupand 16 concrete scenario& detailed description ahe personas and
scenarios can be found in D412].

3.1 Summary of Personas and Scenarios

In this section, a short summary of the developed personas and scenarios are presented. The
detailed results of the developed personas and scenarios are reported 2{134.

Altogether seven different personas were developed, which are summarised laddmg the
different stakeholder groups:

Compliance Stakeholders:

T Riley ¢ Cloud Service Compliance ManageRiley is a junior
compliance analystvhose responsibilitiegre organizing audits
and managing the scheduling of different compliance schemes.
Riley'sgoals are to support the company in being trustworthy/,
perfecting audit processes, being up to date with secur(ty
ail yRINRaAZ FYyR LISNF2N¥YAy3 oG
points refer to i) reliance on others to finish tasks timely, ii) lack o1
efficient audit tools, and iii) lack of understanding of complex
certification frameworks. EMERALD should help Riley with thetaddgy tasks by
speeding up the work.

1 Emersong Compliance Manager in Financial Services Institution
Emerson focuses on risk management of thipérty cloud
services, assesses controls based on risk and regulation, man/ages
contractual agreements, and monitors compliance. The ovelz-(all
goal of Emerson is to ensure i) that all service providers &res
compliant with gien standards, and ii) safety by mitigating risks
associated with audit requirements. Challenges refer to the
communication across departments. EMERALD could help in thtodty taks by
providing a centralized point for evidence, metrics, and controls, by automating tedious
processes and management of numerous audits and reducing the workload.

1 Dylanc Internal Control Owner Dylan is an experiendgroduct
owner and is responsible for leading the head of production tear:
CyQp Gl
l

and overseeing and planning product development and backe/\d
ASNDAOSad wS3IFNRAY3I FdzRAGAX

metrics, collecting evidence famplementingcontrols, assigning

and delegating control implementation to the team aiming at

havingall controls for services complianEMERALD could help

Dylan by allowing to i) simply delegate tasks, ii) provide an ovenfi@ssigned controls
and iii) display assessment results.

it a1 a

Technical Stakeholder:

1 Morgang Technical ImplementerMorganis a DevOps expert and is responsiblethe
technical implementation of metricsdeploying new cloud servicegnd adjusting
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configurations to align with security policiesdditionally, Morgan

has to setupverification mechanisms as well as install -tk
mechanisms ands responsible forsystem configuration tasks,
EMERALD should provide Morgan a ToDo List, allow to checl the
status of controls andevidence and provide the possibility to
assign controls and metrics to other colleagues. It should offer e
history view of changes regarding metrics and should allow to
check the status of the certificate.

Auditor Stakeholders:

1 Charliec Internal Auditor: Charlie is a senior auditor, and Charlie's
responsibilities include managing the audit process, planning;
reporting, and maintaining contact with customers. Charlie offe/'s
templates to the customers/colleagues with the goal to i) provi(le
easy access to infmation/evidence, i) reduce risks, iii) fulfil audi; . 4
KPls, and iv) help customers. Challenges refer to getting in contoct/us
with the responsible person and retrieving the relevant ‘
information. The EMERALD Ul could slproviding an overview
of the required information and support the creation of respective reports.

9 Eero- Technical AuditorEero is a technical auditor of an external
' dzRAG O2YLIl yead 9SNRQa Gl ala ry@219S GKS
paths, the improvement of customer systems and ther -
components, enhancing cybersecurity through hardenifig W ‘:J
measures, and conducting technical analysising both tools and|
manual methods. For Eero, EMERALD should provide a c.em
distinction between manual and automated tests, including a task !
list for manual testing. It should allow manual enrichment of '
automated test resulf, such as marking false positives or adding detailed outcomes.

1 Jarkko ¢ Lead Auditor Jak] 2 Qa Gl ala AyOfdzZRS _SyadzNRAy3
adequate scope, selecting the correct assurance level from the
certification scheme, identifying appropriateontrols, and
verifying that the chosen metrics align with the assurance leve| of
the selected certification scheme. Additionally, it involves auditihg
implemented controls, reporting findings, and making
certification decisionsThe EMERALD Ul should allow auditors to
adjust metrics target values and organizational metrics if they are
deemed inadequate. Manual evidence can be added via the Ul to supplement
automated evidence, and auditors should be able to extract responsibility information
from policy doaments and track their update frequency.

-/

&

Altogether 16 scenarios have been develogedthe seven different personas. Here we only
providea tabular overview of each scenarithe detailed scenariagn be found in D2.[14].
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Table6. Overview oPersonas and thei&enarios

Stakeholder group | Persona Scenario
1 Scenario A: RileayManaging a New Audit Scope
1 Scenario B: RileyManage all Controls of an Audit Scopé
o & Riley 1 ScenarioC:Rileyl yO23SNJ | £t dofAy
(SR} . . . cp .
S 1 Scenario D: RileayUpdating a certification scheme
,—3_% 9 Scenario E: RilayAccompanying an Audit
E x
S g Emerson | 1 Scenario: EmersanBring Your Own Certification Schem
9 Scenario: Dylag InternalControl Owner Control
Dylan Implementation
‘_3 g 1 Scenario A: Morgag Checking Metrics and Evidence
c 8 9 Scenario B: Morgag Removal of Metris
S© Morgan
3
=5
_ 1 Scenario: Charlie Preparation of an Audit by an Internal
Charlie Auditor
(%))
g 9 Scenario A: JarkkpScoping
S5 1 Scenario B: JarkipPreparing for Audit
S5 Jarkko f Scenario C: JarkkoOrganizational Audit
I < . . e
g 1 Scenario D: JarkkpCertification
M Scenario A: EergpTechnical Audit
Eero 1 Scenario B: EemReporting
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Please notethatvA f SRIORAF G Ay 3 I OSNIURTADNHEYHAIRIOKSH S&S (i NA
scenarios do not require dedicated user journbgsause they will not be implemented the
EMERALD UI

3.2 User Journeys

This section provides a detailed description of the user journeys we have developed for
EMERALD. The journeys are presented in a logical order that reflects their relevance to the
overall workflow and system implementation.

Three of the User Journeys were already introduced in deliverable [D}But have been
adapted to align with updated naming conventions and changes in the technical
implementation. Over time, the User Journeys have evolved in parallel with the EMERALD Ul
development to ensure consistency between design and functionality.

As we have continuously worked on the EMERALD UI, we have implemented the user journeys
directly in the clickable moelp. Thus, we have not developedw paperbased mockups. In
D4.3[1], we presented three additional user journeys and the created pépsed mockups,

which have been included in this deliverableARPENDIX. User Journeys amhperbased
Mock-ups

AllrelevantUser Journeys are presented in detail bel&ar each user journey, we first describe
the tasks a personaust perform followed by the interactiomith the EMERALD UI.

3.2.1 Riley z Managing a New Audit Scope

Thescenariod a I Y I 3Ay 3 | b ®oRildywaRdivided{ind 2heI8lbwing siteps
as depicted irFigure6.

Step 1¢ Uploading a New Certification Scheme

1 RileyQ &asks Riley opens the EMERAfrBmeworkand uploads the necessafije for
the new certification scheme (usirRCN).

1 Interaction with the EMERALD URiley opens the EMERALD Uthigir web browser
and signs in with their credentials. They go from the landing page to the certification
scheme overview and select "create scheme" to upload a new schida)e (

Step 2¢ Browsingthe New Certification Scheme

1 wAf Fask3Riley browses the newly created BSI C5 certification scheme. Riley
investigates the categories and controls in detail.

1 Interaction with the EMERALD URiley clicks on the BSI C5 scheme to gather more
informationabout the schemeRiley clicks on a category to investigate ¢batrols For
each control, the related metrics and implementation guidelines are also available.

Step 3¢ Mapping the New Certification Scheme:

1 wA f $a8kaRiley navigates to the Control Mapping to check which controls of the
previously used EUGBhemeO2 NNB a L2y R (2 O2y iNRf Rilepy GKS y
makes a mapping between contradsd takes over the correspondingnetrics from
EUCSThe mapping istored in RCM.
9 Interaction with the EMERALD Uh thecertification scheme overview, Riley navigates
to the control mapping and selects the already mapped scheme (EUCS) on the right
hand side to map those to similar controls to the newly uploaded certification scheme
on the lefthand side (BSI C5)dditionally, Riley accepts to also take over thetrics
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Step 4¢ Creating a Newlarget of Evaluation

1 wA f BaBk@Riley sets up the target of evaluation.d.,the cloud solution(including
TWSconfiguration access rightsesources, processes, asdurce code/ binarieghat
will be audited), sets up all relevant EMERALD extractors, and, if possible, uploads all
relevant policy documentsegardingthe currenttarget of evaluation

1 Interaction with the EMERALD LRiley returns to the landing page, clickstogrget of
evaluatiorg, and then clicks on feate nevé. They enter all the relevant information,
e.g., title anddescription. Then, they download the instructions for the relevant
evidence extractors and upload all relevant policy documents.

Step 5¢ Creating a NewAudit Scope

1 wA f Ba8kERiley creates an audit scope using the respective target of evaluation and
the new certification scheme and checks the respective assessment results and evidence
retrieved so far.

1 Interaction with the EMERALD URiley returns to the landing page and clicksiohdit
scopes. They click od tid newg. They enter the audit scope name, select the target of
evaluation they created in the prior step, and select the certification scheme that will
be used for this audit.

Step 6¢ Managingthe Audit Scope:

1 wA f BadkeRiley is using the newly created audit scope to manage the newly required
certification schema for the selected cloud ser(ceE)

1 Interaction with the EMERALD URileyseesthe overview ofthe newly createdaudit
scope and can now proceed with further actionstbis scope.
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Interaction with Ul

RILEY — Managing a New Audit Scope

Name: Riley

I am a Cloud Provider

Riley opens the EMERALD
solution and uploads the
necessary document for the
new certification scheme.

Riley opens the EMERALD
Ul in their web browser
and signs in with their
credentials. They go from
the landing page to the
certification scheme
overview and select
"create scheme" to upload
a new scheme
{document).

Riley browses the newly
created BSI C5 certification
scheme. Riley investigates
the categories and controls
in detail.

Riley clicks on the BSI C5
scheme to gather more
information about the
scheme. Riley clicks on a
category to investigate the
controls. For each control,
the related metrics and
implementation guidelines
are also available.

RRiley navigates to the
Control Mapping to check
which controls of the
previously used EUCS
correspond to controls in
the new scheme “BSI C5”.
Riley makes a mapping
between controls and takes
over the corresponding
metrics from EUCS. The
mapping is stored in RCM.

In the certification
scheme overview, Riley
navigates to the control
mapping and selects the
already mapped scheme
(EUCS) on the right-hand
side to map those to
similar controls to the
uploaded certification
scheme on the left-hand
side (BSI C5). Additionally,
Riley accepts to also take
over the controls.

Riley sets up the target of
evaluation (the cloud

solution that will be audited),

sets up all relevant EMERALD
extractors, and, if possible,
uploads all relevant policy
documents regarding the
current cloud solution.

Riley returns to the landing
page, clicks on target of
evaluation, and then clicks
on create new. They enter
all the relevant
information, e.g., the title
and a description. Then,
they download the
instructions for the
relevant evidence
extractors and upload all
relevant policy documents.

Riley creates an audit scope
using the respective target
of evaluation and the new
certification scheme and
checks the respective
assessment results and
evidence retrieved so far.

Riley returns to the landing
page and clicks on audit
scopes. They click on add
new. They enter the audit
scope name, select the
target of evaluation they
created in the prior step,
and select the certification
scheme that will be used
for this audit.

Riley is using the newly

created audit scope to manage

the newly required
certification schema for the
selected cloud service (ToE).

Riley sees the overview of
the newly created audit
scope and can now
proceed with further
actions on this scope.

Compliance Manager

Figure6. Rileyc Managing aNew Audit Scope
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3.2.2 Riley z Manage all Controls of an Audit Scope

Thescenariocd al yI 3Ay3a £t /2yiNRfa 2F Iy ! dzRAG { O02LIS¢
five steps, as depicted Figure?.

Step 1¢ Open the Audit Scope:

1 wA f Fask@Riley opens the corresponding audit scope in the EMERAQ2work
and checks the compliance status for all controls.

1 Interaction with the EMERALD URiley opens the EMERALD Ul in their web browser
and signs in with their credentials. They clicktbe audit scope and select the audit
scope they want to focus on.

Step 2¢ Filter Controls:

1 wA f Tadk@Riley wants to get a good overview of the audit scope. Therefore, they
filter the controls based on their different workflogtatesand compliancetates

T Interaction with the EMERALD LRiley uses the filter functionality in the process view
and in the compliance view to filter the controls according to their currentestat

Step 3- ReviewWorkflow Status:

1 wA f BadkeRiley checks theorkflow state of the controls and can neglect all controls
that arealreadyaccepted harked with adarkgreenchecR. All other controls still need
to be worked orby theteam.

T Interaction with the EMERALD Un the process view, Riley uses therkflow filter
functionality to display items withthestasad h LISy ¢ aLy t NPINBaaszé alL
awSl Re T2N) wSOASg3¢E Fftt2gAy3a GKSY (G2 St aa
implementation or review.

Step 4- Identify Non-Compliant Controls:

1 wAf $a5lQ Riley checks the compliance state of the controls and can neglect all
controls that are compliant (marked with a green check mavky-compliant controls
require followrup from the teamRiley needs to decide what to d8tep 5a OR Step 5b
T Interaction with the EMERALD With the filter functionality for the compliance status
in the compliance viewRiley filters for the stata y 2 G O2YLIX Al yiGé | yR OF
controls that are not compliant.

Step 5a Assign a Control for Implementation:

1 wA f $a5k3 Riley checks the compliance state of the controls and can neglect all
controls that are compliant (marked with a green sign). Controls that are not compliant
require followup fromthe team.

9 Interaction with the EMERALD URIiley clicks om specific controland assign this
control to the respective person. Riley can additionally add a comment to provide some
further insights.

Step 5b- Gather More Information Before Assignment:

1 wA f $a5ka Riley opens the respective control to get more information about the
assessment result available; this may give Riley further insights, who is the right person
to manage the control further.

91 Interaction with the EMERALD {JRiley clicks on the specific control and sees a list of
metrics and their assessmengsults They can also get further details regarding the
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evidence when clicking on the metric. Then Riley edits the control to assign this control
to the respective person. Riley can additionally add a comment to provide some further
insights.
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Name: Riley

Interaction with U

RILEY — Manage all Controls of an Audit Scope

| am a Cloud Provider
Compliance Manager

Riley opens the

corresponding audit scope in
the EMERAD Ul and checks
the compliance status for all

controls.

Riley opens the EMERALD
Ul in their web browser
and signs in with their
credentials. They click on
the audit scope and select
the audit scope they want
to focus on.

Riley wants to get a good
overview of the audit
scope. Therefore, they
filter the controls based on
their different workflow
states and compliance
states.

Riley uses the filter
functionality in the process
view and in the
compliance view to filter
the controls according to
their current status.

Riley checks the workflow
state of the controls and can
neglect all controls that are
already accepted (marked
with a dark green check). All
other controls still need to
be worked on by the team.

In the process view, Riley
uses the workflow filter
functionality to display
items with the statuses
“Open,” “In Progress,”
“Implemented,” and
“Ready for Review,”
allowing them to easily
track everything that still
requires implementation
or review.

Riley checks the compliance
state of the controls and can
neglect all controls that are
compliant (marked with a
green check mark). Controls
that are not compliant and
open need to be worked on
by the team. Riley needs to
decide what to do:

Step 5a

OR

Step 5b

With the filter
functionality for the
compliance status in the
compliance view, Riley
filters for the status “not
compliant” and can see all
the controls that are not
compliant.

Riley checks the compliance
state of the controls and can
neglect all controls that are
compliant (marked with a
green sign). Controls that
are not compliant and
require follow-up from the
team.

Riley clicks on a specific
control and assign this
control to the respective
persan. Riley can
additionally add a
comment to provide some
further insights.

Figure7. Rileyq Manage all Controls and AudBcope

Riley opens the respective
control to get more information
about the assessment result
available; this may give Riley
further insights, who is the right
person to manage the control
further.

Riley clicks on the specific
control and sees a list of
metrics and their assessment
results. They can also get
further details regarding the
evidence when clicking on
the metric. Then Riley edits
the control to assign this
control to the respective
person. Riley can additionally
add a comment to provide
some further insights.

© EMERALD Consortium
www.emerald-he.eu

Contract No. GA 101120688

Page380f 179



http://www.emerald-he.eu/

D4.4¢ User interaction and user experience concep® Version 1.¢; Final. Date: 31.10.2025

3.23 Rieyz51T AT OAO All OAITET A ObPI 006
Thescenariod | y O 2 @8 bpbtd for Riley was divided into the following four steps, as
depicted inFigure8.

Step 1¢ Audit Scope Preparation:

1 wA f $askaWhen preparing for an audit, Riley is responsible that all controls are
compliant and noW o f A y Ropeadoitrils) fdef.
T Interaction with the EMERALD lo interaction required.

Step 2¢ Filter Controls:

1 wA f BaBkelARiley finds during their work sonmgen controls these controls need
to be directly addressed. Riley needs to make sure that Step 3a, Step 3b, and Step 3c are
fulfilled.

9 Interaction with the EMERALD URiley opens the EMERALD Ul in their web browser
and signs in with their credentials. They clickanlit scope and select the audit scope
they want to focus opand filters for open controls.

Step 3a¢ Assignment check:

1 wA f Bas8keRiley checks that all controdse assigned to someen
1 Interaction with the EMERALD LRiley filters in the control list for controls that do not
haveanyonel a aA 3y SR (2 GKSY @Al (KS a! aairdaySR

Step 3bg Compliance Status Check:

1 wA f Ba8k&Riley checks that all controls are either set to compliant or-compliant.
1 Interaction with the EMERALD UFor this Riley checks all controls in the compliance
status pending and checks if they can be set manually to compliant ecomopliant.

Step 3¢ Verification of Work:

1 wA f BaBkeRiley verifies that a colleague has been assigned to manageetiding
andnon-compliant controls

T Interaction with the EMERALD LRiley filters the lisbf controls in the overall viewo
display controls that are both necompliant and unassigned.

Step 4¢ Escalation Plan:

1 wA f FaskaAfter these steps, Riley handles communication, follows up as needed,
and initiates an escalation plan wheequired.

1 Interaction with the EMERALD LRileycan addcomments when assigning someone in
each of the steps 3a, 3b, and 3c to better structure their following communication.
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RILEY — Uncover all ,,blind spots”

When preparing for an
audit, Riley is responsible
that all controls are
compliant, and no ‘blind
spots’ (open controls) are
left.

=
=
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If Riley finds during their
work some open controls,
these controls need to be
directly addressed. Riley
needs to make sure that
Step 3a, Step 3b, and Step
3c are fulfilled.

Riley opens the EMERALD
Ul in their web browser
and signs in with their
credentials. They click on
audit scope and select the
audit scope they want to
focus on, and filters for
open controls.

Riley checks that all controls
are assigned to someone.

Riley filters in the control
list for controls that do not
have anyone assigned to
them via the “Assigned to”
field.

Figure8.Rileyc! y O2 @S NJ I f €

Riley checks that all controls

are either set to compliant or

non-compliant.

For this Riley checks all
controls in the compliance
status pending and checks
if they can be set manually
to compliant or non-
compliant.

Riley verifies that a colleague
has been assigned to
manage the pending and
non-compliant controls.

Riley filters the list of
controls in the overall view
to display controls that are
both non-compliant and
unassigned.

Name: Riley
1 am a Cloud Provider
Compliance Manager

After these steps, Riley handles
communication, follows up as
needed, and initiates an
escalation plan when
required..

Riley can add comments
when assigning someone in
each of the steps 33, 3b,
and 3¢ to better structure
their following
communication.
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3.2.4 Riley z Accompanying an Audit

Thescenariod ! OO02 YLI ye@Ay3 |y ! dzRAGE F2NJ wiaitSeé 41 a

depicted inFigure9.
Step 1¢ Audit Evidence Preparation:

1 wA f BaBk@Bhe leadauditor has already selected a big sample of controls for being
checked during the audit. Riley has to show the auditor that their cloud system is
compliant with the selected controls.

T Interaction with the EMERALD o interaction required.

Step 2¢ Metric Assessment:

1 wA f BaBk@HRiley enters the EMERALD Ul, looks for the selected controls and shows
the auditor the individual metriceand corresponding assessment resufts the
controls.

1 Interaction with the EMERALD URiley opens the EMERALD Ul in their web browser
and signs in with their credentials. They click on audit scope and select the audit scope
they want to focus on. Riley selects a control and shows the assessment result of the
metrics for the selected comnt.

Step 3¢ ShowEvidence:

1 wA f SaBk@Riley opens the differerdssessment results arevidence in EMERALD
Riley showsthe auditors for example, in the policy documents, how the different
controlsand the respective metridsave beeraddressed.

1 Interaction with the EMERALD {Riley can seledifferent controls and the respective
metrics Riley also shows thdocuments associated with this metand the extracted
assessment results and evidence
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RILEY — Accompanying an Audit Name: Riley

I am a Cloud Provider
m m m e —
The lead auditor has already Riley enters the EMERALD Riley opens the different

selected a big sample of Ul, looks for the selected assessment results and
controls for being checked controls and shows the evidence in EMERALD. Riley
during the audit. Riley has to auditor the individual shows the auditors, for
show the auditor that their metrics and corresponding example, in the policy
cloud system is compliant assessment results for the documents, how the

with the selected controls. controls. different controls and the

respective metrics have

been addressed.

Riley opens the EMERALD Riley can select different
Ul in their web browser controls and the

and signs in with their respective metrics. Riley
credentials. They click on also shows the documents
audit scope and select the associated with this metric

audit scope they want to and the extracted
focus on. Riley selects a assessment results and
control and shows the evidence.

assessment result of the

metrics for the selected

>
-
b~
E
[ =
o
=
(&)
(1]
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Q
)
[ control.

Figure9. Rileyg Accompanying an Audit

3.2.5 Emerson z Bring your own certification scheme (BYOCS)

Thescenariod . NAy 3 &2dzNJ 2 gy & ENdishrifwaiividetl ity thedfdidwiiy S €
five steps, as depicted iRigurelO.

Step 1¢ Scheme Information:

1 9 Y S NETPBagkQ @ne day, Emerson was informed by their superior that the X
Department had decided to acquire a new cloud service provider for orthef
servicex; namely XYZ.

T Interaction with the EMERALD lo interaction required.

Step2 ¢ Creating a Custom Certification Scheme:

1 9 Y S N& Bagk® Emerson builds up a new certification scheme based on the
combination of regulations that the institution needs to be compliant with, by creating
a custom certification scheméhey selecthe set of controls from each available
certification scheme and creates custom controls.

1 Interaction with the EMERALD UEmerson opens the EMERALD Ul in their-web
browser and signs in with their credentials. They select the certification schemas tab,
aSt SO0 GKS 2LJiA2y 2F aONBIFGS Odzaid2yY OSNIATA
selects a list of controls from diffent certification schemas and saves it.
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Step 3¢ Create an Audit Scope:

1 9 Y S NBETAaskLE&erson creates an audit scope that will be used for managing cloud
solutions and the respective standard.

1 Interaction with the EMERALD {LEmerson goes tine EMERALD tab for creating a new
audit scope selecting the previousreated certification scheme andhe respective
target of evaluation.

Step 4¢ Automatic Check

1 9YSNBEAKXNA9YSNE2YyQa (lFal A& y2¢ G2 3I2 (§KNERdIZAF
can be met with some evidence (technical or organisational).

1 Interaction with the EMERALD UEmerson goes to EMERALD Ul and visualizes the
assessment results arevidence linkedo the control and the overall compliance in a
first automatic iteration.

Step 5¢ Control Status Check

1 9 Y S NA®sk®Emersonneeds to check thetatus of the controls regarding the
metrics, evidenceand states Emerson uses different functionalities available in the
EMERALD Ul to filter controls and uses different visualisations of the overall status of all
controls, etc., to find out which controls need some work, and which are already
compliant.

1 Interaction with the EMERALD UEmersonenters the EMERALD Ul and visuadize
filters, and managgsthe controls
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EMERSON - Bring your own certification scheme

One day, Emerson was
informed by their superior
that the X Department had
decided to acquire a new
cloud service provider for
one of their services —
namely XYZ.

Emerson builds up a new
certification scheme based
on the combination of
regulations that the
institution needs to be
compliant with, by creating
a custom certification
scheme. They select the set
of controls from each
available certification
scheme and creates custom
controls.

Emerson opens the
EMERALD Ul in their web-
browser and signs in with
their credentials. They
select the certification
schemas tab, select the
option of “create custom
certification scheme", and
name it. Then, Emerson
selects a list of controls
from different certification
schemas and saves it.

Emerson creates an audit
scope that will be used for
managing cloud solutions and
the respective standard.

Emerson goes to the
EMERALD tab for creating
a new audit scope,
selecting the previous
created certification
scheme and the respective
target of evaluation.

Emerson’s task is now to go
through all controls to check
if all of them can be met
with some evidence
[technical or organisational).

Emerson goes to EMERALD
Ul and visualizes the
assessment results and
evidence linked to the
control and the overall
compliance in a first
automatic iteration.

Figurel10. Emersory, Bring your owrCertification Scheme

Emerson needs to check the
status of the controls regarding
the metrics, evidence, and
states. Emerson uses different
functionalities available in the
EMERALD Ul to filter controls
and uses different
visualisations of the overall
status of all controls, etc., to
find out which controls need
some work, and which are
already compliant.

Emerson enters the
EMERALD Ul and visualizes,
filters, and manages the
controls.

Name: Emerson

I am a Compliance Manager
in Finan. Service Inst.
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3.2.6 Dylan - Control Implementation

Thescenariod / 2 Y (i N2 f L Yfo¥D@lan S/gsalsoldividey iéito six steps, as depicted in
Figurell.

Step 1¢ Checking Assigned Controls

1 5éf ITgsksdylan opens the EMERALD Ul to cheenyf newly assigned controls
requireaction.

1 58fttyQa LydSNI OiA 2pylasdpdnKthelEKBRALDa iw their Sveb! L

browser, signs in using their credentials, and is redirected tdethéing pagewhere all
assigned controls are displayed.

Step 2- Assigning Metrics to Controls:

1 5 eéf ITgsks®Dylan checkshe controls assigned to them anghether appropriate
metrics are already assigned to the control. If hone are assigned or some are not
suitable, Dylan updates the mapping by adding, removing, or replacing metrics as
needed.

f 58t yQa LyidaSNI Ol A 2pylamchacks thé ¢ordrol detaBsyand iBno |
metrics are assigned, they can navigate to the control in the metrics mapping (via the
certification schemes menu). In the metrics mapping, they can select a set of metrics for
the control.

Step3 ¢ Assigning Controls to a Colleague

1 5éf ITdsksif Dylan identifiesan open control but cannot provide the required
evidence, they assign it to their colleague Y.

f 58flyQa LydaSNI OlA 2ihthe detailed view 6f the coltrel! Oylan |
assigns Y as the implementer

Step4 - Viewing Assigned Contrals

1 ., (TasksY reviews the newly assigned control and opens it to gather more details.
|| Qa4 LYGSNI OlAz2y ¥itérKfor th&kaSsiged Sowntrol§ i the audit

5

scopeand clicks on the contrpihichopens the detailed view of a control.
Step 5¢ Reviewing Metrics Implementation Status

1 . Qlasks Y reviews all metrics for compliance and determines whether they can
implement the control themselves or if it should be assigned to someone else.
f . Q& LyidSNI BMERALD Ucaniviéw thekc@npliance status of the relevant

metrics in the controR S G I A f Ifdhe méricsSade not yet implemented and Y cannot
work on them, the control can be reassigned to another colleague

Step 6:

1 %Qlasks Z implements the metrgfor the assigned controhnd makes sure the
evidence is included in the EMERALD solution.

1 %Qa&a YR 5&flyQa LyidSNI Diekavy theslistloKmeiiids,S
implements each one, gates the required evidence, and confirms completion in
EMERALD. Dylan is automatically notified of the updated control status, acdritrel
workflow status reflects the @w implementation progress
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Name: Dylan
f

1 am an Internal Control

Interaction with Ul

DYLAN - Control Implementation

Owner

Dylan opens the EMERALD
Ul to check if any newly
assigned controls require
action.

Dylan opens the EMERALD
Ul in their web browser,
signs in using their
credentials, and is
redirected to the landing
page, where all assigned
controls are displayed.

Dylan checks the controls
assigned to them and
whether appropriate
metrics are already
assigned to the control. If
none are assigned or some
are not suitable, Dylan
updates the mapping by
adding, removing, or
replacing metrics as
needed.

Dylan checks the control
details, and if no metrics
are assigned, they can
navigate to the control in
the metrics mapping (via
the certification schemes
menu). In the metrics
mapping, they can select a
set of metrics for the
control.

If Dylan identifies an open
control but cannot provide
the required evidence, they
assign it to their colleague Y.

Y reviews the newly assigned
control and opens it to
gather more details.

In the detailed view of the
control, Dylan assigns Y as
the implementer.

Y filters for the assigned
controls in the audit scope
and clicks on the control,
which opens the detailed
view of a control.

Y reviews all metrics for
compliance and determines
whether they can implement
the control themselves or if
it should be assigned to
someane else.

Y can view the compliance
status of the relevant
metrics in the control
detail's view. If the metrics
are not yet implemented
and Y cannot work on
them, the control can be
reassigned to another
colleague, Z.

Z implements the metrics for
the assigned control and
makes sure the evidence is
included in the EMERALD
solution.

Z reviews the list of
metrics, implements each
one, updates the required
evidence, and confirms
completion in EMERALD.
Dylan is automatically
notified of the updated
control status, and the
control workflow status
reflects the new
implementation progress.

Figurell. Dylang Controlimplementation
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3.2.7 Morgan z Checking Metrics and Evidence

Thescenariod / KSO1 Ay 3 aS i N¥od Korghnyws divided R&iguOsteps as
depicted inFigurel?2.

Step 1¢ Checking Assigned Controls

1 a 2 NH ITgsksMorganlogs into the EMERALD tdl checkfor any newly assigned
controls. From the landing page, Morgan can immediately see if new controls have been
assigned. By clicking on a control, Morgan is directed to the associated audit scope and
can filterthe listto focus on newly assignambntrolsthat require action

f MorgamfQd LYy GSNI OGA2y MKdrgaklogsiftdthe EMPBRALD[EEBiews L Y
the list of assigned controlsn the landing pageclicks on a newly assignedntrol to
open itsaudit scope and applies filters to focus aontrolsthat needattention.

Step 2¢ ReviewingTarget Metrics

1 MorganQ dasks Morgan opensthe first newly assignedcontrol and examinesthe
related metrics They review the status of each metric to gain insights and understand
the overall compliance requirements.

f MorgamfQd LYy GSNI OGA2y & Mdgen opekisSthe Ten®olvwithird the! L
EMERALD UI, reviews the associated metrics, and checks the details and status of each
metric to gather insights.

Step 3¢ VerifyingEvidence

1 MorganQ dasks Morgan investigates the metric details, checking which other controls
the metric is linked to, as well as reviewing the evidence extractors and any
automatically provided evidence. In some cases, Morgan needs to adapt the required
evidence(source code, policy documentiitside ofthe EMERALD UI.

f MorgamfQd LYy dSNI OlUAz2Yy pHMoigén operié s specifichetric [nhe | L
EMERALD Ul, reviews gmsneral information examineghe evidence extractorinked
to the metric, and evaluates the automatically gathered evidence.

Step4 ¢ Confirming Implementation:

1 MorganQ @asksIf everything iorrect, Morgannotifiesthe Compliance Manager that
the control has been successfullyimplemented. If there are discrepancies, Morgan
revisits specific metrics twoubleshoot and resolve issues.

 MorganQ& Ly dSNI OGAZ2Yy dvorgaeupdates§ihe Yvarkdlow!statbsof | L
the controlto & L Y LI SY Sy (& SR Zthe cy¥mphadze $teftud tod S &alt Al y e
necessary, and ensures that the Compliance Managautismaticallynotified of the
update.
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Interaction with Ul

MORGAN — Checking Metrics and Evidence

Morgan logs into the
EMERALD Ul to check for

any newly assigned controls.

From the landing page,

Morgan can immediately see

if new controls have been
assigned. By clicking on a
control, Morgan is directed
to the associated audit
scope and can filter the list
to focus on newly assigned
controls that require action.

Meorgan logs into the
EMERALD UI, reviews the
list of assigned controls on
the landing page, clicks on
a newly assigned control
to open its audit scope,
and applies filters to focus
on controls that need
attention.

Morgan opens the first
newly assigned control and
examines the related
metrics. They review the
status of each metric to
gain insights and
understand the overall
compliance requirements.

Morgan opens the control
within the EMERALD U,
reviews the associated
metrics, and checks the
details and status of each
metric to gather insights.

Morgan investigates the
metric details, checking
which other controls the
metric is linked to, as well as
reviewing the evidence
extractors and any
automatically provided
evidence. In some cases,
Morgan needs to adapt the
required evidence (source
code, policy documents)
outside of the EMERALD UL.

Morgan opens a specific
metric in the EMERALD UI,
reviews its general
information, examines the
evidence extractors linked
to the metric, and
evaluates the
automatically gathered
evidence.

If everything is correct,
Morgan notifies the
Compliance Manager that
the control has been
successfully implemented. If
there are discrepancies,
Morgan revisits specific
metrics to troubleshoot and
resolve issues.

Morgan updates the
workflow status of the
control to “Implemented,”
manually sets the
compliance status to
“Compliant” if necessary,
and ensures that the
Compliance Manager is
automatically notified of
the update.

Name: Morgan
1 am a Technical
Implementer

Figurel2. Morgan ¢ Checking Metrics and Evidence
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3.2.8 Charlie z Preparation of an audit by an internal auditor

Thescenariodt NB LI NI GA2y 2F |y | forfCRailie viad dividgll info yivé S NJ/ | f
steps as depicted iRigurel3.

Step 1¢ Logging into EMERALD:UI

1 / KI NTask$SQbarliean internal auditoris responsible fomanagingaudit processes
against EUCS, includiagdit preparation As part of the preparatiorCharlie needs to
review all controls anénsure that each one has the requiredidence assignefr the
relevant audit scopes.

1 / K| Nhtdr&etodwith the EMERALD UTharlie opens the EMERALD Ul in their web
browser, signs inusingtheir credentials navigates tdhe auditscopes, and selecthe
specificscope they want toeview.

Step 2¢ Reviewing the current Status

1 / KI NTaskSQbharlieeviewsthe workflow and compliance statusithin the selected
audit scopeby usinghe different viewsavailablein the overview tab.

1 / KFENX ASQa LyiSNIY Oaaharfenavidatediroughitte vadicu®iews [ 5 | L
in the audit scopeusesthe progress viewo monitor the current workflowstates
checks the compliance view to assess tbenpliance status of contraleind reviews a
summarized snapshot doth statusesn the overall view.

Step 3¢ Identifying NonCompliart Controls

1 / KI NTagkSCharlie checks the nezompliant controls
1 / KIENXYASQa LyidSNI Ol AGhyrliedpdnsitiie camiglidncevaeand! [ 5 | L
applies a filter to display only trentrols that are nacompliant(marked with a red X).

Step 4¢ Analysng the Causes dflon-Compliance

! / KI NIXaskS\@hen Charlie discovers a noampliant control, they anafe which
metric is causing te non-compliance so they camrovide accurate information to the
compliance manager

 / KFENX ASQa Ly iBWERALD URhdrlie dpeiiskihe detafied vieaf the
control, investigatesthe noncompliant metrics and reviews the relatedssessment
result andevidenceto identifythe root causesuch ashresholdsnot being met, missing
measurements due tgonnectionissues, or untrustworthgvidence

Step 5¢ Creating a Report

1 / KI NTask$Afet reviewingall noncompliancesCharlie preparean internal report
summarizing the finding®r the compliance manager

1 / KFENX ASQa LyidSNI Oi:AChalie expoiisKdetdiledSum@aaydofall [ 5 | L
non-conformities includingsupportinginformation, via the report tab in the EMERALD
Ul.
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Interaction with Ul

CHARLIE - Preparation of an audit by an internal auditor

Name: Charlie

Charlie, an internal auditor,
is responsible for managing
audit processes against
EUCS, including audit
preparation. As part of the
preparation, Charlie needs
to review all controls and
ensure that each one has
the required evidence
assigned for the relevant
audit scopes.

Charlie opens the
EMERALD Ul in their web
browser, signs in using
their credentials, navigates
to the audit scopes, and
selects the specific scope
they want to review.

Charlie reviews the
workflow and compliance
status within the selected
audit scope by using the
different views available in
the overview tab.

Charlie navigates through
the various views in the
audit scope, uses the
progress view to monitor
the current workflow
states, checks the
compliance view to assess
the compliance status of
controls, and reviews a
summarized snapshot of
both statuses in the overall
view.

Charlie checks the non-
compliant controls.

Charlie opens the
compliance view and
applies a filter to display
only the controls that are
non-compliant {marked
with a red X).

When Charlie discovers a
non-compliant control, they
analyse which metric is
causing the non-compliance
so they can provide accurate
information to the
compliance manager.

Charlie opens the detailed
view of the control,
investigates the non-
compliant metrics, and
reviews the related
assessment result and
evidence to identify the
root cause, such as
threshalds not being met,
missing measurements
due to connection issues,
or untrustworthy
evidence.

After reviewing all non-
compliances, Charlie
prepares an internal report
summarizing the findings for
the compliance manager

Charlie exports a detailed
summary of all non-
conformities, including
supporting information,
via the report tab in the
EMERALD UI.

e —EEE— SSSSe— SS—

I am an Internal
Auditor

Figurel3. Charlieg Reparation of an Audit by an Internal Auditor
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3.2.9 Jarkko z Scoping
Thescenariod { O 2 Ifdk JgrEkéwas also divided inttwo steps, as depicted iRigurel4.

Step 1¢ Documening the Audit Scope:

1 WI NJ Tesk€LQadrkko reviews the selected audit scope to understand its overall
status including the number of controls in differemorkflow andcompliance states.

f WENJ12Qa LyidSNF Ol xRomthe kidikg page, Jarkkachickslo 5 ! L
a! dzRA G { é2idwshe informafieh of the relevant audit scope.

Step 2¢ InvestigatingNon-CompliantControls

1 WI NJ Tagk€Zarkko investigates specific controls to identify the causes of non
compliance, such as missing metrics, thresholds not met, or connection issues.

f WENJ12Qa LyidSNI Ol A Fafkkomopetiskihe iilétaBed Qievofal nprs | LY
compliant control to review its associated metri@ssessment resuland evidence,
allowing them to pinpoint the reason for nesompliance.

JARKKO - Scoping

I Jarkko reviews the selected l

audit scope to understand controls to identify the

its overall status, including causes of non-compliance,
the number of controls in such as missing metrics,

different workflow and thresholds not met, or
compliance states. connection issues.

Name: Jarkko

| am a Lead Auditor in a cyber
security consultancy company
Jarkko investigates specific

From the landing page,
Jarkko clicks on “Audit

Jarkko opens the detailed
view of a non-compliant
control to review its
associated metrics,
assessment results and

Scopes” and review the
information of the
relevant audit scope.

evidence, allowing them to
pinpoint the reason for

- }
=
x
3
c
2
3] non-compliance.
1]
S
Q
et
k=

Figurel4. Jarkko Scoping
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3.2.10 Jarkko z Preparing for Audit

ThescenariodPreparing for Audé  F2 NJ WI NJ 1 2 ¢ four stdpd, dsepiBtdddhhA RS R A Y
Figurelb.

Step 1¢ Accessing the EMERALD Project

T WI NJ Tagk€Qdarkko and theauditor team need to be assigned to the existing
EMERALD project.

f WENJ12Qa LyidSNI Ol A 2askko speris khe EMERALD dlnvheif web | L
browser, signs in using their credentials, and verifies access to the relevant audit scope.

Step 2¢ Reviewing the Audit Scope

T WI NJ ThsksQarkko needs to review the scope of the audit to understand its coverage
and focus areas.

f WENJ12Qa LyidSNI Ol xgko vakigatés tditheud® scdpevsedtidh, | L
clicks on it, and selects the specific scope they want to review.

Step 3¢ Verifying the SeHAssessment Questionnaif@nly relevant for EUCS]

T WI NJ Tlagk€arkko and theauditor team need to check the answers to the self
assessment questionnaire, if applicabfer(EUCSonly). They note any missing or
incorrect responses for further actions.

f WENJ12Qa LyadSNI OO0 AEBIYNIgAA Ky HIESTI9E@Daw! (5 G HS bv
reviews the prefilled answers, andverifies completeness. They can enter their
O2YYSyila iQ2 YuTK2SNNOAbI2AYS & 2 Strictly KeServédlFoy audit®rs ¢ FA S |
only.

Step 4¢ Reviewing Metrics

1 WI NJ Tlagk€darkko and theuditor team need to checkhe metricsassigned to a
control and thecorrespondingarget valuesf the metrics

T WI NJ lhteda@tiédbn with the EMERALD Warkko selects a control and clicksibto
seethe metricsassignedor the selected control. Here, they get an overview of the
assessment results for the associated metatte selected control.
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Interaction with Ul

JARKKO — Preparing for Audit

Jarkko and the auditor team
need to be assigned to the
existing EMERALD project.

Jarkko opens the
EMERALD Ul in their web
browser, signs in using
their credentials, and
verifies access to the
relevant audit scopes.

Jarkko needs to review the
scope of the audit to
understand its coverage and
focus areas.

Jarkko navigates to the
audit scope section, clicks
on it, and selects the
specific scope they want to
review.

Jarkko and the auditor team
need to check the answers to
the self-assessment
questionnaire, if applicable
(for EUCS only). They note
any missing or incorrect
responses for further actions.

Jarkko navigates to the
"Questionnaire” tab,
reviews the pre-filled
answers, and verifies
completeness. They can
enter their comments in
the “Non-conformities of
the control” field, strictly
reserved for auditors only.

Jarkko and the auditor team
need to check the metrics
assigned to a control and the
corresponding target values
of the metrics.

Jarkko selects a control
and clicks on it to see the
metrics assigned for the
selected control. Here,
they get an overview of

the assessment results for
the associated metrics of
the selected control.

Name: Jarkko

I am a Lead Auditor in a cyber
security consultancy company

Figurel5. Jarkkog Preparing for Audit
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3.2.11 Jarkko z Organisational Audit

ThescenariodOrganisational Audit ¥ 2 NJ WI NJ 1 2fougsteps, aR deficteR iiigure A y i 2
16.

Step 1¢ Checking Integrity and Validity of Results:

T WI NJ TaskLQarkko needsatensure the audit data is accurate and reliaBBMERALD
was used to support this process.

f WENJ12Qa& LyidSNI Ol A Zagkko speris khe EMERALD dlnvheifweb | L Y
browser and signs in using their credentials.

Step 2¢ Verifying Document Updates:

T WI NJ Tagk€darkko checks whether policy documents are updated regularly to
ensure compliance with the latest requirements.

f WENJ12Qa& LyudaSNI Ol A 2nyfhe Fargétiof Eualu&tionSare®ny undes | L Y
the document tab Jarkko views the last upload date for each policy document.

Step 3¢ Accessing Noi€ompliant or Pending Contrals

T WI NJ TasksLQarkko reviews the results of controls that are rommpliant or pending
to analysepotential risks.

f WENJ12Qa LyidSNI Ol Akriko dadigatks titeklit seopebselecis5 | LY
the relevant scope, and uses the compliance view to filter for controls that are marked
as noncompliant or still pending.

Step 4¢ Adding Notes for the Audit Report:

1 WI NJ ThsksQarkko documents findings and observations by adding notes that will be
included in the audit report.

f WENJ12Qa LyiaSNI Ol AJrkkonavigates to théefort SubrBewuainfl 5 | L Y
clicks oncreate snapshot The report will be automatically downloaded ai the
downloaded documentthey canenter general notes to be included tm the final
report.
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Interaction with Ul

JARKKO — Organisational Audit

Jarkko needs to ensure the
audit data is accurate and
reliable. EMERALD was used
to support this process.

Jarkko opens the
EMERALD Ul in their web
browser and signs in using
their credentials.

Jarkko checks whether
policy documents are
updated regularly to ensure
compliance with the latest
requirements.

In the Target of Evaluation
screen, under the
document tab, Jarkko
views the last upload date
for each policy document.

Jarkko reviews the results of
controls that are non-
compliant or pending to
analyse potential risks.

Jarkko navigates to the
audit scopes, selects the
relevant scope, and uses
the compliance view to
filter for controls that are
marked as non-compliant
or still pending.

Jarkko documents findings
and observations by adding
notes that will be included in
the audit report.

Jarkko navigates to the
report submenu and clicks
on create snapshot. The
report will be
automatically downloaded

and in the downloaded
document, they can enter
general notes to be
included into the final
report.

Version 1.G; Final. Date: 31.10.2025

Name: Jarkko

| am a Lead Auditor in a cyber
security consultancy company

Figurel6. Jarkkag Organisational Audit
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3.2.12 Jarkko z Certification

ThescenarioCertificatiod  F2 NJ WI NJ | 2 4thrée steps, &degRtedRigRB R A y (i 2
17.

Step 1¢ Identifying NonCompliances:

T WI NJ TaskLQarkko identifies all controls that are naompliant within the selected
audit scope.

f WENJ12Qa& LyidSNI Ol A Zagkko speris khe EMERALD dlnvheifweb | L Y
browser, signs in with their credentials, and navigates to aheit scopessection to
open the relevant audit scopandfiltersfor all nonrcompliant controls.

Step 2¢ Creating and Sharing the Audit Report:

1 WI NJ Tagk® darkko creates an audit report and translates the identified-non
compliances into documented findings, which are then communicated to relevant
stakeholders.

f WENJ12Qa& LYyGSNF Ol A thyhe submenu repd@Sthedracioracord 5 ! LY
of evidence view, Jarkko navigates to theompliance proofsection, where the
compliance status for each control is summarized. Jadkivenloads the Report

Step 3¢ Preparing the Annex with Scope Details:

T WI NJ Tlagkgdarkko is responsible for preparing an annex to the audit report that
clearly documents the scope. This annex should provide full transparency by
distinguishing between evaluated controls and metrics versus those not evaluated.

f WENJ12Qa& LyidSNI OG A While idthetrakk recatddf eddaer@aview] 5 | LY
Jarkko accesses ttatatementof applicability which summarizes any deviations from
the audit scope by category. This information can also be downloaded separately using
the download reportoption.
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Name: Jarkko

| am a Lead Auditor in a cyber

m m ——
Jarkko creates an audit Jarkko is responsible for

report and translates the

JARKKO - Certification

I Jarkko identifies all controls |

that are non-compliant

within the selected audit
Scope.

identified non-compliances
into documented findings,
which are then
communicated to relevant

preparing an annex to the
audit report that clearly
documents the scope. This
annex should provide full
transparency by

stakeholders. distinguishing between

evaluated controls and

metrics versus those not
evaluated.

Jarkko opens the
EMERALD Ul in their web
browser, signs in with their
credentials, and navigates
to the audit scopes section
to open the relevant audit
scope, and filters for all
non-compliant controls.

In the submenu report in
the track record of
evidence view, Jarkko
navigates to the
compliance proof section,
where the compliance
status for each control is
summarized. Jarkko
downloads the Report .

While in the track record
of evidence view, Jarkko
accesses the statement of
applicability, which
summarizes any deviations
from the audit scope by
category. This information
can also be downloaded
separately using the
download report option.

=
=
=
3
c
L
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Q
©
)
Q
=
=

Figurel?. Jarkko Certification

3.2.13 Eero z Technical Audit
ThescenariodTechnical Audit EetoMds also divided into six steps, as depicteHigurel8.

Step 1¢ Log In and Verify Access

1 EerdQ @asksEeroneeds to ensur¢hat the toolsand results used in the audit are valid
and reliable EMERALD was used to support this praocéssefore Eero needs to dp
into the EMERALD Ul

1 Eerd@d LYy GSNI OGA2Y pBeid kpens kh& EMERALDE Ul irbthelr web
browser and signs iasingtheir credentials.

Step 2¢ Review Technical Evidence Updates

1 9 S NEasksiEero neéds to \erify that technicakvidenceis updated regularly
1 9SNRQA LyidSNI Ol A 2 Ferwnhvigates e Sespctive adit §cépe |

I
and selects the relevant scope. For each relevant control, they review the control details

to see the last update date of thessessment result arelvidence for each metric.
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Step 3¢ Access NofCompliant Control Results

1 Eerd) dasks Eero accessethe results of the controlghat are na-compliant or
pending

1 Eerd@d LYy GSNIY OGA2Yy Bekoiclicks anfaBlit &ap®and splécts the aMdit
scope they want to focus on. They filter in the control listrfon-compliant controls

Step 4¢ Conduct Technical Analysis

1 Eerd)@asksEeroneedsto do a technical analysis with tools and manual methods.
1 Eerkd LYy UGSNI OGA2Yy @#ldt suportekiSthe EMBRALDWE. | LY

Step 5¢ Add Notes for the Audit Report

1 Eerd)a@asksThey add information (notes) for the report of the audit.

1 Eerdkd LYy GdSNI OGAZ2Y :Eddn&igaiektd thdrapdrivmehuzandicks
on create reporto download it. Anyadditional informationand notescan be added in
the downloaded document.

Step 6- Communicate Findings

1 9 S NPaskdEero communicatewith compliance managey technical experts of the
CSP/customer, the lead auditor

T 9SNR Q& Ly idSNIY Ol A 2 yThiggchnantinicatikrowill hapPew dbufsifie of L
the EMERALD Ul
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EERO — Technical Audit

Name: Eero
1 am an External
Technical Auditor

Step 1
Eero needs to ensure that
the audit are valid and
to support this process,

into the EMERALD UI.

Eero opens the EMERALD
Ul in their web browser
and signs in using their
credentials.

=)
=
=
2
=
2
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the tools and results used in

reliable. EMERALD was used

therefore Eero needs to lon

Step 2

Eero nees to verify that
technical evidence is
updated regularly.

Eero navigates to the
respective audit scope and
selects the relevant scope.
For each relevant control,
they review the control
details to see the last update
date of the assessment result
and evidence for each metric.

Step 3 Step 4
Eero accesses the results of
the controls that are non-
compliant or pending.

They need to do a technical
analysis with tools and
manual methods.

Eero clicks on audit scope
and selects the audit scope
they want to focus on.

They filter in the control
list for non-compliant
controls.

Step 5

They add information
(notes) for the report of the
audit.

Eero navigates to the
report menu and clicks on
create report to download
it. Any additional
information and notes can
be added in the

downloaded document.

Figurel8. Eerog TechnicaAudit

Eero communicates with:
compliance manager
technical experts of the
CSP/customer

the lead auditor
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3.2.14 Eero Z Reporting
Thescenaricd WS LI2 NI Ay 3¢ T2 NJ 9 $oNBteps, lasidepictediifigur® 8 A RS R

Step 1¢ Logging in

1 9 S NEasksEero needs to providechnicalinformation tothe lead auditor, so it can
be included in the final reportThe audit preparation tool used was EMERALD.
Therefore, hey can gatheinsights from theEMERALDI.

1 9SNRQA& LyidSNI Ol A 2 yEer bpéris théd RMERAR Dlwn ted | L
browserand signs in with their credentials.

Step 2¢ Identify Non-Compliance

1 9 S NEasksiEero needs tadentify allnon-compliart controls

1 9SNR QA LydSNI Ol A 2Heroglikks én aidik ssop8eati®rmnddeléets | L
the audit scope they want to focus on. They filter in the control list for controls that are
non-compliant.

Step 3¢ Generate Audit Report

1 9 S NEasksEeropreparesan audit report andncludesadditional technicabetailsto
provide further clarification to the lead auditor adhe non-compliance

1 9SNRQA& Ly dSNI Ol A 2 Feronkvipites ib kh8 rer rBenu ajpdsclicksL
on create report to download it. Any additional information and notes can be added in
the downloaded document.

Step 4¢ Communicate Findings

1 9 S NBasksiEero communicates the findingss the lead auditor
f 9SNRQ& Ly dSNI Ol A 2 yhisavill ibKoe suppSrte®imFEMERALB. | LY
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Figurel9. Eerog Reporting
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