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NLP Natural Language Processing 

OSCAL Open Security Controls Assessment Language 

RCM Repository of controls and metrics 

SD Standard deviation 

SUS System Usability Score 

TLS Transport Layer Security 

ToE Target of Evaluation 

TWS Trustworthiness System 

UI User Interface 

UX User Experience 
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Executive Summary  

The EMERALD UI/UX (user interface/user experience) offers the user interface (UI) and user 
experience (UX) to address the vision of Compliance-as-a-service (CaaS) and its continuous and 
lean re-ŎŜǊǘƛŦƛŎŀǘƛƻƴ ŀǎǇŜŎǘǎ ǿƛǘƘ ŀ ŦƻŎǳǎ ƻƴ ǘƘŜ Ǉƛƭƻǘ ǇŀǊǘƴŜǊǎ ŀƴŘ ŎƻƳǇƻƴŜƴǘ ƻǿƴŜǊΩǎ ƴŜŜŘǎΦ 
The goal of compliance-as-a-service is to develop an integrated, easy to use, and fully-fledged 
UI/UX for the EMERALD solution. 

This deliverable D4.4 is related to WP4 - User interaction and user experience development and 
presents the final results regarding T4.3 - Designing a user interaction and user experience 
concept. The document describes the applied methodology for deriving the user interaction 
concept and the user interface by considering the needs from the pilot partners as well as the 
component owners. The deliverable also presents two sets of paper-based mock-ups of the 
EMERALD UI/UX that were developed and presented in D4.3 [1], and the final version of the 
clickable mock-ups.  

In more detail, this deliverable presents the following results:  

¶ Methodology: The whole co-creation and co-design approach used for developing the 
EMERALD UI/UX. The methodology used brought together the needs of the pilot 
partners and the available EMERALD components including the features and 
functionality from the technological component owners. 

¶ The final user journeys: Based on the different workshops, we present the final user 
journeys aligned with the developed personas and scenarios. 

¶ Clickable mock-ups: We present the final workflow for the EMERAD UI. Additionally, we 
present the final version of the clickable mock-ups for the integrated EMERALD UI. 

¶ Validation: We present the results of a UI Validation of the clickable mock-ups by the 
consortium partners as well as the insights we received from the EMERALD Expert 
Advisory Board. 

This deliverable concludes the work done in T4.3 - Designing a user interaction and user 
experience concept (M24). The clickable mock-ups serve as guideline for implementing the 
EMERALD UI in T4.4 - Technical implementation of EMERALD UI.  
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1 Introduction  

The EMERALD UI/UX offers the user interface (UI) and user experience (UX) to address 
compliance-as-a-service (CaaS) and its continuous and lean re-certification aspects with a focus 
ƻƴ ǘƘŜ ǳǎŜǊΩǎ ƴŜŜŘǎΦ ¢ƘŜ ǳǎŜǊ ŜȄǇŜǊƛŜƴŎŜ ό¦·ύ ƛǎ ǘƘŜ ƻǾŜǊŀƭƭ ŜȄǇŜǊƛŜƴŎŜ ŀ user has when 
interacting with a product, focusing on understanding their needs, behaviours, and pain points. 
It aims to design intuitive, efficient, and satisfying experiences through factors like usability, 
accessibility, information architecture, and interaction design. The UI, on the other hand, deals 
with the visual and interactive aspects of a product, such as layout, typography, buttons, and 
colour schemes. Its goal is to create an appealing and easy-to-navigate interface, helping users 
quickly find what they need and complete tasks efficiently. 

In this deliverable, we present the final version of the clickable mock-ups for the integrated 
EMERALD UI/UX. Different methods were applied and different activities and workshops were 
conducted bringing together the insights gained from the EMERALD pilot partners and the 
EMERALD component owners. The goal of the EMERALD UI is to provide the EMERALD target 
users a seamless user experience for continuous auditing in the cloud cybersecurity domain, 
offering easy-to-use and explainable workflows to support the ŀǳŘƛǘƻǊǎΩ ǿƻǊƪ ŀƴŘ ǘƘŜ ŀǳŘƛǘǎ 
conducted.  

This section sets this deliverable into the context of the overall EMERALD project, presents the 
goal of the deliverable, as well as the target audience and the document structure. It also 
summarizes the final results of task T4.3 - Designing a user interaction and user experience 
concept. 

1.1 About this deliverable  

¢Ƙƛǎ ŘŜƭƛǾŜǊŀōƭŜ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ƪŜȅ ǊŜǎǳƭǘǎ όYwсύΣ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ 5ƻ! [2] as: 

άKR6: EMERALD UI/UX - User experience for complexity reduction: A user interaction concept 
and conducted studies to show what information each user needs in an audit process. The 
ŎƻƴŎŜǇǘ ǎƘŀƭƭ ƭŜŀŘ ǘƻ ŀ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ό¦LύΣ ǿƘƛŎƘ ƛǎ ǘŀƛƭƻǊŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎΩ ƴŜŜŘǎ ŘǳǊƛƴƎ ŀƭƭ ǎǘŀƎŜǎ 
of an audit and guides them through the process of identifying problems top down ς from high 
level requirements down to specific implementation in documents (e.g., policies) or technical 
ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΦά 

This deliverable summarizes the final results tailored to reach key result KR6 of the project. It 
presents the methodological approach taken to develop an integrated user interface for 
EMERALD and presents the final concrete outcomes regarding T4.3 - Designing a user interaction 
and user experience concept.  These outcomes consist of paper-based and the final clickable 
mock-ups on how the EMERALD UI/UX should look, covering the perspectives of the pilot 
partners as well as the component owners of EMERALD.  

Different methods have been used and applied for developing the EMERALD UI, consisting of 
three major iterative approaches and following a co-design, participatory, and contextual design 
approach:  

¶ Interviews with the pilot partners: A series of interviews and focus groups with the pilot 
partners was conducted to derive insights about the working processes and tasks in the 
respective companies. From the insights gained, a first set of paper-based mock-ups was 
developed. 

¶ Development of personas, scenarios and user journeys: Different workshops with 
project partners were conducted for developing personas, scenarios, and user journeys. 
Especially the user journeys were used for developing concrete interactions of a 
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respective persona with the EMERALD UI to fulfil specific tasks. The insights from the 
user journeys helped to improve the paper-based mock-ups. 

¶ Individual workshops with the component owners: Different workshops were 
conducted with the individual EMERALD component owners to investigate which 
information the different components offer and how to integrate them into the 
EMERALD user interface. The paper-based mock-ups were used as a baseline, and after 
having discussed them, the clickable mock-ups of the EMERALD UI were developed. 

¶ Further workshops: To continuously improve the EMERALD UI, further workshops were 
held with the pilot partners and technical component owners. Our goal was to elicit all 
necessary and relevant information from all stakeholders involved to gather their 
feedback and new insights, to clarify misunderstandings, and allow their input to be 
integrated throughout the whole design phase.  

The target audience of this deliverable is twofold: 

¶ First, all EMERALD partners: The pilot partners, as their employees including compliance 
managers, internal control owners and auditors, are the target groups of the EMERALD 
project. The technical partners, because their components and the corresponding 
outputs will be connected to and presented in the EMERALD UI.  

¶ Second, this document is also targeted to the broader EMERALD target users (e.g., 
potential end-users, strategic partners, communities, or policymakers) who are 
interested in socio-technical design, co-creation, and co-design. For them, it will provide 
some guidance and concrete examples on how to elicit knowledge from people with 
different backgrounds (e.g., interviews, workshops) and derive mock-ups that are 
iteratively refined with the target users. It shows how to carry out a user interface 
development process that corresponds to the needs and wishes of the target users.  

The goal of this deliverable is to present the applied methodology as well as the final version of 
the clickable mock-ups for the EMERALD UI.  

1.2 Document structure  

The document is structured as follows: After the introduction section (Section 1), Section 2 
presents the overall methodology used for fulfilling the objectives of Tasks 4.3, and includes 
separate sub-sections for each step of the methodology taken to describe the different phases 
of the development of the EMERALD UI/UX.  

The subsequent sections ςSection 3,  Section 4, and Section 5 - present the achieved results in 
detail. Section 3 presents a short summary of the final set of personas and scenarios, followed 
by a detailed description of the developed user journeys, including the interaction of the 
personas with an EMERALD UI. As a starting point for developing the clickable mock-ups, a set 
of paper-based mock-ups were developed; these have not been further refined because with 
the change to Figma all relevant mock-ups were added there; therefore the paper-based mock-
ups are presented in APPENDIX A: Mock-ups derived from Interviews with Pilot Partners, 
APPENDIX B: Mock-ups derived from the interviews, and APPENDIX C: User Journeys and paper-
based Mock-ups. Section 4 presents a summary of the clickable mock-ups along a workflow 
process covering all relevant features of the EMERALD solution. Additionally, we present the 
user rights along the personas developed. Section 5 presents some first validation results gained 
from the EMERALD consortium as well as feedback received from the External Advisory Board 
(EAB). 

Finally, Section 6 concludes the report with the major results achieved in T4.3. 
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The results presented in D4.3 [1] regarding the paper-based mock-ups that were derived from 
the interviews and focus groups conducted with the pilot partners and which served as starting 
point are included for completeness sake in APPENDIX A: Mock-ups derived from Interviews with 
Pilot Partners, APPENDIX B: Mock-ups derived from the interviews, and APPENDIX C: User 
Journeys and paper-based Mock-ups. 

1.3 Technological Advances from the MEDINA project  

The EMERALD project builds on the foundations of the earlier MEDINA project: Security 
framework to achieve a continuous audit-based certification in compliance with the EU-wide 
cloud security certification scheme (GA 952633) [3], a Horizon 2020 research and innovation 
action. In MEDINA, a range of technical components were developed, but they largely operated 
as standalone tools. Most had individual user interfaces, yet there was no unified framework to 
bring them together. 

EMERALD advances this work by pursuing one of its central objectives: the creation of an 
integrated user interface (UI). This UI consolidates the MEDINA componentsτfurther enhanced 
within EMERALDτinto a single, coherent compliance-as-a-service framework. Crucially, the 
EMERALD UI is not designed in isolation. It is tailored to the needs of all pilot partners through 
a co-design and co-creation process, ensuring usability and practical relevance. Unlike MEDINA, 
where such participatory design was not foreseen, this approach has significantly strengthened 
9a9w![5Ωǎ ƻǳǘŎƻƳŜǎΣ ŘŜƭƛǾŜǊƛƴƎ ŀ ƳƻǊŜ ǳǎŜǊ-centred and impactful solution.  

1.4 Updates from D4.3  

This deliverable evolves from D4.3 [1]. Our ultimate goal is to make this deliverable self-
contained. Therefore, several sections that have not been changed have been directly taken 
over from D4.3. Other parts that have been developed during the last year are new. To simplify 
the tracking progress and updates from the previous version, Table 1 briefly summarises the 
changes and additions to each section of the document. 

Table 1. Overview of Deliverable Updates with respect to D4.3 

Section Changes 

1. Introduction It is based on the text from D4.3 but enhanced with the new 
achievements and results. 

2. Methodology This section was updated; all further activities that have taken place 
between M12 and M24 of the project have been added. 

3. User Journeys This section was updated and restructured; reworked and improved 
user journeys were added there. The originally developed paper-
based mock-ups have been moved to the Appendixes to make this 
section clearer. 

4. Clickable Mock-
up 

This section was completely updated and covers a detailed description 
of the developed UX workflows and most of the screens of the 
clickable mock-up.  

5. Validation This section is new and presents first insights from some UI testing 
with 9a9w![5Ωǎ target users and feedback from the EAB. 
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2 Methodology  

The overall methodology of WP4 follows a co-design, participatory and contextual design 
approach (see [4], [5], [6], and [7]) using different methods such as interviews, workshops, and 
mock-ups development. A co-design strategy like this seeks to close the communication gap 
between target users, technology developers, and designers. This method, which came forth as 
a result of designers and end users working together, moved the emphasis from just making 
things to taking care of users' requirements [7]. Similar ideas are emphasized by terms like "co-
design", "participatory design" and "contextual design", which emphasize the active 
participation of all stakeholders to satisfy organizational and individual goals [8], in accordance 
with software developers. Giving end users a voice during the development of the software they 
will use can be seen as an empowering act [7]. Co-creation involves shared creativity [6], while 
co-design applies this creativity throughout the entire design process [6]. Throughout the whole 
development process, active user participation is encouraged, creating a hybrid space that 
ŎƻƳōƛƴŜǎ ǳǎŜǊǎΩ ŀƴŘ ŘŜǾŜƭƻǇŜǊǎΩ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ŦŜŜŘōŀŎƪΦ ¢Ƙƛǎ ǎƘƛŦǘ ŦǊƻƳ ϦǳǎŜǊ ŀǎ ǎǳōƧŜŎǘϦ ǘƻ 
"user as partner" has changed stakeholder roles [6], with users potentially becoming meta-
designers and researchers acting as facilitators. Co-design is characterized by iterative learning 
processes involving all relevant stakeholders. In 9a9w![5Ωǎ case the stakeholders consist of the 
pilot partners, and an external auditor company (DNV/NIXU) (as end users), the component 
owners (as software developers), as well as the members of the External Advisory Board (EAB). 

Mock-ups were used in industrial design long before they were used in software design 
processes [9]. In the middle of 1990s, a number of well-known companies adopted paper 
prototyping in their product development process [10]. Prototypes were already taken into 
consideration by Floyd [11] as a way to help software developers and customers communicate 
and provide feedback, and by Ehn [12], who regarded prototypes as a way to help designers as 
well as a way to involve non-experts in the design process. According to Bødker and Grønbaek 
[8], the goal of cooperative prototyping is to start a design process where users and designers 
actively and creatively work together to create a prototype, with the goal of giving users the 
chance to experiment with it and to try it out. 

In software development, mock-ups and clickable prototypes are essential tools that facilitate 
the visualization and testing of a product before full-scale development [10]. Mock-ups are static 
representations of a user interface, providing a detailed visual design without interactive 
elements. They help stakeholders and developers understand the look and feel of the final 
product. Clickable prototypes, on the other hand, are interactive models that simulate the user 
experience by allowing users to click through the interface as they would in the final product 
[13]. These prototypes are crucial for usability testing, enabling early detection and resolution 
of potential issues. Utilizing these tools not only improves communication among team 
members but also accelerates the development process by providing clear guidance and 
reducing the need for extensive revisions. 
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The application of co-design as the overarching technique for WP4 activities was viewed as a 
feasible way to close the gap between the EMERALD pilot partners and technology partners in 
order to create an advanced EMERALD UI/UX that satisfies their respective needs. The overall 
goal is to have a fully developed user interaction and user experience concept that can be 
validated regarding its usefulness and acceptance together with the target groups. 

Figure 1 presents the methodology applied for developing the EMERALD UI so far. The first 
mock-ups were developed with the insights gained from the pilot partners ς the EMERALD target 
users. These mock-ups were then iteratively refined with the component partners ς the 
EMERALD technology partners. In more detail: 

¶ Pilot partners: In spring 2024, we conducted a series of interviews with the pilot 
partners (see D4.2 [14]). From these interviews, a first set of paper-based mock-ups 
were developed (see APPENDIX A: Mock-ups derived from Interviews with Pilot Partners 
and APPENDIX B: Mock-ups derived from the interviews). These paper-based mock-ups 
were then used in the first Persona, Scenario, and User Journey Workshop to develop 
concrete User Journeys for three personas. After the workshop, the paper-based mock-
ups were reworked, and new mock-ups were developed so that the EMERALD can fulfil 
the activities developed in the workshop (see APPENDIX C: User Journeys and paper-
based Mock-ups). From autumn 2024 until March 2025, we conducted further 
workshops with the pilot partners. We conducted process workshops (see D4.2), to 
better understand the audit preparation processes. In these workshops, we also 
presented the clickable mock-ups to collect feedback and input to improve the mock-
ups. From June 2025 to September 2025, we conducted further workshops with the pilot 
partners regarding the reporting functionality. Again, during these workshops, we 
presented the latest status of the clickable mock-ups and asked for feedback and input. 

¶ Component owners: Subsequently, a series of workshops was conducted with the 
individual component partners of EMERALD. Two workshops were conducted with each 
component partner. In the first workshop, the EMERALD component was presented, 
followed by a discussion on how to integrate the component into the EMERALD UI. 
Based on these discussions, the existing paper-based mock-ups were elaborated in-
depth and implemented in Figma1 (see Section 4). During autumn 2024 and summer 
2025, we conducted further workshops with the component owners. The goals were to 
discuss the clickable mock-ups, the integration of the respective components and to 
identify potential gaps.  

 
1 Figma: https://www.figma.com  

Figure 1. Overall Methodology for developing the EMERALD UI. 
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2.1 Interview with Pilot Partners  

With these interviews, we aimed to elicit UX/UI requirements for EMERALD by engaging our 
target user groups, i.e., (internal) auditors, chief information security officers (CISO), compliance 
managers. Through the interviews, in-depth insights about the target users' working tasks and 
activities regarding continuous cloud auditing processes were elicited. Thus, we aimed to gain: 
i) a solid understanding of the work of our target users in general, ii) activities and tasks relevant 
to the certification process of cloud computing systems, iii) insights on how EMERALD could 
support these working activities, iv) insights ŀōƻǳǘ ǘƘŜ ǘŀǊƎŜǘ ǳǎŜǊǎΩ expectations regarding the 
EMERALD UI, v) insights about existing pain points, and vi) insights ŀōƻǳǘ ǘƘŜ ǳǎŜǊǎΩ ōŀŎƪƎǊƻǳƴŘ 
knowledge, especially regarding artificial intelligence (AI) (as some parts of EMERALD will use AI 
technologies).  

After having analysed the interview results, the first set of work processes were derived, and an 
initial set of requirements was developed ς more details can be found in D4.2 [14]. Moreover, a 
first set of paper-based mock-ups were created that served as an initial starting point for the 
future EMERALD UI/UX.  

A detailed description of the interviews, the derived work processes and the corresponding 
UI/UX requirements can be found in D4.2 [14]. 

2.2 Personas, Scenarios, and User Journeys Workshops  

Based on the insights gained from the interviews and the focus groups, e.g., what the audit 
preparation processes and audits in general look like, which persons and roles are involved in 
these processes and what information is needed, a first Personas, Scenarios, and User Journey 
workshop was organised. Table 2 gives an overview of the conducted workshops. The goal of 
these workshops was to develop detailed personas, scenarios, and user journeys on how the 
target groups will use the EMERALD UI/UX and which functionalities should be available. Details 
about the final developed personas and scenarios can be found in D4.2 [14].  

Table 2. List of the Personas, Scenarios and User Journeys Workshops 

Personas & Scenario 
Workshop 

Date Type Workshop Results 

Personas, Scenarios and User 
Journeys Workshop Part I 

05.06.2024 Online in 
MS Teams 

Development of 4 Personas: 
Emerson, Riley, Dylan, Charlie 

Personas, Scenarios and User 
Journeys Workshop Part II 

12.06.2024 Online in 
MS Teams 

Development of 3 Scenarios 
for Emerson, Dylan, Charlie 

Personas, Scenarios and User 
Journeys Workshop with 
NIXU/DNV 

13.08.2024 Online in 
MS Teams 

Development of 2 Personas 
and 2 Scenarios for Jarkko and 
Eero 

Personas, Scenarios and User 
Journeys Workshop Part III 
 

07.10.2024 Online in 
MS Teams 

Development of 1 additional 
Persona, Morgan, and all 
missing scenarios 

After having created personas and scenarios, user journeys can be easily developed [15]. User 
journeys illustrate how a user interacts with a system step-by-step, incorporating their emotions 
to identify the needs of the intended application or tool. User journeys help designers and 
businesses understand the user's needs, motivations, and potential pain points throughout their 
interaction. This visual representation can highlight gaps in the user experience, leading to 
targeted improvements in functionality and satisfaction. By employing techniques like journey 
mapping, organizations can better empathize with users and refine their offerings to enhance 
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usability and engagement [16], [17]. Consequently, well-crafted user journeys are instrumental 
in fostering user-centric development and driving successful outcomes. 

2.2.1 Procedure  

To invite participants to the workshop, we contacted the pilot partners and all members of WP4 
and WP5 by email. The Personas, Scenarios, and User Journeys workshop was conducted online 
using MS Teams. To facilitate collaboration, we used Miro2, an online collaborative whiteboard. 

The first workshop was conducted on two different days, i.e., in two parts (see Table 2). In the 
first part of the workshop, four different personas were developed. In the second part of the 
workshop, for three out of the four personas, concrete scenarios were developed. More 
information about the personas and the scenarios developed in the Personas, Scenarios, and 
User Journeys Workshop Part I can be found in D4.2 [14]. 

Personas, Scenarios, and User Journeys Workshop Part II: The second part of the workshop was 
attended by 9-11 participants. After the development of the three scenarios for the personas 
Emerson, Dylan, and Charlie, three corresponding User Journeys were developed. To do so, we 
asked the participants to divide each scenario into individual steps. For each of these individual 
steps, the participants were asked to describe the interactivity of the persona with the EMERALD 
UI. For this task, they should consider the prepared paper-based mock-ups ς either as inspiration 
for the interaction with the EMERALD UI or to add concrete suggestions or ideas of how the 
EMERALD mock-ups should be further developed or which functionalities to add. To guide the 
development of the User Journeys, we developed a template (see Figure 2) consisting of three 
parts: 

¶ Scenario steps: the upper part of the template allows to split the scenario into different 
steps (see Figure 2, point 1). 

¶ Interaction with the EMERALD UI: For each step of the scenario, a description of the 
interaction with the EMERALD UI should be added (see Figure 2, point 2).  

¶ Mock-ups: Below we have added some mock-ups that might fit to the corresponding 
scenario (see Figure 2, point 3). 

 
2 Miro: https://miro.com/  
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Personas, Scenarios & User Journey Workshop with NIXU/DNV: The Workshop with NIXU/DNV 
was held in August 2024. This workshop was conducted online in MS Teams, and we used Miro 
again to facilitate the collaboration.  

Before the workshop, we updated the EMERALD Miro board to support the development of 
personas. In a brief meeting with NIXU/DNV colleagues, we explained our goals, the use of the 
board, and introduced two templates from previous workshops. They then created personas 
and scenarios independently. In the following workshop, we reviewed and refined their work, 
resulting in two new personas: Jarkko, a lead auditor, and Eero, a technical auditor, both from a 
consulting company presented in D4.2 [14]. In this workshop, no user journeys were developed.  

Final Personas, Scenarios & User Journey Workshop Part III: Twelve participants attended the 
final workshop. Before inviting all EMERALD partners, we reviewed D5.1 [18] to identify 
stakeholders involved in the pilot setup. We compiled a table of these stakeholders and, with 
the consortium, determined which were relevant to EMERALD and which were missing. This 
informed the final workshop, where we used a structured Miro board to address remaining 
gapsτone persona, several scenarios, and especially all user journeysτusing templates 
documented in D4.2 [14] (Figure 2) and D4.3 [1] (Figure 2). 

Table 3 reflects the final status upon completion of all workshops, including all developed user 
journeys.  

Table 3. Status Overview of the Development of Personas, Scenarios and User Journeys. 
 

Roles Notes Personas Scenarios User Journeys 

C
o

m
p

lia
n

c
e

 

S
ta

k
e

h
o

ld
e

rs Compliance Manager UI/UX: they will be 
merged in one role 
in the EMERALD UI 

Riley 5 4  

Compliance Manager 
for financial services 

Emerson 1 1 

Internal Control 
Owner 

- Dylan 1 1 

Figure 2. Template for developing the User Journeys 

http://www.emerald-he.eu/


D4.4 ς User interaction and user experience concept ς v2 Version 1.0 ς Final. Date: 31.10.2025 

© EMERALD Consortium   Contract No. GA 101120688 Page 20 of 179 

www.emerald-he.eu   

 
Roles Notes Personas Scenarios User Journeys 

T
e

c
h

n
ic

a
l 

S
ta

k
e

h
o

ld
e

r 

Technical 
Implementer 

One role covering 
all technical roles 

including the 
metric 

implementer, 
developers, etc. 

(Old name: Metric 
Implementor) 

Morgan 2 1 

A
u

d
ito

r 

S
ta

k
e

h
o

ld
e

rs Internal Auditor - Charlie 1 1 

External Lead Auditor UI/UX: they will be  
merged  in one role 
in the EMERALD UI 

Jarkko 4 4 

External Technical 
Auditor 

Eero 2 2 

The workshops resulted in altogether 14 different user journeys. We will present all of them in 
detail in Section 3. 

2.3 EMERALD UI & Component Owner Workshops  

Following interviews and focus groups with pilot partners, along with workshops focused on 
personas, scenarios, and in particular, user journeys, we launched a dedicated workshop series 
involving all EMERALD component owners (see Table 4). The goal of this workshop series is to 
find out how to integrate all EMERALD components into the EMERALD UI. 

Table 4. Overview of the Workshops: EMERALD UI & Components 

Component (Owner) Part I Part II Part III Part IV 

Workshops with Major Component Owners 

AMOE (FABA) 31.07.2024 22.08.2024   

Orchestrator (FhG) 31.07.2024 11.10.2024   

MARI (CNR) 23.07.2024 09.10.2024 
17.10.2024 10.02.2025 

RCM (TECNALIA) 24.07.2024 10.09.2024 

TWS (TECNALIA) 01.08.2024 26.08.2024   

Workshops with Evidence Extractor Component Owners 

eknows-e3/Codyze (SCCH / 
FhG) 

09.10.2024 10.12.2024   

AI-SEC (FhG) 30.10.2024    

Clouditor Discovery (FhG) 07.11.2025    

Additional Workshops 

All Component Owners 12.02.2025    

Self-Assessment Questionnaire 
- EUCS (TECNALIA) 

13.03.2025 09.5.2025 26.05.2025  

Audit Scope UI (WP4) & 
Exploitation Workshop (WP6) 
(FABA) 

07.04.2025    

Audit Scope (FhG & FABA) 09.04.2025 04.06.2025   

Further Functionalities and 
Features (FhG & FABA & 
TECNALIA) 

18.09.2025    

Final Mock-ups Workshop 
(ALL) 

23.09.2025    
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2.3.1 Workshops with Major Component Owners: Procedure  

To set up the workshop series, we sent out an invite to the EMERALD component owners of 
AMOE (FABA), Orchestrator (FhG), MARI (CNR), RCM (TECNALIA), and TWS (TECNALIA). We 
asked them to fill in a Doodle to schedule two dates for each component. The first workshop 
date for each component meeting (Workshop ς Part I) was set for the last two weeks of July and 
the beginning of August 2024.  The second workshop series (Workshop ς Part II) took place at 
the end of August and mid of September 2024. In all workshops, we used Miro3 as an online 
collaborative whiteboard. With TECNALIA & RCM we conducted an additional workshop in 
October 2024 (Workshop Part III) and another one in February 2025 (Workshop ς Part V). 

Workshop (Part I): Each workshop followed the same structure. At the beginning of each 
workshop, we presented the goal of the workshop namely to find out how to integrate the 
EMERALD component into the EMERALD UI. For each of the components, we created a Miro 
board with three different frames as presented in Figure 3. In the first Miro frame, we shortly 
summarized the purpose of the respective component. During the initial discussion round, we 
engaged with each component owner to confirm our understanding of their componentΩǎ 
purpose and to uncover any uncertainties.  Following this, we engaged with each component 
owner to explore UI integration from two perspectives: first, the setup process of the 
component, if necessary, and second, its integration into the UI during user interaction.  

¶ ά{Ŝǘ-ǳǇέ ƻŦ ǘƘŜ ŎƻƳǇƻƴŜƴǘΥ Lƴ ǘƘŜ ǎŜŎƻƴŘ ŦǊŀƳŜ ƻŦ ǘƘŜ aƛǊƻ .ƻŀǊŘΣ ǿŜ ƳŀŘŜ ŀǾŀƛƭŀōƭŜ 
predefined mock-ups of the EMERALD landing page, possibilities to set up EMERALD, as 
well as neutral mock-ups. Then we discussed with the component owner step-by-step 
what was needed for setting up the component (if necessary), asking questions such as: 
Which information is needed to set up the component? Which information should be 
presented in the UI? Which functionality should be offered by the UI?  

¶ ά²ƻǊƪƛƴƎέ ǿƛǘƘ ǘƘŜ ŎƻƳǇƻƴŜƴǘΥ Lƴ ǘƘŜ ǘƘƛǊŘ ŦǊŀƳŜΣ ǿŜ ŀŘŘŜŘ ƻƴ ǘƘŜ ƻƴŜ ƘŀƴŘ ƳƻŎƪ-
ups we have prepared regarding how we thought the component could be integrated 
into the UI. On the other hand, we again added empty mock-ups to leave room for 
innovation and creativity. Again, we asked similar questions regarding the visualisation 
and functionality.   

Workshop (Part II): The goal of each follow-up workshop was to present the created clickable 
prototypes developed in Figma4 to discuss if they work in a way that is in line with what the 
component owners would like to have and if the prototype fulfils all required functionalities. 
Similar to the first workshop, we first presented the results from two perspectives ς the set-up 
phase (where applicable) and the working phase. As those phases were strongly dependent on 
the different components, the workshops were tailored to the component ƻǿƴŜǊǎΩ needs and 
ǘƘŜ ŎƻƳǇƻƴŜƴǘΩǎ ƛƴǘŜƎǊŀǘƛƻƴ ƛƴǘƻ ǘƘŜ ¦LΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƻ ǎŜǘ ǳǇ ŀ ŎƭƻǳŘ ǎŜǊǾƛŎŜΣ ǊŜƎƛǎǘŜǊŜŘ 
evidence extractors need to be added to the cloud service to retrieve the assessment results 
from Clouditor-Orchestrator. For AMOE no set-up is necessary, and it must be possible to upload 
the respective policy documents for the different controls or schemes.  

Workshop (Part III): Based on the workshops done before, we met again to discuss with the 
project partners the implementation of the MARI and RCM Tool in Figma. We clicked step-by-
step through the respective mock-ǳǇǎΣ ǘƻ ǎŜŜ ƛŦ ǿŜ ǳƴŘŜǊǎǘƻƻŘ ǘƘŜ ǇŀǊǘƴŜǊǎΩ ƴŜŜŘǎ ŎƻǊǊŜŎǘƭȅΦ 
We received a lot of feedback and further suggestions on how to improve the integration and 
how to combine the smooth interplay between both tools. 

 
3 Miro: https://miro.com/  
4 Figma: https://www.figma.com  
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Workshop (Part IV): After several months, when the clickable mock-ups had been significantly 
improved, we reconvened the workshop. Again, we went through the clickable mock-ups to 
discuss if their implementation fulfils the needs of the component owners of RMC and MARI.
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Figure 3. Example of a prepared Miro board for TWS with the three different frames 
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2.3.2 Workshops with Evidence Extractor  Component Owners : Procedure  

In autumn 2024, we got in contact with the owners of the different evidence extractors to find 
out to what extent the evidence extractors could or should be integrated into the EMERALD UI. 
For eknows-e3 (SCCH) and Codyze (FhG) two meetings were conducted, while for Clouditor 
Discovery (FhG) and AI-SEC (FhG) only one meeting was necessary. In all meetings, we presented 
the current status of the clickable mock-ups to the participants and how we envisioned 
integrating the evidence extractors. Thereupon, we started a discussion with the participants, 
collected their input and feedback. Afterwards, we implemented the requested changes and 
presented the results either in a second workshop meeting or in a bi-weekly WP4 meeting.  

2.3.3 Additional Workshops  with Component Owners : Procedures  

Workshop with all component owners: In February 2025, we invited all component owners to 
participate in an online workshop. In this workshop, we presented the current status of the 
clickable mock-ups to the component owners and guided them step-by-step through the 
different parts of the EMERALD UI. For each part, we asked them for feedback about how we 
integrated the respective components in the UI, if something was missing, if something else was 
needed or if they had other ideas. All feedback received was noted down and later implemented 
in the clickable mock-ups (if feasible). 

Audit Scope Workshops with FhG and FABA: At the General Assembly Meeting in Pisa (March 
2025), a discussion was initiated on how to improve the audit scope view as it did not represent 
all relevant stati necessary for continuous compliance-as-a-service for cloud services. 
Subsequently, several meetings took place. The first meeting was conducted in April 2025 in 
Graz with FABA, to get a better understanding of what the audit scope views need to provide to 
offer a) the possibility to manage the implementation of the controls and b) to offer continuous 
compliance-as-a-service. Based on these discussions, we prepared a Miro Board ς as depicted in 
Figure 4 ς for the next Audit Scope Workshop together with FhG and FABA (April 2025). In this 
workshop, we discussed the current implementation of the audit scope views and made 
decisions on how to improve and change them. After having implemented all the discussed 
points in the clickable mock-ups, we conducted a follow-up meeting in June 2025 with FhG and 
FABA, where we presented all changes conducted to check if the audit scope views were tailored 
to accommodate the whole spectrum of a compliance-as-a-service platform. Overall, we came 
to a final audit scope view that serves all expectations and needs of the component owners and 
the pilot partners. 

Further Functionalities and Features with FhG & FABA & TECNALIA: In this workshop we 
discussed some specific functionalities and features to clarify if the last changes made in the 
mock-ups were correct and if something was still missing. We discussed topics such as: 
MARI/RCM Setting page, History functionality for the certification scheme and audit scope, as 
well as the audit scope reports. Relevant feedback received was integrated into the mock-ups. 

Final Mock-ups Workshop: For the final mock-ups we invited the whole EMERALD consortium. 
Altogether 10 people participated in the workshop coming from FABA, TECNALIA, CNR, and 
SCCH. In this workshop we went through the whole clickable mock-ups, showed all features and 
functionalities to collect final feedback form all consortium partners. Afterwards, the feedback 
we received was integrated into the mock-ups.  
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Figure 4. Prepared Miro Board for discussing the Improvements of the Audit Scope Views 
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Self-Assessment Questionnaire Workshops with TECNALIA: One requirement for the EMERALD 
UI was the provision of a self-assessment questionnaire for EUCS, which is implemented by 
TECNALIA. Altogether, we setup 3 different workshops for discussing this questionnaire. In the 
first workshop, TECNALIA presented the self-assessment questionnaire implemented in the 
MEDINA project [19], which served as starting point for the clickable mock-up views. Based on 
these insights, a first version of the questionnaire was implemented and discussed in a meeting 
mid of May 2025. In this workshop, further requirements about functionalities that the 
questionnaire should provide were discussed. After having implemented all changes in the 
clickable mock-ups, another workshop meeting was setup with TECNALIA, to see if the self-
assessment questionnaire fulfilled all functionalities and features. After this meeting, we also 
got some additional requirements for the questionnaire via email and implemented them as 
well.  

2.4 EMERALD UI & Pilot Partner Workshops  

In parallel to the different types of workshops with the component owners, we also conducted 
different workshops with the pilot partners.  

Table 5. Overview of the Workshops: EMERALD UI & Processes & Reports 

Pilot Partners Part I Part II 

Workshops about the UI and Processes 

Workshop for UI and processes (CF)  14.11.2024 25.02.2025 

Workshop for UI and processes (FABA) 24.02.2025 04.03.2025 

Workshop for UI and processes (DNV/NIXU) 28.02.2025 07.03.2025 

Workshop for UI and processes (CXB) 04.03.2025  

Workshop for UI and processes (IONOS) 05.03.2025  

Presentation of pilot partner processes (TECNALIA) 03.04.2025  

Workshops about reports 

Mock-ups Review and Report Workshop (FABA Mind 
breeze) 

14.07.2025  

Mock-ups Review and Reports Workshop (FABA) 16.07.2025  

Mock-ups Review and Reports Workshop (CF) 16.07.2025  

Mock-ups Review and Reports Workshop (IONOS) 24.07.2025  

 

2.4.1 Workshop for UI and processes  - Procedure   

From the interviews conducted (see Section 2.1), we were able to derive simple processes of the 
audit (preparation) processes, without and with EMERALD support. To elaborate on these 
processes, we conducted a series of workshops with all pilot partners IONOS, CF, FABA, CXB and 
DNV/NIXU. We refined the initial simple processes and created two workflow representationsτ 
without and with EMERALD supportτfor each pilot partner and for the auditors. These were 
visualized on individual Miro boards. From these, we derived an initial blueprint process 
intended to unify all partner workflows.  

In February/March 2025, we conducted EMERALD UI and process workshops (see Table 3) with 
each partner and the auditors to review and refine the EMERALD UI and the respective 
workflows. Based on the collected feedback, we adapted the processes and asked participants 
for final confirmation. The final versions of the simple processes, workflow processes and the 
EMERALD blueprint were presented in D4.2 [14]. The feedback we got from the pilot partners 
and NIXU/DNV regarding the EMERALD UI was implemented in the clickable mock-ups (see 
Section 4). 
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2.4.2 Mock-ups review and report workshops - Procedure  

In July 2025, we invited the pilot partners and DNV/NIXU again to another series of workshops, 
aiming at presenting the current version of the EMERALD UI to them. Additionally, we discussed 
with them which information regarding the audit scopes and the compliance status of controls 
should be available in downloadable reports (e.g. reports for internal or external audits). To 
support the discussions about the reports with the pilot partners and DNV/NIXU we again 
prepared a Miro board (see Figure 5) showing some of our ideas of how such a report could look 
like. Together with the participants, we discussed the suggestions and adapted them accordingly 
with the participantsΩ needs and suggestions. More details about the developed reports are 
presented in Section 4.5.3.4.  
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Figure 5. Prepared Miro board for discussing the downloadable Reports 
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2.5 EMERALD Terminology  

During the development of the paper-based and clickable mock-ups, the consortium discussed 
ŀƴŘ ǳƴƛŦƛŜŘ ǘƘŜ ƴŀƳƛƴƎ ŎƻƴǾŜƴǘƛƻƴ ŦƻǊ ǘƘŜ ǿƘƻƭŜ 9a9w![5 ǇǊƻƧŜŎǘΦ ά/ŜǊǘƛŦƛŎŀǘƛƻƴ ǘŀǊƎŜǘέ ƛǎ ŀ 
(cloud) service that will be certified according to a specific certification scheme; it represents 
what a system or service does and how it does it (including the architecture). In the last GA in 
spring 2025 the naming convention was again discussed, and the consortium decided to call the 
ά/ŜǊǘƛŦƛŎŀǘƛƻƴ ǘŀǊƎŜǘέ ƴƻǿ ά¢ŀǊƎŜǘ ƻŦ Evaluation (ToE)έ. 

¢ƘŜ άǘŀǊƎŜǘ ƻŦ ŜǾŀƭǳŀǘƛƻƴέ ό¢ƻ9ύ ŎƻƳǇǊƛǎŜǎ ŀƭƭ ǊŜƭŜǾŀƴǘ ŜƴǘƛǘƛŜǎ ŦƻǊ ŀ ǎƻƭƛŘ ǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ ŀƴŘ 
resilience to risk. This includes (cloud) infrastructure resources, source code or binary code of 
deployed services, documents detailing company processes as well as other services offered to 
customers, like AI models.  

ά!ǳŘƛǘ ǎŎƻǇŜέ όǇǊŜǾƛƻǳǎƭȅ ŎŀƭƭŜŘ ŀǳŘƛǘ ƛƴǎǘŀƴŎŜύ refers to the scope of an individual audit. It 
includes the Target of Evaluation (i.e., a sub-selection of resources, documents detailing 
processes and Source code/Binaries of cloud SW) set into context of relevant controls from 
relevant Security schemes. More information about the EMERALD terminology can be found in 
the EMERALD glossary in D1.4 [20].  

As the development of the EMERALD terminology took place after the development of the first 
paper-based mock-ups, the paper-based mock-ups presented in the appendixes (APPENDIX A: 
Mock-ups derived from Interviews with Pilot Partners, APPENDIX B: Mock-ups derived from the 
interviews, and APPENDIX C: User Journeys and paper-based Mock-ups) contain the previous 
terminology ς ƴŀƳŜƭȅ άŀǳŘƛǘ ƛƴǎǘŀƴŎŜέ όƛƴǎǘŜŀŘ ƻŦ ŀǳŘƛǘ ǎŎƻǇŜύ and certification target.  

The clickable mock-ups (see Section 4) are using the consolidated EMERALD terminology. 
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3 EMERALD User Journeys 

The Personas, Scenarios, and User Journey workshops were conducted between June 2024 to 
October 2024. These workshops resulted in altogether seven different personas divided into 
three stakeholder groups and 16 concrete scenarios. A detailed description of the personas and 
scenarios can be found in D4.2 [14]. 

3.1 Summary of Personas and Scenarios 

In this section, a short summary of the developed personas and scenarios are presented. The 
detailed results of the developed personas and scenarios are reported in D4.2 [14]. 

Altogether seven different personas were developed, which are summarised below along the 
different stakeholder groups: 

Compliance Stakeholders:  

¶ Riley ς Cloud Service Compliance Manager: Riley is a junior 
compliance analyst whose responsibilities are organizing audits 
and managing the scheduling of different compliance schemes. 
Riley's goals are to support the company in being trustworthy, 
perfecting audit processes, being up to date with security 
ǎǘŀƴŘŀǊŘǎΣ ŀƴŘ ǇŜǊŦƻǊƳƛƴƎ ǘŀǎƪǎ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘƭȅΦ wƛƭŜȅΩǎ Ǉŀƛƴ 
points refer to i) reliance on others to finish tasks timely, ii) lack of 
efficient audit tools, and iii) lack of understanding of complex 
certification frameworks. EMERALD should help Riley with the day-to-day tasks by 
speeding up the work. 

¶ Emerson ς Compliance Manager in Financial Services Institution: 
Emerson focuses on risk management of third-party cloud 
services, assesses controls based on risk and regulation, manages 
contractual agreements, and monitors compliance. The overall 
goal of Emerson is to ensure i) that all service providers are 
compliant with given standards, and ii) safety by mitigating risks 
associated with audit requirements. Challenges refer to the 
communication across departments. EMERALD could help in the day-to-day tasks by 
providing a centralized point for evidence, metrics, and controls, by automating tedious 
processes and management of numerous audits and reducing the workload. 

¶ Dylan ς Internal Control Owner: Dylan is an experienced product 
owner and is responsible for leading the head of production team 
and overseeing and planning product development and backend 
ǎŜǊǾƛŎŜǎΦ wŜƎŀǊŘƛƴƎ ŀǳŘƛǘǎΣ 5ȅƭŀƴΩǎ ǘŀǎƪǎ Ŏƻƴǎƛǎǘ ƻŦ ŘŜŦƛƴƛƴƎ 
metrics, collecting evidence for implementing controls, assigning 
and delegating control implementation to the team aiming at 
having all controls for services compliant. EMERALD could help 
Dylan by allowing to i) simply delegate tasks, ii) provide an overview of assigned controls 
and iii) display assessment results.  

 

Technical Stakeholder:  

¶ Morgan ς Technical Implementer: Morgan is a DevOps expert and is responsible for the 
technical implementation of metrics, deploying new cloud services, and adjusting 
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configurations to align with security policies. Additionally, Morgan 
has to setup verification mechanisms as well as install roll-back 
mechanisms and is responsible for system configuration tasks. 
EMERALD should provide Morgan a ToDo List, allow to check the 
status of controls and evidence, and provide the possibility to 
assign controls and metrics to other colleagues. It should offer a 
history view of changes regarding metrics and should allow to 
check the status of the certificate. 

Auditor Stakeholders:  

¶ Charlie ς Internal Auditor: Charlie is a senior auditor, and Charlie's 
responsibilities include managing the audit process, planning, 
reporting, and maintaining contact with customers. Charlie offers 
templates to the customers/colleagues with the goal to i) provide 
easy access to information/evidence, ii) reduce risks, iii) fulfil audit 
KPIs, and iv) help customers. Challenges refer to getting in contact 
with the responsible person and retrieving the relevant 
information. The EMERALD UI could help by providing an overview 
of the required information and support the creation of respective reports. 

¶ Eero - Technical Auditor: Eero is a technical auditor of an external 
ŀǳŘƛǘ ŎƻƳǇŀƴȅΦ 9ŜǊƻΩǎ ǘŀǎƪǎ ƛƴǾƻƭǾŜ ǘƘŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ ŀǘǘŀŎƪ 
paths, the improvement of customer systems and their 
components, enhancing cybersecurity through hardening 
measures, and conducting technical analyses using both tools and 
manual methods. For Eero, EMERALD should provide a clear 
distinction between manual and automated tests, including a task 
list for manual testing. It should allow manual enrichment of 
automated test results, such as marking false positives or adding detailed outcomes.  

¶ Jarkko ς Lead Auditor: JarkƪƻΩǎ ǘŀǎƪǎ ƛƴŎƭǳŘŜ ŜƴǎǳǊƛƴƎ ŀƴ 
adequate scope, selecting the correct assurance level from the 
certification scheme, identifying appropriate controls, and 
verifying that the chosen metrics align with the assurance level of 
the selected certification scheme. Additionally, it involves auditing 
implemented controls, reporting findings, and making 
certification decisions. The EMERALD UI should allow auditors to 
adjust metrics target values and organizational metrics if they are 
deemed inadequate. Manual evidence can be added via the UI to supplement 
automated evidence, and auditors should be able to extract responsibility information 
from policy documents and track their update frequency. 

Altogether 16 scenarios have been developed for the seven different personas. Here we only 
provide a tabular overview of each scenario. The detailed scenarios can be found in D4.2 [14]. 
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Table 6. Overview of Personas and their Scenarios 

Stakeholder groups Persona Scenario 

C
o

m
p
lia

n
ce

  

S
ta

ke
h

o
ld

e
rs Riley 

¶ Scenario A: Riley ς Managing a New Audit Scope 

¶ Scenario B: Riley ς Manage all Controls of an Audit Scope 

¶ Scenario C: Riley ς ¦ƴŎƻǾŜǊ ŀƭƭ άōƭƛƴŘ ǎǇƻǘǎέ  

¶ Scenario D: Riley ς Updating a certification scheme  

¶ Scenario E: Riley ς Accompanying an Audit  

Emerson ¶ Scenario: Emerson ς Bring Your Own Certification Scheme 
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¶ Scenario: Dylan ς Internal Control Owner Control 

Implementation 
T

e
ch

n
ic

a
l 

S
ta

ke
h

o
ld

e
r 

Morgan 

¶ Scenario A: Morgan ς Checking Metrics and Evidence 
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Charlie 
¶ Scenario: Charlie ς Preparation of an Audit by an Internal 

Auditor 

Jarkko 

¶ Scenario A: Jarkko ς Scoping 

¶ Scenario B: Jarkko ς Preparing for Audit  

¶ Scenario C: Jarkko ς Organizational Audit  

¶ Scenario D: Jarkko ς Certification 

Eero 
¶ Scenario A: Eero ς Technical Audit 

¶ Scenario B: Eero ς Reporting 
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Please note that wƛƭŜȅΩǎ ά¦ǇŘŀǘƛƴƎ ŀ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŎƘŜƳŜέ ŀƴŘ aƻǊƎŀƴΩǎ άwŜƳƻǾŀƭ ƻŦ aŜǘǊƛŎǎέ 

scenarios do not require dedicated user journeys because they will not be implemented in the 

EMERALD UI. 

3.2 User Journeys  

This section provides a detailed description of the user journeys we have developed for 
EMERALD. The journeys are presented in a logical order that reflects their relevance to the 
overall workflow and system implementation. 

Three of the User Journeys were already introduced in deliverable D4.3 [1] but have been 
adapted to align with updated naming conventions and changes in the technical 
implementation. Over time, the User Journeys have evolved in parallel with the EMERALD UI 
development to ensure consistency between design and functionality. 

As we have continuously worked on the EMERALD UI, we have implemented the user journeys 
directly in the clickable mock-up. Thus, we have not developed new paper-based mock-ups. In 
D4.3 [1], we presented three additional user journeys and the created paper-based mock-ups, 
which have been included in this deliverable in APPENDIX C: User Journeys and paper-based 
Mock-ups.  

All relevant User Journeys are presented in detail below. For each user journey, we first describe 
the tasks a persona must perform followed by the interaction with the EMERALD UI. 

3.2.1 Riley ɀ Managing a New Audit Scope 

The scenario άaŀƴŀƎƛƴƎ ŀ bŜǿ !ǳŘƛǘ {ŎƻǇŜέ for Riley was divided into the following six steps, 
as depicted in Figure 6.  

Step 1 ς Uploading a New Certification Scheme: 

¶ RileyΩǎ Tasks: Riley opens the EMERALD framework and uploads the necessary file for 
the new certification scheme (using RCM).  

¶ Interaction with the EMERALD UI: Riley opens the EMERALD UI in their web browser 
and signs in with their credentials. They go from the landing page to the certification 
scheme overview and select "create scheme" to upload a new scheme (file). 

Step 2 ς Browsing the New Certification Scheme: 

¶ wƛƭŜȅΩǎ Tasks: Riley browses the newly created BSI C5 certification scheme. Riley 
investigates the categories and controls in detail.  

¶ Interaction with the EMERALD UI: Riley clicks on the BSI C5 scheme to gather more 
information about the scheme. Riley clicks on a category to investigate the controls. For 
each control, the related metrics and implementation guidelines are also available.  

Step 3 ς Mapping the New Certification Scheme: 

¶ wƛƭŜȅΩǎ Tasks: Riley navigates to the Control Mapping to check which controls of the 
previously used EUCS scheme ŎƻǊǊŜǎǇƻƴŘ ǘƻ ŎƻƴǘǊƻƭǎ ƛƴ ǘƘŜ ƴŜǿ ǎŎƘŜƳŜ ά.{L /рέΦ Riley 
makes a mapping between controls and takes over the corresponding metrics from 
EUCS. The mapping is stored in RCM. 

¶ Interaction with the EMERALD UI: In the certification scheme overview, Riley navigates 
to the control mapping and selects the already mapped scheme (EUCS) on the right-
hand side to map those to similar controls to the newly uploaded certification scheme 
on the left-hand side (BSI C5). Additionally, Riley accepts to also take over the  metrics.  
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Step 4 ς Creating a New Target of Evaluation: 

¶ wƛƭŜȅΩǎ Tasks: Riley sets up the target of evaluation (e.g., the cloud solution (including 
TWS configuration, access rights, resources, processes, and source code/ binaries) that 
will be audited), sets up all relevant EMERALD extractors, and, if possible, uploads all 
relevant policy documents regarding the current target of evaluation.  

¶ Interaction with the EMERALD UI: Riley returns to the landing page, clicks on ά¢arget of 
evaluationέ, and then clicks on ά/reate newέ. They enter all the relevant information, 
e.g., title and description. Then, they download the instructions for the relevant 
evidence extractors and upload all relevant policy documents.  

Step 5 ς Creating a New Audit Scope: 

¶ wƛƭŜȅΩǎ Tasks: Riley creates an audit scope using the respective target of evaluation and 
the new certification scheme and checks the respective assessment results and evidence 
retrieved so far. 

¶ Interaction with the EMERALD UI: Riley returns to the landing page and clicks on ά!udit 
scopesέ. They click on ά!dd newέ. They enter the audit scope name, select the target of 
evaluation they created in the prior step, and select the certification scheme that will 
be used for this audit. 

Step 6 ς Managing the Audit Scope: 

¶ wƛƭŜȅΩǎ Tasks: Riley is using the newly created audit scope to manage the newly required 
certification schema for the selected cloud service (ToE). 

¶ Interaction with the EMERALD UI: Riley sees the overview of the newly created audit 
scope and can now proceed with further actions on this scope. 
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Figure 6. Riley ς Managing a New Audit Scope  
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3.2.2 Riley ɀ Manage all Controls of an Audit Scope  

The scenario άaŀƴŀƎƛƴƎ ŀƭƭ /ƻƴǘǊƻƭǎ ƻŦ ŀƴ !ǳŘƛǘ {ŎƻǇŜέ ŦƻǊ wƛƭŜȅ ǿŀǎ ŘƛǾƛŘŜŘ ƛƴǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
five steps, as depicted in Figure 7.  

Step 1 ς Open the Audit Scope: 

¶ wƛƭŜȅΩǎ Tasks: Riley opens the corresponding audit scope in the EMERALD framework 
and checks the compliance status for all controls.  

¶ Interaction with the EMERALD UI: Riley opens the EMERALD UI in their web browser 
and signs in with their credentials. They click on the audit scope and select the audit 
scope they want to focus on. 

Step 2 ς Filter Controls: 

¶ wƛƭŜȅΩǎ Tasks: Riley wants to get a good overview of the audit scope. Therefore, they 
filter the controls based on their different workflow states and compliance states. 

¶ Interaction with the EMERALD UI: Riley uses the filter functionality in the process view 

and in the compliance view to filter the controls according to their current states. 

Step 3 - Review Workflow Status:  

¶ wƛƭŜȅΩǎ Tasks: Riley checks the workflow state of the controls and can neglect all controls 
that are already accepted (marked with a dark green check). All other controls still need 
to be worked on by the team.   

¶ Interaction with the EMERALD UI: In the process view, Riley uses the workflow filter 

functionality to display items with the states άhǇŜƴΣέ άLƴ tǊƻƎǊŜǎǎΣέ άLƳǇƭŜƳŜƴǘŜŘΣέ ŀƴŘ 

άwŜŀŘȅ ŦƻǊ wŜǾƛŜǿΣέ ŀƭƭƻǿƛƴƎ ǘƘŜƳ ǘƻ Ŝŀǎƛƭȅ ǘǊŀŎƪ ŜǾŜǊȅǘƘƛƴƎ ǘƘŀǘ ǎǘƛƭƭ ǊŜǉǳƛǊŜǎ 

implementation or review. 

Step 4 - Identify Non-Compliant Controls:  

¶ wƛƭŜȅΩǎ Tasks: Riley checks the compliance state of the controls and can neglect all 
controls that are compliant (marked with a green check mark). Non-compliant controls 
require follow-up from the team. Riley needs to decide what to do: Step 5a OR Step 5b. 

¶ Interaction with the EMERALD UI: With the filter functionality for the compliance status 
in the compliance view, Riley filters for the state άƴƻǘ ŎƻƳǇƭƛŀƴǘέ ŀƴŘ Ŏŀƴ ǎŜŜ ŀƭƭ ǘƘŜ 
controls that are not compliant.  

Step 5a - Assign a Control for Implementation:  

¶ wƛƭŜȅΩǎ Tasks: Riley checks the compliance state of the controls and can neglect all 
controls that are compliant (marked with a green sign). Controls that are not compliant 
require follow-up from the team.  

¶ Interaction with the EMERALD UI: Riley clicks on a specific control and assign this 
control to the respective person. Riley can additionally add a comment to provide some 
further insights.  

Step 5b - Gather More Information Before Assignment:  

¶ wƛƭŜȅΩǎ Tasks: Riley opens the respective control to get more information about the 
assessment result available; this may give Riley further insights, who is the right person 
to manage the control further.  

¶ Interaction with the EMERALD UI: Riley clicks on the specific control and sees a list of 
metrics and their assessment results. They can also get further details regarding the 
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evidence when clicking on the metric. Then Riley edits the control to assign this control 
to the respective person. Riley can additionally add a comment to provide some further 
insights. 
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Figure 7. Riley ς Manage all Controls and Audit Scope 
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3.2.3 Riley ɀ 5ÎÃÏÖÅÒ ÁÌÌ ȰÂÌÉÎÄ ÓÐÏÔÓȱ  

The scenario ά¦ƴŎƻǾŜǊ ŀƭƭ Ωblind spotsΩέ for Riley was divided into the following four steps, as 
depicted in Figure 8.   

Step 1 ς Audit Scope Preparation: 

¶ wƛƭŜȅΩǎ Tasks: When preparing for an audit, Riley is responsible that all controls are 
compliant, and no ΨōƭƛƴŘ ǎǇƻǘǎΩ όopen controls) are left.  

¶ Interaction with the EMERALD UI: no interaction required. 

Step 2 ς Filter Controls: 

¶ wƛƭŜȅΩǎ Tasks: If Riley finds during their work some open controls, these controls need 
to be directly addressed. Riley needs to make sure that Step 3a, Step 3b, and Step 3c are 
fulfilled. 

¶ Interaction with the EMERALD UI: Riley opens the EMERALD UI in their web browser 

and signs in with their credentials. They click on audit scope and select the audit scope 

they want to focus on, and filters for open controls.  

Step 3a ς Assignment check: 

¶ wƛƭŜȅΩǎ Tasks: Riley checks that all controls are assigned to someone.  

¶ Interaction with the EMERALD UI: Riley filters in the control list for controls that do not 

have anyone ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜƳ Ǿƛŀ ǘƘŜ ά!ǎǎƛƎƴŜŘ ǘƻέ ŦƛŜƭŘΦ  

Step 3b ς Compliance Status Check: 

¶ wƛƭŜȅΩǎ Tasks: Riley checks that all controls are either set to compliant or non-compliant. 

¶ Interaction with the EMERALD UI: For this Riley checks all controls in the compliance 

status pending and checks if they can be set manually to compliant or non-compliant.  

Step 3c ς Verification of Work: 

¶ wƛƭŜȅΩǎ Tasks: Riley verifies that a colleague has been assigned to manage the pending 
and non-compliant controls.  

¶ Interaction with the EMERALD UI: Riley filters the list of controls in the overall view to 

display controls that are both non-compliant and unassigned. 

Step 4 ς Escalation Plan: 

¶ wƛƭŜȅΩǎ Tasks: After these steps, Riley handles communication, follows up as needed, 
and initiates an escalation plan when required. 

¶ Interaction with the EMERALD UI: Riley can add comments when assigning someone in 

each of the steps 3a, 3b, and 3c to better structure their following communication. 
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Figure 8. Riley ς ¦ƴŎƻǾŜǊ ŀƭƭ άōƭƛƴŘ ǎǇƻǘǎέ 
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3.2.4 Riley ɀ Accompanying an Audit   

The scenario ά!ŎŎƻƳǇŀƴȅƛƴƎ ŀƴ !ǳŘƛǘέ ŦƻǊ wƛƭŜȅ ǿŀǎ ŘƛǾƛŘŜŘ ƛƴǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘƘǊŜŜ ǎǘŜǇǎΣ ŀǎ 
depicted in Figure 9.  

Step 1 ς Audit Evidence Preparation: 

¶ wƛƭŜȅΩǎ Tasks: The lead auditor has already selected a big sample of controls for being 
checked during the audit. Riley has to show the auditor that their cloud system is 
compliant with the selected controls. 

¶ Interaction with the EMERALD UI: no interaction required. 

Step 2 ς Metric Assessment: 

¶ wƛƭŜȅΩǎ Tasks: Riley enters the EMERALD UI, looks for the selected controls and shows 
the auditor the individual metrics and corresponding assessment results for the 
controls. 

¶ Interaction with the EMERALD UI: Riley opens the EMERALD UI in their web browser 

and signs in with their credentials. They click on audit scope and select the audit scope 

they want to focus on. Riley selects a control and shows the assessment result of the 

metrics for the selected control. 

Step 3 ς Show Evidence: 

¶ wƛƭŜȅΩǎ Tasks: Riley opens the different assessment results and evidence in EMERALD. 
Riley shows the auditors, for example, in the policy documents, how the different 
controls and the respective metrics have been addressed. 

¶ Interaction with the EMERALD UI: Riley can select different controls and the respective 

metrics. Riley also shows the documents associated with this metric and the extracted 

assessment results and evidence.  
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3.2.5 Emerson ɀ Bring your own certification scheme  (BYOCS) 

The scenario ά.ǊƛƴƎ ȅƻǳǊ ƻǿƴ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŎƘŜƳŜέ for Emerson was divided into the following 
five steps, as depicted in Figure 10.  

Step 1 ς Scheme Information:  

¶ 9ƳŜǊǎƻƴΩǎ Tasks: One day, Emerson was informed by their superior that the X 
Department had decided to acquire a new cloud service provider for one of their 
services ς namely XYZ. 

¶ Interaction with the EMERALD UI: no interaction required.  

Step 2 ς Creating a Custom Certification Scheme:  

¶ 9ƳŜǊǎƻƴΩǎ Tasks: Emerson builds up a new certification scheme based on the 
combination of regulations that the institution needs to be compliant with, by creating 
a custom certification scheme. They select the set of controls from each available 
certification scheme and creates custom controls.  

¶ Interaction with the EMERALD UI: Emerson opens the EMERALD UI in their web-
browser and signs in with their credentials. They select the certification schemas tab, 
ǎŜƭŜŎǘ ǘƘŜ ƻǇǘƛƻƴ ƻŦ άŎǊŜŀǘŜ ŎǳǎǘƻƳ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŎƘŜƳŜϦΣ ŀƴŘ ƴŀƳŜ ƛǘΦ ¢ƘŜƴΣ 9ƳŜǊǎƻƴ 
selects a list of controls from different certification schemas and saves it.  

Figure 9. Riley ς Accompanying an Audit 
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Step 3 ς Create an Audit Scope:  

¶ 9ƳŜǊǎƻƴΩǎ Tasks: Emerson creates an audit scope that will be used for managing cloud 
solutions and the respective standard. 

¶ Interaction with the EMERALD UI: Emerson goes to the EMERALD tab for creating a new 
audit scope, selecting the previous created certification scheme and the respective 
target of evaluation.  

Step 4 ς Automatic Check: 

¶ 9ƳŜǊǎƻƴΩǎ TasksΥ 9ƳŜǊǎƻƴΩǎ ǘŀǎƪ ƛǎ ƴƻǿ ǘƻ Ǝƻ ǘƘǊƻǳƎƘ ŀƭƭ ŎƻƴǘǊƻƭǎ ǘƻ ŎƘŜŎƪ ƛŦ ŀƭƭ ƻŦ ǘƘŜƳ 
can be met with some evidence (technical or organisational). 

¶ Interaction with the EMERALD UI: Emerson goes to EMERALD UI and visualizes the 
assessment results and evidence linked to the control and the overall compliance in a 
first automatic iteration.  

Step 5 ς Control Status Check: 

¶ 9ƳŜǊǎƻƴΩǎ Tasks: Emerson needs to check the status of the controls regarding the 
metrics, evidence, and states. Emerson uses different functionalities available in the 
EMERALD UI to filter controls and uses different visualisations of the overall status of all 
controls, etc., to find out which controls need some work, and which are already 
compliant.  

¶ Interaction with the EMERALD UI: Emerson enters the EMERALD UI and visualizes, 
filters, and manages the controls. 

http://www.emerald-he.eu/


D4.4 ς User interaction and user experience concept ς v2      Version 1.0 ς Final. Date: 31.10.2025 

 

© EMERALD Consortium   Contract No. GA 101120688       Page 44 of 179 

www.emerald-he.eu              

 

 

Figure 10. Emerson ς Bring your own Certification Scheme   
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3.2.6 Dylan - Control Implementation  

The scenario ά/ƻƴǘǊƻƭ LƳǇƭŜƳŜƴǘŀǘƛƻƴέ for Dylan was also divided into six steps, as depicted in 
Figure 11.  

Step 1 ς Checking Assigned Controls: 

¶ 5ȅƭŀƴΩǎ Tasks: Dylan opens the EMERALD UI to check if any newly assigned controls 
require action. 

¶ 5ȅƭŀƴΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Dylan opens the EMERALD UI in their web 
browser, signs in using their credentials, and is redirected to the landing page, where all 
assigned controls are displayed. 

Step 2 - Assigning Metrics to Controls: 

¶ 5ȅƭŀƴΩǎ Tasks: Dylan checks the controls assigned to them and whether appropriate 
metrics are already assigned to the control. If none are assigned or some are not 
suitable, Dylan updates the mapping by adding, removing, or replacing metrics as 
needed. 

¶ 5ȅƭŀƴΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Dylan checks the control details, and if no 
metrics are assigned, they can navigate to the control in the metrics mapping (via the 
certification schemes menu). In the metrics mapping, they can select a set of metrics for 
the control.  

Step 3 ς Assigning Controls to a Colleague: 

¶ 5ȅƭŀƴΩǎ Tasks: If Dylan identifies an open control but cannot provide the required 
evidence, they assign it to their colleague Y. 

¶ 5ȅƭŀƴΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: In the detailed view of the control, Dylan 
assigns Y as the implementer.  

Step 4 - Viewing Assigned Controls: 

¶ ¸Ωǎ Tasks: Y reviews the newly assigned control and opens it to gather more details. 

¶ ¸Ωǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Y filters for the assigned controls in the audit 
scope and clicks on the control, which opens the detailed view of a control. 

Step 5 ς Reviewing Metrics Implementation Status: 

¶ ¸Ωǎ Tasks: Y reviews all metrics for compliance and determines whether they can 
implement the control themselves or if it should be assigned to someone else. 

¶ ¸Ωǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ EMERALD UI: Y can view the compliance status of the relevant 
metrics in the control ŘŜǘŀƛƭΩǎ ǾƛŜǿ. If the metrics are not yet implemented and Y cannot 
work on them, the control can be reassigned to another colleague, Z. 

Step 6: 

¶ ½Ωǎ Tasks: Z implements the metrics for the assigned control and makes sure the 
evidence is included in the EMERALD solution. 

¶ ½Ωǎ ŀƴŘ 5ȅƭŀƴΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Z reviews the list of metrics, 
implements each one, updates the required evidence, and confirms completion in 
EMERALD. Dylan is automatically notified of the updated control status, and the control 
workflow status reflects the new implementation progress. 
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Figure 11. Dylan ς Control Implementation 
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3.2.7 Morgan ɀ Checking Metrics and Evidence   

The scenario ά/ƘŜŎƪƛƴƎ aŜǘǊƛŎǎ ŀƴŘ 9ǾƛŘŜƴŎŜέ for Morgan was divided into four steps as 
depicted in Figure 12.  

Step 1 ς Checking Assigned Controls: 

¶ aƻǊƎŀƴΩǎ Tasks: Morgan logs into the EMERALD UI to check for any newly assigned 
controls. From the landing page, Morgan can immediately see if new controls have been 
assigned. By clicking on a control, Morgan is directed to the associated audit scope and 
can filter the list to focus on newly assigned controls that require action. 

¶ MorganΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Morgan logs into the EMERALD UI, reviews 
the list of assigned controls on the landing page, clicks on a newly assigned control to 
open its audit scope, and applies filters to focus on controls that need attention. 

Step 2 ς Reviewing Target Metrics: 

¶ MorganΩǎ Tasks: Morgan opens the first newly assigned control and examines the 
related metrics. They review the status of each metric to gain insights and understand 
the overall compliance requirements. 

¶ MorganΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Morgan opens the control within the 
EMERALD UI, reviews the associated metrics, and checks the details and status of each 
metric to gather insights. 

Step 3 ς Verifying Evidence: 

¶ MorganΩǎ Tasks: Morgan investigates the metric details, checking which other controls 
the metric is linked to, as well as reviewing the evidence extractors and any 
automatically provided evidence. In some cases, Morgan needs to adapt the required 
evidence (source code, policy documents) outside of the EMERALD UI.   

¶ MorganΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Morgan opens a specific metric in the 
EMERALD UI, reviews its general information, examines the evidence extractors linked 
to the metric, and evaluates the automatically gathered evidence. 

Step 4 ς Confirming Implementation: 

¶ MorganΩǎ Tasks: If everything is correct, Morgan notifies the Compliance Manager that 
the control has been successfully implemented. If there are discrepancies, Morgan 
revisits specific metrics to troubleshoot and resolve issues. 

¶ MorganΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Morgan updates the workflow status of 
the control to άLƳǇƭŜƳŜƴǘŜŘΣέ Ƴŀƴǳŀƭƭȅ ǎŜǘǎ the compliance status to ά/ƻƳǇƭƛŀƴǘέ ƛŦ 
necessary, and ensures that the Compliance Manager is automatically notified of the 
update. 
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Figure 12. Morgan ς Checking Metrics and Evidence 
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3.2.8 Charlie ɀ Preparation of an audit by an internal auditor  

The scenario άtǊŜǇŀǊŀǘƛƻƴ ƻŦ ŀƴ ŀǳŘƛǘ ōȅ ŀƴ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘƻǊέ for Charlie was divided into five 
steps as depicted in Figure 13.  

Step 1 ς Logging into EMERALD UI: 

¶ /ƘŀǊƭƛŜΩǎ Tasks: Charlie, an internal auditor, is responsible for managing audit processes 
against EUCS, including audit preparation. As part of the preparation, Charlie needs to 
review all controls and ensure that each one has the required evidence assigned for the 
relevant audit scopes. 

¶ /ƘŀǊƭƛŜΩǎ Interaction with the EMERALD UI: Charlie opens the EMERALD UI in their web 
browser, signs in using their credentials, navigates to the audit scopes, and selects the 
specific scope they want to review. 

Step 2 ς Reviewing the current Status: 

¶ /ƘŀǊƭƛŜΩǎ Tasks: Charlie reviews the workflow and compliance status within the selected 
audit scope by using the different views available in the overview tab. 

¶ /ƘŀǊƭƛŜΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Charlie navigates through the various views 
in the audit scope, uses the progress view to monitor the current workflow states, 
checks the compliance view to assess the compliance status of controls, and reviews a 
summarized snapshot of both statuses in the overall view. 

Step 3 ς Identifying Non-Compliant Controls: 

¶ /ƘŀǊƭƛŜΩǎ Tasks: Charlie checks the non-compliant controls. 

¶ /ƘŀǊƭƛŜΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Charlie opens the compliance view and 
applies a filter to display only the controls that are noncompliant (marked with a red X). 

Step 4 ς Analysing the Causes of Non-Compliance: 

¶ /ƘŀǊƭƛŜΩǎ Tasks: When Charlie discovers a non-compliant control, they analyse which 
metric is causing the non-compliance so they can provide accurate information to the 
compliance manager. 

¶ /ƘŀǊƭƛŜΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ EMERALD UI: Charlie opens the detailed view of the 
control, investigates the non-compliant metrics, and reviews the related assessment 
result and evidence to identify the root cause, such as thresholds not being met, missing 
measurements due to connection issues, or untrustworthy evidence. 

Step 5 ς Creating a Report: 

¶ /ƘŀǊƭƛŜΩǎ Tasks: After reviewing all non-compliances, Charlie prepares an internal report 
summarizing the findings for the compliance manager. 

¶ /ƘŀǊƭƛŜΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Charlie exports a detailed summary of all 
non-conformities, including supporting information, via the report tab in the EMERALD 
UI. 
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Figure 13. Charlie ς Reparation of an Audit by an Internal Auditor  

http://www.emerald-he.eu/


D4.4 ς User interaction and user experience concept ς v2 Version 1.0 ς Final. Date: 31.10.2025 

 

© EMERALD Consortium  Contract No. GA 101120688   Page 51 of 179 

www.emerald-he.eu     

3.2.9 Jarkko ɀ Scoping 

The scenario ά{ŎƻǇƛƴƎέ for Jarkko was also divided into two steps, as depicted in Figure 14.   

Step 1 ς Documenting the Audit Scope:  

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko reviews the selected audit scope to understand its overall 
status, including the number of controls in different workflow and compliance states. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: From the landing page, Jarkko clicks on 
ά!ǳŘƛǘ {ŎƻǇŜǎέ ŀƴŘ reviews the information of the relevant audit scope. 

Step 2 ς Investigating Non-Compliant Controls: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko investigates specific controls to identify the causes of non-
compliance, such as missing metrics, thresholds not met, or connection issues. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Jarkko opens the detailed view of a non-
compliant control to review its associated metrics, assessment results and evidence, 
allowing them to pinpoint the reason for non-compliance. 

 

Figure 14. Jarkko - Scoping 
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3.2.10  Jarkko ɀ Preparing for Audit  

The scenario άPreparing for Auditέ ŦƻǊ WŀǊƪƪƻ ǿŀǎ ŀƭǎƻ ŘƛǾƛŘŜŘ ƛƴǘƻ four steps, as depicted in 
Figure 15.  

Step 1 ς Accessing the EMERALD Project: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko and the auditor team need to be assigned to the existing 
EMERALD project. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Jarkko opens the EMERALD UI in their web 
browser, signs in using their credentials, and verifies access to the relevant audit scope.  

Step 2 ς Reviewing the Audit Scope: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko needs to review the scope of the audit to understand its coverage 
and focus areas. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Jarkko navigates to the audit scope section, 
clicks on it, and selects the specific scope they want to review. 

Step 3 ς Verifying the Self-Assessment Questionnaire [only relevant for EUCS]: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko and the auditor team need to check the answers to the self-
assessment questionnaire, if applicable (for EUCS only). They note any missing or 
incorrect responses for further actions.  

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ WŀǊƪƪƻ ƴŀǾƛƎŀǘŜǎ ǘƻ ǘƘŜ ϦvǳŜǎǘƛƻƴƴŀƛǊŜά ǘŀōΣ 
reviews the pre-filled answers, and verifies completeness. They can enter their 
ŎƻƳƳŜƴǘǎ ƛƴ ǘƘŜ άbƻƴ-ŎƻƴŦƻǊƳƛǘƛŜǎ ƻŦ ǘƘŜ ŎƻƴǘǊƻƭέ ŦƛŜƭŘ, strictly reserved for auditors 
only.  

Step 4 ς Reviewing Metrics: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko and the auditor team need to check the metrics assigned to a 
control and the corresponding target values of the metrics. 

¶ WŀǊƪƪƻΩǎ Interaction with the EMERALD UI: Jarkko selects a control and clicks on it to 
see the metrics assigned for the selected control. Here, they get an overview of the 
assessment results for the associated metrics of the selected control.  
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Figure 15. Jarkko ς Preparing for Audit  

http://www.emerald-he.eu/


D4.4 ς User interaction and user experience concept ς v2 Version 1.0 ς Final. Date: 31.10.2025 

 

© EMERALD Consortium  Contract No. GA 101120688   Page 54 of 179 

www.emerald-he.eu     

3.2.11  Jarkko ɀ Organisational Audit  

The scenario άOrganisational Auditέ ŦƻǊ WŀǊƪƪƻ ǿŀǎ ŘƛǾƛŘŜŘ ƛƴǘƻ four steps, as depicted in Figure 
16.  

Step 1 ς Checking Integrity and Validity of Results:  

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko needs to ensure the audit data is accurate and reliable. EMERALD 
was used to support this process.  

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Jarkko opens the EMERALD UI in their web 
browser and signs in using their credentials. 

Step 2 ς Verifying Document Updates:  

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko checks whether policy documents are updated regularly to 
ensure compliance with the latest requirements. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ In the Target of Evaluation screen, under 
the document tab, Jarkko views the last upload date for each policy document. 

Step 3 ς Accessing Non-Compliant or Pending Controls: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko reviews the results of controls that are non-compliant or pending 
to analyse potential risks. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Jarkko navigates to the audit scopes, selects 
the relevant scope, and uses the compliance view to filter for controls that are marked 
as non-compliant or still pending. 

Step 4 ς Adding Notes for the Audit Report: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko documents findings and observations by adding notes that will be 
included in the audit report. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Jarkko navigates to the report submenu and 
clicks on create snapshot. The report will be automatically downloaded and in the 
downloaded document, they can enter general notes to be included into the final 
report. 
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Figure 16. Jarkko ς Organisational Audit 
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3.2.12  Jarkko ɀ Certification   

The scenario άCertificationέ ŦƻǊ WŀǊƪƪƻ ǿŀǎ ŀƭǎƻ ŘƛǾƛŘŜŘ ƛƴǘƻ three steps, as depicted in Figure 
17.  

Step 1 ς Identifying Non-Compliances:  

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko identifies all controls that are non-compliant within the selected 
audit scope. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Jarkko opens the EMERALD UI in their web 
browser, signs in with their credentials, and navigates to the audit scopes section to 
open the relevant audit scope, and filters for all non-compliant controls.  

Step 2 ς Creating and Sharing the Audit Report: 

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko creates an audit report and translates the identified non-
compliances into documented findings, which are then communicated to relevant 
stakeholders. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ In the submenu report in the track record 
of evidence view, Jarkko navigates to the compliance proof section, where the 
compliance status for each control is summarized. Jarkko downloads the Report.  

Step 3 ς Preparing the Annex with Scope Details:  

¶ WŀǊƪƪƻΩǎ Tasks: Jarkko is responsible for preparing an annex to the audit report that 
clearly documents the scope. This annex should provide full transparency by 
distinguishing between evaluated controls and metrics versus those not evaluated. 

¶ WŀǊƪƪƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ While in the track record of evidence view, 
Jarkko accesses the statement of applicability, which summarizes any deviations from 
the audit scope by category. This information can also be downloaded separately using 
the download report option. 
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3.2.13  Eero ɀ Technical Audit  

The scenario άTechnical Auditέ ŦƻǊ Eero was also divided into six steps, as depicted in Figure 18.  

Step 1 ς Log In and Verify Access: 

¶ EeroΩǎ Tasks: Eero needs to ensure that the tools and results used in the audit are valid 
and reliable. EMERALD was used to support this process, therefore Eero needs to log 
into the EMERALD UI.  

¶ EeroΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Eero opens the EMERALD UI in their web 
browser and signs in using their credentials. 

Step 2 ς Review Technical Evidence Updates: 

¶ 9ŜǊƻΩǎ Tasks: Eero needs to verify that technical evidence is updated regularly. 

¶ 9ŜǊƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Eero navigates to the respective audit scope 
and selects the relevant scope. For each relevant control, they review the control details 
to see the last update date of the assessment result and evidence for each metric. 

Figure 17. Jarkko - Certification 

http://www.emerald-he.eu/


D4.4 ς User interaction and user experience concept ς v2 Version 1.0 ς Final. Date: 31.10.2025 

© EMERALD Consortium   Contract No. GA 101120688 Page 58 of 179 

www.emerald-he.eu   

Step 3 ς Access Non-Compliant Control Results: 

¶ EeroΩǎ Tasks: Eero accesses the results of the controls that are non-compliant or 
pending.  

¶ EeroΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Eero clicks on audit scope and selects the audit 
scope they want to focus on. They filter in the control list for non-compliant controls.  

Step 4 ς Conduct Technical Analysis: 

¶ EeroΩǎ Tasks: Eero needs to do a technical analysis with tools and manual methods. 

¶ EeroΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ Not supported in the EMERALD UI.  

Step 5 ς Add Notes for the Audit Report: 

¶ EeroΩǎ Tasks: They add information (notes) for the report of the audit. 

¶ EeroΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Eero navigates to the report menu and clicks 
on create report to download it. Any additional information and notes can be added in 
the downloaded document.  

Step 6 - Communicate Findings: 

¶ 9ŜǊƻΩǎ Tasks: Eero communicates with compliance managers, technical experts of the 
CSP/customer, the lead auditor.  

¶ 9ŜǊƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: This communication will happen outside of 
the EMERALD UI. 
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Figure 18. Eero ς Technical Audit 
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3.2.14  Eero ɀ Reporting  

The scenario άwŜǇƻǊǘƛƴƎέ ŦƻǊ 9ŜǊƻ ǿŀǎ ŀƭǎƻ ŘƛǾƛŘŜŘ ƛƴǘƻ four steps, as depicted in Figure 19.  

Step 1 ς Logging in: 

¶ 9ŜǊƻΩǎ Tasks: Eero needs to provide technical information to the lead auditor, so it can 
be included in the final report. The audit preparation tool used was EMERALD. 
Therefore, they can gather insights from the EMERALD UI.  

¶ 9ŜǊƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Eero opens the EMERALD UI in their web 
browser and signs in with their credentials. 

Step 2 ς Identify Non-Compliance: 

¶ 9ŜǊƻΩǎ Tasks: Eero needs to identify all non-compliant controls. 

¶ 9ŜǊƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Eero clicks on audit scopes section and selects 
the audit scope they want to focus on. They filter in the control list for controls that are 
non-compliant. 

Step 3 ς Generate Audit Report: 

¶ 9ŜǊƻΩǎ Tasks: Eero prepares an audit report and includes additional technical details to 
provide further clarification to the lead auditor on the non-compliance. 

¶ 9ŜǊƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦L: Eero navigates to the report menu and clicks 
on create report to download it. Any additional information and notes can be added in 
the downloaded document.  

Step 4 ς Communicate Findings: 

¶ 9ŜǊƻΩǎ Tasks: Eero communicates the findings to the lead auditor. 

¶ 9ŜǊƻΩǎ LƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ǘƘŜ 9a9w![5 ¦LΥ This will not be supported in EMERALD. 
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Figure 19. Eero ς Reporting 
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