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Context

A Cloud Service Provider (CSP) seeks to obtain the European Cybersecurity Certification Scheme 
(EUCS) certification to comply with customer demands of high levels of security and transparency.

The CSP decides to use EMERALD framework for Evidence Management for 
Continuous Compliance in the Cloud

Different evidence is required during the compliance process. Some examples:

• Administrative access logs.
• Evidence of patches applied to virtual instances.
• Logs of suspicious activity.
• Snapshots of security configurations.
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Context

• In cloud environments, where data and configurations can change dynamically…

How can the auditor trust that logs and configurations were not generated 
prior to the audit or that they were not manipulated to appear compliant?

EMERALD Blockchain-based trustworthiness system (TWS) 
enables auditors and regulators to verify if the data stored by the CSP is 

immutable, transparent and tamperproof
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Context

• TWS was firstly designed and implemented inside MEDINA 
project (Horizon 2020; 2020-2023; Grant agreement ID: 
952633)

• Demo: MEDINA Training: Integrity Validation of Evidence

• Manual: MEDINA D3.3 Tools and techniques for the manag
ement of trustworthy evidence-v3 (section 5)

• TWS is currently being productified inside the EMERALD 
project (Horizon Europe; 2023-2026; Grant agreement ID: 
101120688).

• Regueiro, Cristina, and Borja Urquizu. "Blockchain-Based 
Evidence Trustworthiness System in Certification." Journal of 
Cybersecurity and Privacy 5.1 (2024): 1.

https://medina-project.eu/ 

https://www.emerald-he.eu/ 

https://doi.org/10.3390/jcp5010001
https://www.youtube.com/watch?v=LO-gzX6LO0k
https://medina-project.eu/wp-content/uploads/2023/05/MEDINA_D3.3_Tools_and_techniques_for_the_management_of_trustworthy_evidence-v3_v1.0.pdf
https://medina-project.eu/wp-content/uploads/2023/05/MEDINA_D3.3_Tools_and_techniques_for_the_management_of_trustworthy_evidence-v3_v1.0.pdf
https://medina-project.eu/
https://www.emerald-he.eu/
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Motivation

• Importance of certifications: Trust, compliance, and 
transparency.

• Problem: Digital evidence is vulnerable to tampering and loss.

• Need: Ensure the integrity, confidentiality, and traceability of 
evidence.
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Blockchain as solution

• Advantages: Immutability, transparency, 
decentralization.

• Comparison: Outperforms traditional databases 
in integrity and trust.

Pu, S.; Lam, J.S.L. The benefits of blockchain for digital certificates: A multiple 
case study analysis. Technol. Soc. 2023, 72, 102176

Chowdhury, M.J.M.; Colman, A.; Kabir, M.A.; Han, J.; Sarda, P. Blockchain versus 
database: A critical analysis. In Proceedings of the 2018 17th IEEE International 
Conference on Trust, Security and Privacy in Computing and Communications/12th 
IEEE International Conference on Big Data Science and Engineering 
(TrustCom/BigDataSE), New York, NY, USA, 1–3 August 2018; pp. 1348–1353. 
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Blockchain as solution

• Chosen technology: Permissioned (private) Blockchain.

Public Permissioned

Access Open to anyone Restricted to specific participants

Consensus Proof of Work / Proof of Stake Tend to use practical consensus (e.g., 
PBFT)

Speed Slower Faster

Scalability Low High

Governance Community based Consortium based

Use cases Cryptocurrency, public records Enterprise solutions, supply chain, 
finance



9

Architecture

• Based on Hyperledger 
Besu (Alastria / EBSI).

• Storage SHA-256 hashes + 
metadata, not raw 
evidence.

• Integration with local 
storage (for raw evidence).
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Architecture (II)

• Blockchain client: wallet + REST 
API to be integrated with evidence 
sources.

• Each CSP has a “blockchain client” in 
the EMERALD network

• Blockchain monitor for manual 
evidence validation: Blockchain 
events + Elastic.

• Verification service for automatic 
evidence validation: REST API to 
be integrated in EMERALD UI.
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Operation: Evidence registration
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Operation: Evidence registration

• On-chain data:

• No sensitive information

• Off-chain data:

• Raw evidence (it could include sensitive information)

• Assessment results information
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Operation: Manual integrity validation



14

Operation: Manual integrity validation
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Operation: Automatic integrity validation
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Operation: Automatic integrity validation
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Operation: Automatic integrity validation
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Conclusions

• Blockchain enhances evidence integrity and 
transparency.

• The system streamlines and facilitates certification 
processes.

• The system is also applicable to other domains requiring 
information integrity: healthcare, education, etc.
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Demo

MEDINA Training: Integrity Validation of Evidence

https://www.youtube.com/watch?v=LO-gzX6LO0k&t=336s
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