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A Cloud Service Provider (CSP) seeks to obtain the European Cybersecurity Certification Scheme
(EUCS) certification to comply with customer demands of high levels of security and transparency.

¥

The CSP decides to use EMERALD framework for Evidence Management for
Continuous Compliance in the Cloud

3 & EMERALD

CYBERSECURITY
CERTIFICATION

Different evidence is required during the compliance process. Some examples:

Administrative access logs.

Evidence of patches applied to virtual instances.
Logs of suspicious activity.

Snapshots of security configurations.
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* In cloud environments, where data and configurations can change dynamically...

How can the auditor trust that logs and configurations were not generated
prior to the audit or that they were not manipulated to appear compliant?

\ 4

EMERALD Blockchain-based trustworthiness system (TWS)
enables auditors and regulators to verify if the data stored by the CSP is
Immutable, transparent and tamperproof
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* TWS was firstly designed and implemented inside MEDINA

project (Horizon 2020; 2020-2023; Grant agreement ID:
952633) MEDINA

* Demo: MEDINA Training: Integrity Validation of Evidence

https://medina-project.eu/

* Manual: MEDINA D3.3 Tools and techniques for the manag
ement of trustworthy evidence-v3 (section 5) ,, EMERALD

* TWS is currently being productified inside the EMERALD \'
project (Horizon Europe; 2023-2026; Grant agreement ID: hitps://www.emerald-he.eu/
101120688).

* Regueiro, Cristina, and Borja Urquizu. "Blockchain-Based
Evidence Trustworthiness System in Certification." Journal of
Cybersecurity and Privacy 5.1 (2024): 1.
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https://doi.org/10.3390/jcp5010001
https://www.youtube.com/watch?v=LO-gzX6LO0k
https://medina-project.eu/wp-content/uploads/2023/05/MEDINA_D3.3_Tools_and_techniques_for_the_management_of_trustworthy_evidence-v3_v1.0.pdf
https://medina-project.eu/wp-content/uploads/2023/05/MEDINA_D3.3_Tools_and_techniques_for_the_management_of_trustworthy_evidence-v3_v1.0.pdf
https://medina-project.eu/
https://www.emerald-he.eu/
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* Importance of certifications: Trust, compliance, and
transparency.

* Problem: Digital evidence is vulnerable to tampering and loss.

v

._/Q/I * Need: Ensure the integrity, confidentiality, and traceability of
¢ — |  evidence.
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Blockchain as solution

* Advantages: Immutability, transparency,
decentralization.

Chowdhury, M.J.M.; Colman, A.; Kabir, M.A.; Han, J.; Sarda, P. Blockchain versus
database: A critical analysis. In Proceedings of the 2018 17th IEEE International
Conference on Trust, Security and Privacy in Computing and Communications/12th
IEEE International Conference on Big Data Science and Engineering
(TrustCom/BigDataSE), New York, NY, USA, 1-3 August 2018; pp. 1348-1353.

Pu, S.; Lam, J.S.L. The benefits of blockchain for digital certificates: A multiple
case study analysis. Technol. Soc. 2023, 72, 102176
* Comparison: Outperforms traditional databases
in integrity and trust.
L]
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Blockchain as solution

* Chosen technology: Permissioned (private) Blockchain.

Access Open to anyone Restricted to specific participants
Consensus Proof of Work / Proof of Stake enel 1o L pra(I:DtIich_Ir():onsensus (e,
Speed Slower Faster
Scalability Low High
Governance Community based Consortium based

Enterprise solutions, supply chain,

Use cases Cryptocurrency, public records finance

(1)
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EMERALD Ui * evivence - Based on Hyperledger
— u: PXEALTORS Besu (Alastria / EBSI).

@ ™Ws * Storage SHA-256 hashes +

= metadata, not raw
evidence.
c:::::;s ® :>
"E;;f::?::’" 5'17::‘“ i ew : ° Integration  with - local
Blockchain storage (for raw evidence).



Architecture (ll)

* Blockchain client: wallet + REST
API to be integrated with evidence
sources.

ASSESSMENT &
EVIDENCE
EXTRACTORS

EMERALD UI

* Each CSP has a “blockchain client” in
the EMERALD network

@/ ,@ = * Blockchain monitor for manual

@i}* :;;:;;f..‘ Co [ evidence validation: Blockchain

tﬂg
&

950 a4 events + Elastic.
Verificati client idence/ Blockchain
‘Assessment result: Event: Blockchai
Blockchai Viewer
Network

* Verification service for automatic
evidence validation: REST API to
be integrated in EMERALD UI.
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Operation: Evidence registration

£ CSF Local Storage CSP BC Client Blockchain Network node ‘ | Blockchain Monitor | I Automatic Verification | £ N
CsP Auditor
| EVIDENCE REGISTRATION h

| Define evidence identifier and metadata | i i i i i

| Take raw evidence | | : i i i

| Add random value (if applicable) | | | | | |

| Calculate hash (raw evidence + random) E E 3 E E E

| Send information (evidence identifier, evidence hash, metadata) . ! ! ! !

! ! | Generate Blockchain transaction to record evidence _ | ! ! !

E E E | MNew evidence recorded ‘: E E

| :, Store evidence, random by evidence id. | | | | |
cep L - i . . . R Auditor

CSP Local Storage CSP BC Client Blockchain Network node | | Blockchain Monitor | | Automatic Verification

[ 1]
=
=
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Operation: Evidence registration

* On-chain data: , cod Y
. . . id unit256 id unit256
* No sensitive information valueHash |bytes32 assessmentHash bytes32
toolld unit256 complianceHash bytes32
resourceld |unit256 associatedEvidenceld [[Junit256
cspld unit256 metricld unit256
timestamp |unit256 ‘ timestamp unit256

* Off-chain data:
* Raw evidence (it could include sensitive information)

* Assessment results information
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Operation: Manual integrity validation

('Z/SI:‘\ ‘ CSP Local Storage ‘ ‘ CSP BC Client ‘ ‘ Blockchain Network node ‘ ‘ Blockchain Monitor ‘ I Automatic Verification Aljait\fjr
| EVIDENCE MANUAL INTEGRITY VERIFICATION 'ﬁ
| | | | . Obtain evidence hashes by evidence identifiersffilters |
) . Get specified pieces of evidence (evidence identifier) ) ) |
! | [evidence identifier; raw evidence, random value] ! ! o
! ! ! ! ! ! | Calculate hashes (with random value, if applicable)
i i i i i i | Compare hashes. Obtain true (trustworthy) or false (modified)
CcsP h . E . . — Auditor
CSP Local Storage | | CSP BC Client | | Blockchain Network node | | Blockchain Monitor | | Automatic Verification
A, A,

[ 1]
[=Y
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Evidence Id Evidence Hash Resource id Tool id Ccspid
Select... v Select... v Select... 2 Selec! b Selec! >
Registered evidence
Date per day < timestamp Evidence id Resourceid Toolid cspid Hash !
2023-02-15 1676457278988769372 086291 Clouditor Evidences Collection N/A %A40%F2X%00D%A4%2B%2C%2CP%40%D3X% 1E%...
2023-02-15 1676457277955117497 a6ed113b-89bb-4273-9c7. Clouditor Evidences Collection N/A %FS%DA%A1XEBXO6% 1B%SESKAOPKABI%CEX?..
2023-02-15 1676457276930725267 a4 e Clouditor Evidences Collection N/A %OA%24%CIKEEKOEEX%IBXBIWRAF%26%BO%(
2023-02-15 1676457275903431246 e Clouditor Evidences Collection N/A s 9%C 1Cp%A
2023-02-15 1676457274877751328 Clouditor Evidences Collection N/A %9D%FB67%A0%60%09%01g%CE%26%02%A2%CA...
2023-02-15 1676457273853865836 21747320-84 7a8e Clouditor Evidences Collection N/A HXDCfX%E7%B8! 17%D1%E! 3:
,Assessment Resultid Metric id Assessment Result Hash Compliance Hash
Select... b Select... N Select... i b
Apply changes. el change T
Registered Assessment result
Date per day + timestamp Assessment id Metric id Assessment Hash Compliance Hash Associated evidences L]
2023-02-15 1676459060172149348 61ab60c2-bdad-4221-8ec9-a73f25eddac3 AtRestEncryptionEnabled %85%168: EOXA3%FBXTF%7CKSC%IBRBA%... %1SKESIY £
2023-02-15 1676458823291346173 2c67eb59-502¢-4d40-bf60-7202c5¢632ab 0OSLoggingEnabled %DEL~%DF %C4%F8 %9C%94%FAWPrtOf %85k%00... 7%CCo%0D~z_%3C:! E%7B%SDb%.
2023-02-15 1676458759386442634 AtRestEs %FS%BBXEDXAE%97%FEG%00bS K1SKESIYS % E! OcSadf'
2023-02-15 1676458459279986421 3 AtRestEs E7r%11%0/ )%DD. H1SKESIY: %D0%D3% 705
- Py Ce e e . 14
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Operation: Automatic integrity validation

T

(':/SI\" ‘ CSP Local Storage I | CSP BC Client Blockchain Network node ‘ | Blockchain Monitor| I Automatic Verification Ali::li;_\r
| EVIDENCE AURTOMATIC INTEGRITY VERIFICATION 'ﬁ

! ! ! | } | Verify all filtered/given evidence )

! | _ Get specified pieces of evidence ) ) ! |

! ! [evidence identifiers, raw evidence, random value] . . . 1

! ! ! ! i ! Calculate hashes (with random value, if applicable) |

! | | Werify the calculated hash with the recorded one ) ) | |

! ! | Comparison with the recorded hashes from Blockchain by identifiers | } | }

! ! ' True (trustworthy) or false (modified) ) | | }

E E i True (trustworthy) or false (modified) | | ‘: 3

E E E 3 3 i Integrity verification checks (evidence identifier, true/false) ‘:
CsP ‘ CSP Local Storage I | CSP BC Client Blockchain Network node l | Blockchain Munitor| [ Automatic Verification Auldltor

(] s : 15
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Operation: Automatic integrity validation

(’/ EMERALD BELETIRSEINENT N RoleF?”cm

Overview o Information Evidence Collectors Documents Resources
Home v General
Title Target of Evaluation 1
Certification Schemes Description This is my first target of evaluation
Type Cloud
= : Tag(s) @
@ Targets of Evaluation Target D ab38-343a-feee-be94-3421-3423-aa12-deed
Date of creation 2024/04/23 10:34
Create new Target of .
Evaluation v Trustworthiness System
Trustworthiness System @@ Enabled
Audit Scopes e

10 maintain an audit rail of evidence and
assessment results. Using blockchain
technology, TWS guarntees the integrity of
ring the certiication
way thereby increasing

Metrics Management
O Always, when entering an audit scope
Self-Assessment E"h:dt;z-,vhen the TWS checks the integrity of

N . On demand
Questionnaires

Every automatically

User Management

v User Assignment

User Name User Role Assignment Date

m Compliance Manager 02.04.2024
[ Morgan ] Technical Implementer 02.04.2024

This project has received funding from the European Union's Horizon
. [ 1] Europe programme under grant agreement No 101120688. e e e 16
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Role: CM
Qverview Information Questionnaire Scope Selection
Home
Target Scheme Assurance Level Audit Scope Status
Target of Evaluation 1 EUCS high Setup
Certification Schemes

Process View  Compliance View Querall View

Targets of Evaluation Control Process Overview Control Process Details ; o
Assigned to Me Al Controls Integrity Check
e v T © i = ” . Target: : o
o B 3 arget: Target of Evaluation 1 Schema: EUCS Assurance Level: High
@ Audit Scopes 5% T - (@} Audit ! 9 o g
o~ @© = 2 2%
10% @ Implemented . e Integrity Check ¢ Control & Wetric £ Ressource Name & Type & Evidence 1D £
Implemented [ 5 ’ s
Create new Audit Ready for Review ite A
Scape 5. —_— @ Ready for Review 1 50 - g 18M-02.8 Exampiebletric] happyfunction Function 6100658 ToA8-401 093
L] L 160 a 1AM-02.0 WaieyersProtnkon happyan Vituabachine  Gfdo653G-TbAg-401e-0938
Metrics Management
e e wa - Frein eI
Self—A;sessmenl D2 Viorkflow Status & Description & Assigned o &
Questionnaires
AsDENTITY, o
. 00000, _ - =
ACCESS CONTRO
User Management MANAGEMENT Sl L]
1AM-08 PROTECTION ¢ lfecycle,
P AND STRENGTH OF covceoe ensure that their use prowides & suffiient level of confidence that the a
CREDENTIALS ¢ 1 0 11 serofaspecicaccount hes been uthenticated.
.
1083 b s 53k a declrstion [ 1organ LJoriko ]
L] Passwords
1aM084 —— functions {cf. CKMDT) €GD
144085 o] The C&P shalllink the access cantral policy defined in 1AM 01,1, [ i ]
This project has received funding from the European Union's Horizon
Europe programme under grant agreement No 101120688
[ L. H e 17
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Conclusions

' * Blockchain enhances evidence integrity and
transparency.

* The system streamlines and facilitates certification
processes.

* The system is also applicable to other domains requiring
information integrity: healthcare, education, etc.

@ e e e e 18
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g MEDINA Integrity Validation of Evidence

TECNALIA
September 2023

e

MEDINA Training: Integrity Validation of Evidence
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https://www.youtube.com/watch?v=LO-gzX6LO0k&t=336s
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