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Organizations increasingly define operational metrics in structured formats encoding domain knowledge that extends what is captured in
formal ontologies — Can we use ontology annotations and metric annotations to extend the existing ontology?

Input: Metric definitions
Structured file (e.g., YAML,
JSON, XML), referencing
domain concepts through, e.g.,
typed class, property
references, configuration
parameters, or textual
descriptions.

name: AutomaticUpdatesEnabled

description: This rule assesses whether a
that offers the property [ENINEISTVEEELEN], has
configured correctly.

category: EndpointSecurity

version: "v1"

Resources like virtual machines often offer a

comments:
simple configuration that automatically installs updates,
e.g. critical security updates.
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We develop unsupervised

Approach
heuristics that can incorporate

additional textual context using T ———— |

pretrained language models
(BERT, Sentence Transformers).

Automated assessment of

certification-relevant security
metrics [1].

' | Usecase: CertGraph ontology

Task: using the information in the metric file, extend

the class hierarchy, relations between classes, and the properties associated with them.

Associated with a catalogue of
security metrics [2].
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